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What it AlmaLinux

An Open Source, community owned and governed, 
forever-free enterprise Linux distribution, focused on 
long-term stability, providing a robust production-grade 
platform.

AlmaLinux OS is binary compatible with RHEL.

AlmaLinux OS is not exact RHEL clone!



Today you will know

How we:
1. get sources (the tough one!)
2. build packages
3. check binary compatibility
4. maintain security advisories
5. build images

How you:
1. can download AlmaLinux in many ways
2. can upgrade your CentOS 7 system



Getting sources

After this:



Getting sources: The problem

Downloading Red Hat sources to use them for your 
product is Red Hat Subscription Agreement violation!

CentOS Linux git repo (https://git.centos.org/) was a 
100% legal source for all RHEL clones for years.
But after June 21, 2023 only RHEL7 sources are 
updated.  

https://git.centos.org/


Getting sources: Looking for legal options

Red Hat Universal Base Image (UBI)
https://cdn-ubi.redhat.com/content/public/ubi/dist/

● Exact RHEL sources and binaries
● 100% legal, no Red Hat Subscription 

required
● EOL after 10 years
● Updates every day
● Includes base system, Python, Perl, 

PHP, NodeJS, Java, Dotnet, …

https://cdn-ubi.redhat.com/content/public/ubi/dist/ubi8/8/x86_64/
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Getting sources: Looking for legal options

Red Hat Universal Base Image (UBI)
https://cdn-ubi.redhat.com/content/public/ubi/dist/

● Exact RHEL sources and binaries
● 100% legal, no Red Hat Subscription 

required
● EOL after 10 years
● Updates every day
● Includes base system, Python, Perl, 

PHP, NodeJS, Java, Dotnet, …

● Limited set of sources available:
○ 1511 packages for RHEL8 (~41%)
○ 951 packages for RHEL9 (~39%)

Our decision: use every package available

https://cdn-ubi.redhat.com/content/public/ubi/dist/ubi8/8/x86_64/


Getting sources: Looking for legal options

CentOS Stream 

● Upstream for RHEL and allows to get 
new package versions earlier

● 100% legal
● Available as src.rpm 

https://kojihub.stream.centos.org/
● Available as git repo 

https://gitlab.com/redhat/centos-stream

https://kojihub.stream.centos.org/
https://gitlab.com/redhat/centos-stream
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RHEL, may miss patches or include 
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● CVE updates usually delayed
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Java 21)
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release
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Getting sources: Looking for legal options

CentOS Stream 

● Upstream for RHEL and allows to get 
new package versions earlier

● 100% legal
● Available as src.rpm 

https://kojihub.stream.centos.org/
● Available as git repo 

https://gitlab.com/redhat/centos-stream

● Not all sources are the same as 
RHEL, may miss patches or include 
extra ones

● CVE updates usually delayed
● Not all packages available (example: 

Java 21)
● EOL after 5 years versus 10 years for 

RHEL, so no updates after 8.10 
release

Our decision: use where applicable 

https://kojihub.stream.centos.org/
https://gitlab.com/redhat/centos-stream


Getting sources: Looking for legal options

RHEL clones

● No Red Hat Subscription required
● May contain exact RHEL sources
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Getting sources: Looking for legal options

RHEL clones

● No Red Hat Subscription required
● May contain exact RHEL sources

● Exact RHEL sources are not 
guaranteed

● Not clear where they get sources
● Delayed updates

Our decision: use carefully
(example: squid CVE-2023-46846 and CVE-2023-46847 patches from Oracle Linux)



Getting sources: pkgdiff tool

Package Changes Analyzer (pkgdiff) is a tool for visualizing changes in 
Linux software packages (RPM, DEB, TAR.GZ, etc)

https://lvc.github.io/pkgdiff/

% pkgdiff -list-added-removed -hide-unchanged dnf-4.7.0-19.el8.src.rpm \
                                              dnf-4.7.0-19.el8.alma.src.rpm
reading packages ...
comparing packages ...
creating report ...
result: CHANGED (0.02%)
report: pkgdiff_reports/dnf/4.7.0-19.el8_to_4.7.0-19.el8.alma/changes_report.html

https://lvc.github.io/pkgdiff/


Getting sources: pkgdiff tool



Getting sources: pkgdiff tool



Building packages

Sources:
● All sources are at https://git.almalinux.org/rpms
● All tarballs are stored in S3 storage at https://sources.almalinux.org 

and downloaded during build

Builds:
We use AlmaLinux Build System to build and release packages and 
corresponding security bulletins (errata).

https://build.almalinux.org/

https://git.almalinux.org/rpms
https://sources.almalinux.org
https://build.almalinux.org/


Building packages
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Building packages



Checking binary compatibility

Package ABI Diff (Pkg-ABIdiff) — a tool to verify API/ABI compatibility of 
Linux packages (RPM or DEB).
Requires binary package and corresponding debuginfo package.

https://github.com/lvc/pkg-abidiff

% pkg-abidiff -r -old ubi/zlib-1.2.11-25.el8.x86_64.rpm 
ubi/zlib-debuginfo-1.2.11-25.el8.x86_64.rpm -new almalinux/zlib-1.2.11-25.el8.x86_64.rpm 
almalinux/zlib-debuginfo-1.2.11-25.el8.x86_64.rpm 
…
Comparing ABIs ...
Comparing libz.so.1.2.11 (old) and libz.so.1.2.11 (new)
BC: 100%, SC: 100%
Counting symbols in the ABI dump for libz.so.1.2.11 (old)
The report has been generated to: 
compat_report/x86_64/zlib/1.2.11-25.el8/1.2.11-25.el8/index.html
Avg. BC: 100%, Avg. SC: 100%

https://github.com/lvc/pkg-abidiff


Checking binary compatibility



Maintain security advisories

https://errata.almalinux.org

https://errata.almalinux.org


Maintain security advisories

AlmaLinux provides many options to get security updates info:
● Errata website https://errata.almalinux.org
● OVAL feed
● RSS feed
● JSON feed
● updateinfo.xml repodata (works with dnf updateinfo)
● OSV database (https://osv.dev/list?ecosystem=AlmaLinux)
● Mailing list

Check https://almalinux.org/security/ for details.

How we made it using public only sources?

https://errata.almalinux.org
https://osv.dev/list?ecosystem=AlmaLinux
https://almalinux.org/security/


Maintain security advisories

Red Hat Security Data is publicly available under
Creative Commons Attribution 4.0 International 
License

Data is available in several ways:
● Security Data API <- AlmaLinux uses
● OVAL files
● RSS feed

Data contains:
● Advisory id (RHSA-YYYY-NNNN)
● Description
● CVE and Red Hat bugzilla references
● Package names and versions

https://access.redhat.com/security/data

https://access.redhat.com/security/data


Maintain security advisories



Maintain security advisories

Mailing list

OVAL feed

Errata website

RSS feed

JSON feed updateinfo.xml

OSV database



Building ISO images and repos

To build AlmaLinux ISO images and repos:
1. Use AlmaLinux-patched Pungi tool from 

https://git.almalinux.org/almalinux/pungi
2. Use configuration from https://git.almalinux.org/almalinux/pungi-almalinux

Configuration git repo provides the following files for all architectures:
● comps.xml - dnf groups definition (@core, @base, …)
● include_exclude.conf - customization and filters config
● multilib.conf - multilib (i686 libraries in x86_64 repos) config
● packages.json - packages placement to repos (BaseOS, AppStream, …)
● variants.xml - repos, modules, groups definition
● variants_options.json - repos and ISO images build options

Guide:
https://wiki.almalinux.org/development/building-almalinux-iso-locally

https://git.almalinux.org/almalinux/pungi
https://git.almalinux.org/almalinux/pungi-almalinux
https://wiki.almalinux.org/development/building-almalinux-iso-locally


Building live, cloud, rpi, container, wsl images

All scripts and tools that we use are available for everyone:

● Live Media: https://github.com/AlmaLinux/sig-livemedia

● Cloud Images: https://github.com/AlmaLinux/cloud-images

● Raspberry Pi images: https://github.com/AlmaLinux/raspberry-pi

● Containers: https://github.com/AlmaLinux/docker-images

● WSL: https://github.com/AlmaLinux/wsl-images

https://github.com/AlmaLinux/sig-livemedia
https://github.com/AlmaLinux/cloud-images
https://github.com/AlmaLinux/raspberry-pi
https://github.com/AlmaLinux/docker-images
https://github.com/AlmaLinux/wsl-images




ELevate: unlock upgrades to next major version

ELevate enables migration between major versions of RHEL® derivatives. Move from 
CentOS 7.x to 8.x version of the RHEL derivative of your choice, or upgrade from 8.x to 9.x 
within the same derivative.

https://almalinux.org/elevate/

https://almalinux.org/elevate/


ELevate: unlock upgrades to next major version
ELevate stable:
● Based on leapp 0.14.0 and leapp-repository 0.16.0.
● Includes support for 3rd party repos.

Repos list:
○  EPEL (!)
○  Imunify
○  KernelCare
○  MariaDB
○  nginx
○  PostgreSQL

Elevate NG (in development):
● Based on leapp 0.16.0 and leapp-repository 0.19.0.
● Uses high quality migration data from upstream leapp-repository repo shared by 

Red Hat (thanks!).
● 3rd party repos support is on the way.



Join a SIG    https://wiki.almalinux.org/sigs/ 
Help us staff events
Share your passion in a blog post
Help with cloud image automation
Provide website translations
Follow us on social platforms
Answer questions on the forums
Engage however you’d like

Join the Foundation: 
https://almalinux.org/members/

How to get involved

https://wiki.almalinux.org/sigs/




Thank you for your time, 
and for your love of 

open source.
Andrew Lukoshko

AlmaLinux OS Architect and Release Engineering Lead

FOSDEM 2024


