
  

Let's talk Matrix between 
Governments and Citizens



  

Governments provide a lot of services...

Source: 
servicesuche.bund.deTotal of 575 service categories with > 13.000 individual services



  

How to apply for these services?

Option 1:
You don’t have to!

“proactive government“

Option 2:
Apply offline

at your local city hall

Option 3:
Apply online

via app or via website



  

request government support
(via web form or app)

That’s easy because:
– Government websites are public
– Contact details of government

agencies are public (including
public keys)



  

That’s harder, because:
– Contact details of individuals

are not publicly available
– We don’t want to force people

to install specific apps

government responds

(but person may have left the
website / uninstalled the app)



  

How does industry solve this issue?

→ plain-text messages
 on central server



  

How did other governments solve this 
issue?



  

How did the German government 
solve this issue?

besonderes 
elektronisches 

Anwaltspostfach
(beA)besonderes 

elektronisches 
Notarpostfach (beN)

besonderes elektronisches 
Steuerberaterpostfach (beSt)

besonderes 
elektronischen 

Behördenpostfach 
(beBPo)

besonderes elektronisches Bürger- und 
Organisationenpostfach (eBO)



  

Digital Health Apps

https://zerforschung.org/posts/datenabfluss-auf-rezept/https://zerforschung.org/posts/datenabfluss-auf-rezept/



  

“Mein Justizpostfach” leak

https://netzpolitik.org/2023/datenleck-mein-justizpostfach-gewaehrt-dritten-datenzugriff/https://netzpolitik.org/2023/datenleck-mein-justizpostfach-gewaehrt-dritten-datenzugriff/



  

Vision
Communication between governments and 

citizens needs to be easy, reliable and encrypted.



  

Matrix to the rescue
● End-to-end encrypted 

messages
● Multi-device access

(app + web)
● access via third-party apps 

and services (cooperate IT 
systems, e-gov apps, etc.)



  

Matrix-based secure communication channel



  

Matrix messages

Matrix + BundID



  

Great User Experience
● Push notifications & status updates
● Polls / multiple-choice questions
● Image / document upload

Already built-in   



  

Great User Developer Experience
● Push notifications & status updates
● Polls / multiple-choice questions
● Image / document upload
● SDKs

Already built-in   



  

What Matrix offers us
● Great usability

(esp. compared to e-mail based 
systems)

● Tried and tested security
● Interoperable & easy to integrate
● Ready-to-use interoperability layer, 

many features are already there



  

Strategic Thoughts
End-to-end encrypted communication is a key enabler 
for...
● seamless e-gov services
● “trivial” and privacy-preserving realization of the 

once-only principle
● “wallet”-like use-cases (attestation and presentation 

of attributes)



  

Broader vision

“mailbox app”

Provide most 
common e-gov 
services via app

Provide framework 
for any e-gov service

National, privacy-first e-governance app

Not within official project scope (yet ;)



  

Let’s talk about infrastructure :)



  

Status quo: Different tech stacks



  

Matrix as an interoperability layer



  

Thanks for listening!

@marco@darmstadt.social

@marcoh___:tchncs.de
CC BY 4.0 @marco@darmstadt.social

Let’s discuss!
#matrix4gov:matrix.org

Project infos (in German): 
https://gitlab.opencode.de/fitko/rueckkanal-ueber-messengerdienste

https://gitlab.opencode.de/fitko/rueckkanal-ueber-messengerdienste


  

More infos about Germany’s government IT

opengovtech.deopengovtech.de
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awesome-egov-de

A curated list of resources on e-government in Germany.

Pull requests and feedback via issues welcome! Get in touch via the matrix chat at #awesome-egov-
de:tchncs.de

Communities

Places to ask questions and find other community resources.

eGov AfterWork meetup: monthly meetup of the eGovernment Podcast community
Matrix chat

Twitter

N3GZ Nachwuchsnetzwerk Digitale Verwaltung: junior network for people working in public
administration, industry and science
eGov-Wiki

mailing list
Twitter

Code for Germany: civic tech open government network
Twitter

bund.dev: civic tech community that documents government APIs
GitHub

Twitter
Slack

« Formularium: a FOSS, privacy-first, and user-friendly toolkit for municipalities to support them in making
their public services available online
GitHub

Slack
« Zerforschung: hacker collective focussing (i.a.) on the security of government infrastrucutre
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Elektronisches Postfach ®

@z Nachricht schreiben

-alle - v @

Kontoausziige
B4 Alle Nachrichten (2)
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Betreff A v Eingang A v  Groe A v
Dokumente

3 Kontoauszug 5/2021 vom 01.06.2021 zu 01.06.2021 >

Konto 123456 Rian-

Kontoausziige

Wertpapierdokumente Nachrichten aktualisieren












a The Register
hitps://www.theregister.com » jap... - Diese Seite iibersetzen

Japan's digital ID gets emergency review amid data leaks
22.06.2023 — Japanese prime minister Fumio Kishida has ordered an emergency review of the
nation's ID Cards, amid revelations of glitches and data leaks ...
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Postfach Gesendet Entw

© Familienversicherung 14:06 >

Antrag auf Familienversicherung

Antwort erbeten 9

* Arbeitsunfahigkeit & Gestern >
Krankengeld
Antrag auf Kinderkrankengeld

Mitgliedschaft & Beitriage 17.03.2020 >
Ihre Mitgliedsbescheinigung 2

Zuzahlungen & Befreiungen 03.09.2020 >

Antrag auf teilweise Befreiung von den
gesetzlichen Zuzahlungen 9

Arbeitsunfahigkeit & 19.11.2019 >
Krankengeld




















bund’ID®

Postfach

Hier konnen Sie Thre Nachrichten lesen und verwalten. Nachrichten, die Sie mit Threm aktusllen Zugang nicht offnen konnen, sind in der Suche,
Filterung und Sortierung nicht enthalten.

3 Nachrichten SORTIEREN  Neueste oben

[0 O VERTRAUENSNIVEAU BASISREGISTRIERUNG 03.03.2023,17:12
Meldebeharde

Ihr neuer Personalausweis: Jetzt Abhol-Termin vereinbaren!

[0 O VERTRAUENSNIVEAU HoCH 01.01.2023,16:03
Wasserbehbrde

Genehmigung zur Grundwasser-Entnahme

[0 O VERTRAUENSNIVEAU BASISREGISTRIERUNG 01.01.2023, 14:00
Wasserbehbrde

Thr Antrag wird nun von uns bearbeitet.
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B nitps://www.bleepingcomputer.com > news > security > estonia-arrests-hacker-who-stole-286kc.
Estonia arrests hacker who stole 286K ID scans from govt database

ATallinn man was arrested a week ago in Estonia under suspicion that he has exploited a government
photo transfer service vulnerability to download ID scans of 286,438 Estonians from the Identity ...








In May 2020, the data of 26 million driver's licenses appeared in the
public domain on the Internet. The Ukrainian government said the Diia
app was hot linked to a data breach, but it is impossible to say for
certain. Any storage of official documents in electronic format is
associated with the risk of their leakage.

Wikipedia

https://en.wikipedia.org > wiki > Dila &

Diia - Wikipedia








Construction and Housing

Mobility and vehicles

Health Care and Prevention

Climate and the Environment

Partnership and Family

Taxes and Social Insurance
Contributions

Elections, Civic Engagement
and Participation

Social Benefits

Retirement and Retirement
Benefits

School, Vocational Training
and Higher Education

Identity Papers and
Documents

Hobbies and Leisure

Rights and Consumer
Protection

Death and Inheritance

Migration and Integration

Travelling and Spending Time
Abroad

Emergencies and Assistance
to Victims
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m The Record by Recorded Future
https://therecord.media » hacker-s... - Diese Seite libersetzen §
Hacker steals government ID database for Argentina's ...
17.10.2021 — A hacker has breached the Argentinian government's IT network and stolen ID
card details for the country's entire population, data that is ...




Q NETZPOLITIK.ORG

Data leak

“My Justice Mailbox” grants third parties access to data

Individuals should be able to communicate digitally with the judiciary via the new justice mailbox.
But the price for this is high, because their private data ends up i the address directory of electronic
legal transactions, which thousands of people from the judiciary can access.

November 14, 2023 at 1:19 p.m- Esther Menhard - in Data Protection - 6 additions




CNN
Millions of Americans’ personal data exposed in global hack

Millions of people in Louisiana and Oregon have had their data compromised in the
sprawling cyberattack that has also hit the US federal...

16.06.2023













& https//www.zdnet.com » article > another-data-leak-hits-india-aadhaar-biometric-database
A new data leak hits Aadhaar, India's national ID database

A data leak on a system run by a state-owned utility company Indane allowed anyone to download
private information on all Aadhaar holders, exposing their names, their unique 12-digit Identity.




O The Guardian
hitps://www.theguardian.com > oct - Diese Seite iibersetzen }

Government considers centralising digital ID verification on ...
07.10.2022 — The Australian government is considering using myGov or its myGovID system
to centralise digital identity authentication in the wake of the ...
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Let's talk Matrix between
Governments and Citizens

Click to add Text




Let's talk Matrix between Governments and Citizens





Who am i and why am i here?

Marco

-----

active in FLOSS community for ~10 years (contributions to Signal, dino, wireless mesh community tooling and more)

----

background in IT security

----

current project: building state-of-the-art IT infrastructure for the public administration in Germany’s federal IT agency



Governments provide a lot of services...





Source: servicesuche.bund.de



Total of 575 service categories with > 13.000 individual services



From Healthcare services

To social services

---

Dog tax registration

Housing benefits

---

In Germany: 575 service categories with > 13.000 individual services



How to apply for these services?



Option 1:

You don’t have to!

“proactive government“







Option 2:

Apply offline

at your local city hall







Option 3:

Apply online

via app or via website

















1) government STARTS the process, e.g. SENDING you MONEY as CHILD BENEFITS



2)



3)



---



Let’s have a look at the THIRD option in DETAIL











request government support

(via web form or app)



That’s easy because:

		Government websites are public



		Contact details of government

agencies are public (including

public keys)









request government support

(via web form or app)



---



That’s easy because:

- Government websites are PUBLIC

- Contact details of government agencies are public (including PUBLIC KEYS)



---



Just encrypt our APPLICATION FORM and send it to RIGHT GOV AGENCY









That’s harder, because:

		Contact details of individuals

are not publicly available



		We don’t want to force people

to install specific apps









government responds



(but person may have left the

website / uninstalled the app)



government responds, hopefully



(but person may have left the website / uninstalled the app)



----



That’s HARDER, because:

- Contact details of individuals are NOT PUBLICLY available

- We don’t want to FORCE people to install specific apps



How does industry solve this issue?



→ plain-text messages

	 on central server











Banks and insurances put online mailboxes in place



---



Usually, that’s easy: THEY STORE plaintext messages on central server



---



Might be OKAY for bank/insurance company, because thay ALREADY KNOW everything about us ANYWAY



---



If we built this for ALL people of a WHOLE country: we need ENCRYPTION



How did other governments solve this issue?



















Very badly



----



We’ve seen a lot of DATA LEAKS over the past years



----



There must be a better way



How did the German government solve this issue?









besonderes elektronisches Anwaltspostfach

(beA)



besonderes elektronisches Notarpostfach (beN)



besonderes elektronisches Steuerberaterpostfach (beSt)



besonderes elektronischen Behördenpostfach (beBPo)



besonderes elektronisches Bürger- und Organisationenpostfach (eBO)











A lot of different online mailboxes



---



Confusing



---



NONE of THESE follow SECURITY-BY-DESIGN-principles, no ZERO-TRUST approach



---



Huge RISK to privacy and security



to highly sensitive personal data



Digital Health Apps







https://zerforschung.org/posts/datenabfluss-auf-rezept/

Let’s have some examples on WHAT MIGHT go wrong



---



Since 2021, “digital health apps”



---



Analysis by Zerforschung, a collective of IT security researchers



---



They found that these app LEAKED personal data of > 20,000 patients



“Mein Justizpostfach” leak







https://netzpolitik.org/2023/datenleck-mein-justizpostfach-gewaehrt-dritten-datenzugriff/

There was the case of the Justice mailbox leak 



---



last year, Between October 13th and November 9th



---



A directory with PERSONAL IDENTITY DATA publicly accessible DUE TO config error





---



Especially bad, if STALKING VICTIMS use this mailbox



Vision



Communication between governments and citizens needs to be easy, reliable and encrypted.











Let’s talk about some solutions!



---



What if comm between GOV and CITIZENS was EASY, RELIABLE and ENCRYPTED?



Matrix to the rescue



		End-to-end encrypted messages



		Multi-device access

(app + web)



		access via third-party apps and services (cooperate IT systems, e-gov apps, etc.)

















Already provides



















Matrix-based secure communication channel



So, WHY NOT BUILT a matrix-based secure comm-channel



Between CITIZENS and GOVERNMENT







Matrix messages



Matrix + BundID









That’s exactly what we are planning to do



----



Integrate matrix in Germanys national identity system



----



First: build a PROOF-OF-CONCEPT in 2024



Great User Experience



		Push notifications & status updates



		Polls / multiple-choice questions



		Image / document upload











Already built-in	  



WHAT do we need for a great USER EXPERIENCE?



----



Polls and multiple-choice questions

for MACHINE-READABLE and EASY bi-directional interaction with PUBLIC ADMINISTRATION



Great User Developer Experience



		Push notifications & status updates



		Polls / multiple-choice questions



		Image / document upload



		SDKs











Already built-in	  



For developers working on IT SYSTEMS  INSIDE the government



---



Also, this helps building an ECOSYSTEM of CITIZEN- or COMPANY-facing apps



What Matrix offers us



		Great usability

(esp. compared to e-mail based systems)



		Tried and tested security



		Interoperable & easy to integrate



		Ready-to-use interoperability layer, many features are already there



















Strategic Thoughts



End-to-end encrypted communication is a key enabler for...

		seamless e-gov services



		“trivial” and privacy-preserving realization of the once-only principle



		“wallet”-like use-cases (attestation and presentation of attributes)







E2E ENCRYPTED comm is a KEY ENABLER for

---

SEAMLESS E-GOVERNANCE services

---

Will ALSO ENABLE us to build a “trivial” and privacy-preserving realization of the so-called ONCE-ONLY principle that ENABLES GOVERNMENT to RE-USE already SUBMITTED DATA and documents



---

Also: SUPPORTS wallet-like use-cases

ATTESTATION & PRESENTATION of attributes, like DRIVER license





Broader vision



“mailbox app”









Provide most common e-gov services via app



Provide framework for any e-gov service



National, privacy-first e-governance app







Not within official project scope (yet ;)



Where might this journey go?



1. start with MAILBOX app

---

2. provide most common e-governance services via this app, with a END-2-END process → helps with usability and user experience

---

3. finally, let’s provide a FRAMEWORK for any E-GOV service, so that SERVICE is BASICALLY a CONFIG FILE



Let’s talk about infrastructure :)



To conclude, ...



































		Status quo: Different tech stacks





...for REQUESTING SERVICES

And for REPLIES



----



ALSO BETWEEN different GOV AGENCIES



----



MIGHT be ENCRYPTED … or NOT



----



That’s not good.



----



What can we do about it?





















































Matrix as an interoperability layer

















In my opinion, it would TOALLY MAKE SENCE to use Matrix as an INTROPERABILITY LAYER here!



----



Actually, that’s what Matrix was designed for.



----



...



Plus: Easy to integrate INDUSTRY needs (e.g. requesting BUILDING PERMITS for WIND PARKS via an API)





Thanks for listening!



@marco@darmstadt.social

@marcoh___:tchncs.de









CC BY 4.0 @marco@darmstadt.social



Let’s discuss!

#matrix4gov:matrix.org



Project infos (in German): https://gitlab.opencode.de/fitko/rueckkanal-ueber-messengerdienste



I’d really like to CONTINUE the DISCUSSION



...of course, via Matrix



Join the Matrix channel!



---

matrix 4 gov ON matrix . org



More infos about Germany’s government IT





opengovtech.de



