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Hello, I'm Remy,
Co-founder of passbolt

$ whoami

/passbolt
@stripthis

¢

@passbolt@mastodon.social

(3

@ passbolt,
mailvelope,
open social,

cakephp cakefest,
05f5.com...



I Gl nd bl e

20 years ago? Throwback from the past... =) = S0

Passbolt founders at fosdem with Jon ‘Maddog' Hall




Anyone not using
a password manager
at work?



The open source credential manager built for

collaboration

Go ahead share your

passwords users help

passbolt-$

Share 3 resources ©®

v

Search passwords

Ada Lovelace
ada@passbolt.com

All items All items 8 Hedy Lamarr
. \} hedy@passbolt.com
Favorites (] Name
Recently Modified 0 Gitlab
Shared with me - Share with people or groups
O Postgresql
Owned by me
v Mastodon
« Folders O Facebook
v 3 Personal O Stripe
> (2 Family O PhpMyAdmin ada@passbolt.com
> (2 Admin O Mysql ada@passbolt.com
O NPM ada@passbolt.com
v Teams
9 A drmin O Snyk ada@passbolt.com
2, DevOps O GPG Key IBM ada@passbolt.com
2\ Developers O AWS EC2 ada@passbolt.com
O AWS S3 ada@passbolt.com
>
L O HubSpot ada@passbolt.com
O MongoDB ada@passbolt.com
O GCP ada@passbolt.com

]

Ll e AR AL T R N I e P

® varies

is owner

Cancel

'/about.gitlal
/'www.postg
"/twitter.corr
‘/www.faceb
"/github.comr
'/stripe.com
https://www.phpn
https://www.mysq
https://www.npmj:

https://snyk.io/

https://aws.amazo
httns://aws.amazo

www.h \,;

L

\Hﬂﬁ's://www.mo: .e

https://cloud.goog

YR S I, P

Name
name@email.com

S/

o Mastodon @

Resource with encrypted description

Information
Description
Shared with
Tags
Comments

Activity

sign out




access & in form menu

Fast & fdrieds cautious!

Pastodon

E-mail address

Password

Signup Forgot your password? Didn't receive confirmation instructions?

-
® 46 * @

passbolt V)

‘ ISearch Q |

Suggested

mastodon.social (admin@passbolt.com) 5

https://mastodon.social

Browse

Y Filters >

2 Groups >

QO Tags >



a  OS

android
' n the go.
Your credentials o =08
all 7 == e .: o4 "
y T -
9:41 X Recent, Modifiey
N
Sy Name, USer, ury o tag
Airbnb
€ :
6 Username l—d . Airbnb
John.doe@emai.com John, oe@ep,
ication .
Factor Authentlca “ Passworg @ Twitte,
wo the verification code: | eseceteniunnnnn.,
Enter

Website URL

Figmg
1 2 3 airbnb.com/login [—'D d h”“")e@emau aoin
! N
Iro
Description

o usemam@

Faceboo;(
John. gog

-ooo-o-.-o--oo.oo-

@emagj, Com
2 ?F WcrkspaCe
DI
ABCTIND S . . . . lmm‘doe@@ma//c@m
6 Confirm Using Your Fingerprint i
— 5 MNO P’nl‘erest
4 L *9 ® scan your fingerprint o d(’s@ema/ﬁmm
GHI _— R
— 8 WXYZ
7 IR S
poRs 7,,,77(*) @ CANCEL

Settings

] (@] <
—————




And near you

Via official or community maintained CLlIs, libraries, etc. or just Curl and Gpg

$> passbolt get 664735b2-4be7-36d9-a9f8-08d42998Faf8 Retrieve, store, and share passwords
""" BEGIN PGP MESSAGE----- programmatically with the JSON api.
$> passbolt get \ Automate recurring tasks with CLI.
$(passbolt find | awk '/server/ { print $NF }')\ . . . .
| gpg -q --no-tty Use with Ansible collection, Gitlab, etc.

$> export SECRET="curl --location --request GET '${PASSBOLT_URL}'\
--header 'Authorization: ${ACCESS_TOKEN}"' \
--header 'Content-Type: application/json' \
| jg -j '.body.data' \
| gpg -q --no-tty \
| jq -j '.password’




Got trust issues?

yourself!

Works in air-gapped environments or on a Raspberry Pi

”n 5

ORACLE’

OO0 e e

dWS
N

Docker images (rootless / distroless)
Debian / Ubuntu packages

RPM packages (RHEL, Centos, etc).
Helm charts

AWS AMI, Digital Ocean, etc.



How does passbolt compare with...

TL:DR; passbolt focus on secure online

Keepass* *warden
Synced across devices Random private key
Nested permissions Mandatory browser extension
User management Challenge-based authentication
JSON API Nested folders with flexible permissions
Browser integration 100% open source (not “source available”)
Audit logs Secret and password manager all in 1

v Encrypted metadata v External share (Send)

v Offline mode v Offline mode

v Files / more content types v Files / more content types



What happened in 20237



Single Sign On

SSO will be coming soon in CE!

Test Single Sign-On configuration X

Before saving the settings, we need to test if the configuration is
working.

o~ sign in with OpeniD

Cancel Save settings

passwords users administration help

passbolt

Muilti Factor Authentication
MFA Policy

Password Policy

Users Directory

Email Notifications
Internationalisation
Subscription

Account Recovery

Email server

Self Registration

Single Sign-On
Role-Based Access Control

User Passphrase Policies

[® Save settings

Administration » Single Sign-On > Settings

@D Single Sign-On

Select a provider

' = . ‘

Microsoft Google OpenID

sign out

Admin User
admin@passbolt.com

Important notice:

Enabling SSO changes the security risks. For example an
attacker with a local machine access maybe be able to
access secrets, if the user is still logged in with the
Identity provider. Make sure users follow screen lock
best practices.Le

Need some help?

For more information about SSO, checkout the
dedicated page on the help website.

B Read the documentation

Terms  Credis ©



Collaborative management of S

Both on mobile and web extension

passwords users administration help sign out

paSSbO|t'° Search passwords Admin User

admin@passbolt.com

& © Copy @ Edit < Share & Export More v m v

All items All items €1

Eavorites Name Username Password

Racentiy modifled RocketChat Ada Lovelace L1 (1]
Shared with me Information
SecureFrame Hedy Lamarr (LITTTITTT o0 000

Owned by me
Grafana Jean Bartik 2232750 Username Jean Bartik
> Folders Supabase Ada Lovelace Password oo * ®
il TOTP 223275Q |
> Groups URI https://grafana.com/
Scan QR code Modified 9 minutes ago
> Tags Q ses o Modified by admin@passbolt.com
| Created 10 minutes ago

Create el Created by admin@passbolt.com

Location [ bummy data for TOTP

RocketChat

Description

Gratana . Shared with
223 275 O :

Supabase

Tags

Comments

Terms  Privacy  Credits

Create TOTP

[©) Scan QR code

Aim the ra at the QR C

/. Create TOTP manually




Passbolt.exe

If you are into blue screens... &

Passbolt - (m] X

passwords users sign out

Ada Lovelace
ada@email.com

passbolt earch password Q

o | o

v

@ Copy @ Edit < Share &, Export More v m v (0]

All items All items (@8
Favorites [+ Name + Username Password URI
Recent| dified
Sl vl © AWS EC2 jean@passbolt.com LTI https://aws.amazon.com/ec2/
Shared with me
[ % AWSS3 Jean Bartik (LTI LT https://aws.amazon.com/s3/
Owned by me
] Azure ada@passbolt.com LIIYYYTITY https://azure.microsoft.com/
v Folders [ Azure SQL DB betty@passbolt.com [IITTTTYT) https://azure.microsoft.com/
O Admin [} % CookieBot ada@passbolt.com CLIT LT T D) https://www.cookiebot.com/
> (3 Client- IBM (] Docker hub ada@passbolt.com (LTI LT T https://hub.docker.com/
o P : > O Clients (] DynamoDB Ada Lovelace [ITTTTTTT) https://aws.amazon.com/dynamodb/
e O Marketing [ | % Facebook jean@passbolt.com eccccccee https://www.facebook.com/
By Pescin [| % Frontserver jean@passbolt.com 00000000
(O Product Manag...
0 sales (] GCP betty@passbolt.com 00000000 https://cloud.google.com/
(] Github Irene Greif [ITTTTTTT) https://github.com/
> Tags [ | % Gitlab ada@passbolt.com [ITITTITT ) https://about.gitlab.com/ > A
>
[ Google Analytics  ada@passbolt.com [IITTTTT T https://analytics.google.com/ v
(] Google Webstore hedy@passbolt.com 00000000 https://chrome.google.com/ . g
¥ TN g e [[| # GPG Key IBM ada@passbolt.com eccccccce :
3 (] Grafana Jean Bartik [ITTTTTTT) https://grafana.com/ Y
[] % Heroku jean@passbolt.com (LTI https://www.heroku.com/ . o
HithSnat ada@nacchnlt ram essasanae httne/hananar hithennt ram/

Terms  Credits ©



Edit User X

And also...

passwords users administration help Frances

passbolt-® Last name

@ Save settings set to default Allen

Performance improvements

Email Notifications Username / Email

Role Based Access Control

ription
Role Based Access Control

Improved grid

~ Resources @ This user is an administrator @

~ import/e
mport ® Suspend this user ®

Canimport ©

Improve filters & search (mobile) cnemn ©

Cancel Save

Key export/transfer (mobile)

yption ©

RBAC for Ul st

Can use folders

Can filter passwords by groups

Suspend user

passwords users administration help sign out

Password policies

olt.com

passbolt o @ Ada Lovelace

Passphrase policies

Multi Factor Authentication Administration » User self registration » Settings
Users directory

Email configuration @D User self registration What is user self registration?

M FA p O I i C i e S Email notifications

Internationalisation

User self registration enables users with an
email from a safe listed domain to create

All the users with an email address ending with the domain in the their passbolt account without prior admin
Subscription safe list are allowed to register on passbolt. invitation.

= 1 Account recover,
User self-registration T Bt dooshsriatin

passbolt.in

4 SeCurity audits passbolt.dev

Email domain safe list

passbolt.nft

passbolt.lu

+ Add

Terms  Privacy



What'’s cooking in 20247



Password

Fix automatically marking accessed items as expired when a
user is deleted, leaves a group, lose a permission, etc.

Set an expiry date

passwords users help Select the date automatically:
389 , days from now.

paSSbOIt '° Search

Select the date manually:
iy <@ Share @ Edit &, Download DD/MM Y HH:MM:SS

All items Allitems
Never

Favorites + Resource Expiry Password
This resource does not need an expiry date.

Recently Modified Gitlab expired SEERRBRRS

Shared with me :
Postgresql in 1 month SERREBEES

Owned by me
o Twitter in2 days sRERNBRES Cancel m

o« Facebook in 3 weeks SRERNBENS
v Folders . VI URL

v (&) Root Github inayear SERREBEES https://github.com/
v [ Personal &  Stripe never seesesens https://stripe.com/ Tags
(X Family ¢ PhpMyAdmin never SERRRBEES https://Awww.phpmyadmin.net/ Modified

> (2 Admin «  Mysql never ssesssses https://www.mysgl.com/ .
v! Expiry
NPM never SERRRBEES https://www.npmjs.com/
v Teams

~

Terms  Privacy Credits Q




Redesigned admin panel

passwords users administration help sign out

Q Name

name@email.com

paSSbOIt 'o Search

Home Administration > Home

Subscription

v Password configuration

Password expiry
Password policy

Authentication

User passphrase policies

Account recovery

Single Sign-On

Multi Factor Authentication

MFA Policy
User provisioning

Self registration

Users directory
Emails

Email server

Email notifications

Role-Based Access Control

Internationalisation

E

i :,'

s

A

Subscription =

Browse and update the subscription
key details.

User passphrase
policies

Define the minimal entropy for the
users' private key passphrase.

Multi Factor
Authentication

Select which multi factor
authentication provider can be use.

Users directory

Configure the synchronisation of
users and groups with passbolt.

Role-Based Access
Control

Password expiry

Control the default behaviour of
password expiry policy for all users.

Account recovery

Control the behavior for account
recovery for all users.

MFA Policy

Control the default behaviour of multi
factor authentication.

Email server

Control the SMTP server configuration
used to send emails.

Internationalisation

Password policy

Modify the default settings of the
passwords generator.

Single Sign-On

Select which Single Sign-on provider
can be use to login.

Self registration

Enable users to enrol without prior
admin invitation.

Email notifications

Define which email notifications will
be sent.



Google Chrome

® o:
a¢ Signn Google Chrome is trying to verify your
identity on demo.yubico.com.
L)
Touch ID or enter your password to

Use Touch ID to sign in? allow this.

A passkey for “Yubico demo user” will be saved in
Keychain and available on all your devices.

Use Password...

SSO ADFS S e

Continue with Touch ID

Performance improvements
Search improvements

I CO n S / C u Sto m fi e I d S passwords users adminstration reports help sign out

Searct Q B
passbolt earch @  ada@passboitcom

File attachments o [ Bowe  Grme  Omren o B e ©

User breakdown Shared resources
Percentage of shared resources vs overall
More content types (notes, cards) e 42
Inactive users (pending activation) 3

Manifest V3 rollout ’ 58%

Deleted users 15
0% 100%
MFA enabled 40
New help site (admin, dev, user) .
Passwords quantity report
Item breakdown Number of passwords created and evolution over the last 12 months v
. . . Shared items 205 50
Biometric login (web) “ //\/
Private items 643
20 \, A /
Ad = t Groups & devices 20
min reports
Groups 20 10
Devices 52 0

7+ babies

an b Mar. o May. g Jd A o Dec.
021 20m 221 2021 2021 221 2021 2021 2021 2021 200 2021

Terms  Privacy Credits O
. D}



What is it made of?

(the secret ingredient is love)



Three main application :

Stylequide, Browser Extension, Web API

User Interface

Interactions, Styling Webextension / Styleguide (React / Less)

Sensitive operations
Crypto, validation, API calls Webextension background Page (JS) OpenPGP.js

JSON API

Baseline services
LAMP or similar Nginx / Apache File / Redis / etc. Mariadb / Postgresql / Etc.

GNU/Linux


https://github.com/passbolt/passbolt_styleguide
https://github.com/passbolt/passbolt_browser_extension
https://github.com/passbolt/passbolt_api

Passbolt (CakePHP)

https://help.passbolt.com/api

Passbolt Help | View one resour X + ©@ Private browsing

O 8 nty elp.passbolt.com/api/resources/read |

passbolt-® Q # Edit on github
A home > help > api > resources > read
APl Documentation
Introduction View one resource
Authentication Itis possible to get data for a single resource identified by the unique UUID. All you need is to make a For another perspective on the API you
Resources GET request to /resources/.json. browse the OpenAPI 2.0 specifications
Index using the dedicated API reference site
GET /resources/<resourceld>.json (Swagger Ul).
Read
Creat . API Reference
reaie Possible responses
Update
Delete Code Description
You can also find the latest OpenAPI 2.0
Share 200 0K specifications directly on the dedicated
i Response includes the resource metadata object. repository.
Resources Types 400 Bad Request OpenAPI| Specs repository
The resourceld supplied is not a valid UUID
Secrets
B . 403 Authentication Failure
FomER ons The user making the request is not authenticated
Users
404 Not Found
Groups The resource either does not exist or the user does not have access permission.

OpenPGP Keys

Examples
Comments

A sSuccess response


https://help.passbolt.com/api

Passbolt (Storybook)

https://passbolt.github.io/passbolt_stylequide

Getting started / Intro - Page - Stor X + ©@ Private browsing

O B https://passbolt.github.io/; eguide/? ‘ ) ¢ ‘ ® & =

passbolt® . canwes

FOUNDATIONS
Button

7 Checkbox
Draginfo
Icon

3 Link passbolt s Name
assbolt-> ENEEEES
Password el Twitter ¢
PasswordComplexity & 7

i RadioButton

search Welcome to passbolt

Select

Text user interface design
TextField kit

Theme
Visit our website Follow on github

Toggle
Tooltip

o AccountRecovery

© Administration

o Authentication

© AuthenticationAccountRecovery
© AuthenticationLogin

© AuthenticationPassphrase

© Common

o QuickAccess

© Resource


https://passbolt.github.io/passbolt_styleguide

Questions? & ?



Thank you Fosdem

See you at the bar at 14:00
for some swag & @



