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IMAP v
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143 v
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Automatisch erkennen v
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MSP

@
®
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Automatisch erkennen I>
Keine Verbindungssicherheit
STARTTLS
SSL/TLS en
Erneut testen Fertig
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A CAPABILITY
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B OK .

16



STARTTLS
L 4
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/] ——————————- TLS Handshake ------—-——---
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Key Findings

* OK [CAPABILITY IMAP4REV]1 SFARTFLS]

S
* Clients can be tricked into not C: A STARTTLS
using STARTTLS S: A OK NO
C

* Leak credentials or emails B LOGIN "victim" "password"

In addition to the universal commands (CAPABILITY, NOOP, and LOGOUT),
the following commands are valid in the not authenticated state:
STARTTLS, AUTHENTICATE and LOGIN. See the Security Considerations
section for important information about these commands.

C: A STARTTLS

20
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* Clients can be tricked into not
using STARTTLS

e Leak credentials or emails

S: * OK [CAPABILITY IMAP4REV]1 SFARTTFES]
C: A STARTTLS

S: A 6K NO

C: B LOGIN "victim" "password"

15/28

Clients

C: A—STARTFES

C: B APPEND Sent {250}

St +

C: From: victim@example.org

Subject: Sensitive Mail [...]



Key Findings

y g * OK [CAPABILITY IMAP4REV]1 SFARTFES]
: A STARTTLS

: A Ok NO

B LOGIN "victim" "password"

* Clients can be tricked into not
using STARTTLS
* Leak credentials or emails
* Only one library opportunistic

A N O W

* PREAUTH
A—STARTTES

B APPEND Sent {250}
_I_

A n O O W

From: victimlexample.org

Subject: Sensitive Mail [...]

22



Key Findings

* Clients can be tricked into not
using STARTTLS

* Many clients process
unauthenticated data

* OK [CAPABILITY IMAP4REV1 STARTTLS]

* [ALERT] Please download

[...]

: A STARTTLS

: A OK
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Key Findings

 Clients can be tricked into not S: * OK [CAPABRILITY IMAP4REV1 STARTTLS]
using STARTTLS S: * [ALERT]

Please download [...]

C: A STARTTLS
* Many clients process

S: A OK
unauthenticated data

IMAP SERVER ALERT

T Sl G |||
alice@example.org D™D
e 13:28

IZ::E::ZIThis message was sent with High importance.

Your IMAP server wants to alert you to the following:
Please download Microsoft's https://attacker.com/guickfix.exe.
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More Unauthenticated Data

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

* LITST () “Attacker-Controlled Folder”
C: A STARTTLS
S: A OK
/] ——————————- TLS Handshake ------—-——---
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More Unauthenticated Data

S:

C:
S:

* OK [CAPABILITY IMAP4REV1 STARTTLS]
* LIST () “Attacker-Controlled Folder”

A STARTTLS
A OK

Vv 2 starttls@fh-muenster.de

[ Attacker-Controlled Folder
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Key Findings

 Clients can be tricked into not S: * OK [CAPABRILITY IMAP4REV1 STARTTLS]
using STARTTLS S: * [ALERT] Please download [...]

A _STARTTLS

el 11/28 Clients |

IMAP SERVER ALERT

- — %‘I {%‘I ﬁ- LR
allCei@eXamplie.org - ~
To 13:28

IZ::E::ZIThis message was sent with High importance.

Your IMAP server wants to alert you to the following:
Please download Microsoft's https://attacker.com/guickfix.exe.
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Key Findings

* Clients can be tricked into not
using STARTTLS

* Many clients process FreeBSD: postfix -- plaintext
unauthenticated data command injection with SMTP over
TLS (CVE-2011-0411)

 Servers vulnerable to known bug
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Command |njection

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
C: A STARTTLS
. B NOOP

S: A OK
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Command |njection

S: * OK [CAPABILITY IMAP4REV1 STARTTLS]

C: A STARTTLS

. B NOOP

S: A OK

S: B OK
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Command |njection

- 8/23 Servers
- (16/23)




Key Findings

e Clients can be tricked into not S: * OK [CAPABILITY IMAP4REV1 STARTITLS]
. S: A OK
* Many clients process
unauthenticated data .. B OK
[/ ———mm—————- TLS Handshake --———-———-—-—1

e Servers vulnerable to known bug  c¢: B 1L0oGIN USER PASS

* Many clients vulnerabl varian
any clients vulnerable to a variant C. C SELECT TNBOX
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Key Findings

e Clients can be tricked into not S: * OK [CAPABILITY IMAP4REV1 STARTTLS]
using STARTTLS C. A STARTTLS

“imavthentiors. 1 6 /28 Clients

e Servers vulnerable to known bug  c¢: B 1L0oGIN USER PASS
* Many clients vulnerable to a variant

C: C SELECT INBOX



Impact

Attack/Protocol POP3 IMAP SMTP

Credential Stealing - X X
Stealing Sent/Drafted Mails - X X
Tampering with the Mailbox X X -
Ul Spoofing X X X
HTTPS Hosting - X -
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A thank you to the FOSS Developers!

* Response time to bug reports for FOSS Developers was phenomenall!
 Much better than most commercial vendors ;-)



A thank you to the FOSS Developers!

* Response time to bug reports for FOSS Developers was phenomenall!
 Much better than most commercial vendors ;-)
[m];

% Email-Analysis-Toolkit

A2 6 followers c9 https://nostarttls.secvuln.info/

Popular repositories

fake-mail-server Public command-injection-tester Public
Rust 515 %1 @Python w13 %1
command-injection-scanner Public

®Go w10 %2

https://github.com/Email-Analysis-Toolkit
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