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Introduction & Background

d  WhoAmI?
4 What Is The Adoptium Project?

d  Todays Feature Presentation:

Authentication

DENTITY AND
ACCESS

MANAGEMENT

STRATEGY

Administration Authorization
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Tool Selection

d  Identify Key Requirements

4 Access Auditing - All Logins & System Access Attempts Should Be Captured
4 Automated Response & Alerting
4 Analytics

4 Reporting

d  Why Wazuh ?
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Security Overview

A wazuh. v  Modules Security events ®

Dashboard Events

Bv s

manager.name: infra-wazuh-server |+ Add filter

Total

2040981

Alert level evolution

Count

12:00 15:00 8:0( 21

timestamp per

Top 5 agents

@ build-azure-win202
@ build-azure-win202.

@ build-ibmcloud-win...

test-azure-win2022...

ci.adoptium.net

DQL v Last 24 hours

Level 12 or above alerts Authentication failure Authentication success
2 423453 79313
's Top MITRE ATT&CKS

@12

30 minutes

4 Alerts evolution - Top 5 agents

3
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(9) Explore agent [3 Generate report

Show dates C Refresh

@ Valid Accounts

ccount Access
Password Guessi

@ SSH

@ Brute Force

@ Network Sniffing

Re..
ing

Remote Services

@ Stored Data Manipu

@ Modify Registry

@ Sudo and Sudo Cac.

@ Exploit Public-Fa

& \inArakilitg Can

cin...

@ build-azure-win202..

@ build-azure-win202..

@ build-ibmcloud-win.

test-azure-win2022

ci.adoptium.net



Authentication Failures

Security events @

Modules

= (O wazuh. v

Dashboard Events

Search

B v

manager.name: infra-wazuh-server || rule.groups: is one of win_authentication_failed, authentication_failed, authentication_failures X + Add filter

Total Level 12 or above alerts

422958

Alert level evolution

o5

@10
®s

Count

timestamp per 30 minutes

Top 5 agents 7 Alerts evolution - Top 5 agents

@ build-azure-win202...

) build-azure-win201...
@ build-azure-win201...
@ test-azure-winll-aa. b l.l...

test-azure-win2022...

Count

Authentication failure

. . W.;m.Jl!!.lllllllii!l!!!!!l

a ©

(9) Explore agent [ Generate report

DQL v Last 24 hours Show dates C Refresh

Authentication success

0 422958 0

v

Top MITRE ATT&CKS

@ Account Access Re..
@ Valid Accounts
Password Guessing
@ SsH

@ Brute Force

@ build-azure-win202...
build-azure-win201
@ build-azure-win201...
@ test-azure-winli-aa.

test-azure-win2022...

I
il ..o



Failures On A Single Host

O wazuh. v Modules Security events ©

a) | ¢
manager.narme: infra-wazuh-s ‘agentname: buld-azure-win2022-x64-1 X || rule.groups: is one of win_auithentcation_taded, auhentication_falled, authentication_taiures X | + Add filter
Total Level 12 or above alerts Authentication failure Authentication success
Alert level evolution 4 Top MITRE ATT&CKS 4

@ Account Acc
i o @ Valid Accounts
@ Brute Force
8
timestamp per 30 minutes
Top 5 agents. s Alerts evolution - Top 5 agents &
@ build-azure-win202.
@ build-azur
8
timestamp per 30 minutes
Security Alerts &
Time & Agent Agent name Technique(s) Tactic(s) Description Level Rule 1D
> Jan 26, 2024 @ 11:26:24.159 002 build-azure-win2022-x64-1 TI078 Ti531 Defense Evaslon, Persistence, Priviiege. | 1 iy e~ Unkniown user or bad password 5 60122
Escalation, Initial Access, Impact
Jan 26,2024 @ 11:26:22.848 002 build-azure-win2022-x64-1 T1078 T1531 Defense Evasion, Persistence, Privilege | o1, cijyre - Unknown user or bad password 5 60122
Escalation, Initial Access, Impact
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Sample Details

= Q wazuh. v Modules Security events ® 2 ®
A
Security Alerts 4
Time Agent Agent name Technique(s) Tactic(s) Description Level Rule ID

Defense Evasion, Persistence,
~ Jan 26, 2024 @ 11:26:24.159 002 build-azure-win2022-x64-1 T1078 T1531 Privilege Escalation, Initial Logon failure - Unknown user or bad password 5 60122
Access, Impact

Table JSON Rule

@timestamp 2024-01-26T11:26:24.159Z
GeoLocation.city_name Moscow
GeoLocation.country_name Russia
Geolocation.location.lat 55.7527
GeoLocation.location.lon 37.6172
GeolLocation.region_name Moscow

_id krmFRY0BN4t682z4XY_nC
agent.id 002

agent.ip 172.27.0.4

agent.name build-azure-win2022-x64-1
data.win.eventdata.authenticationPackageName NTLM
data.win.eventdata.failureReason %%2313
data.win.eventdata.ipAddress 188.119.66.122
data.win.eventdata.ipPort 0
data.win.eventdata.keyLength 0

Aata win avantdats lnnanDraracchlama
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xtended Audit Information

GeoLocation.city_name London

GeoLocation.country_name United Kingdom

GeoLocation.location.lat 51.5353

GeoLocation.location.lon -0.6658

GeolLocation.region_name England

_id 4bmERY0Bh4t68z4XbfeK

agent.id 003

agent.ip 139.178.86.243

agent.name dockerhost-equinix-ubuntu2204-armv8-1
data.dstuser root

data.keysum 4GDsfmubWvE+5h11aeLdR8EZzuGI+0sZiCywbTSTyTOs
data.srcip 178.62.115.224

data.srcport 44066
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Thank you!

https://adoptium.net/

Join our Slack channel ( adoptium.slack.com )

Twitter: @adoptium

LinkedIn: /adoptium
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