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Quick introduction to QUIC

● QUIC is a name, not an acronym
● A general-purpose transport layer protocol
● Standardized by the IETF in May 2021
● You have probably been using it (a lot)

○ Firefox and Chromium-based browsers
○ All Google applications, Facebook, Instagram, Youtube, Apple OS …
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Quick introduction to QUIC

● Encryption by default
○ Main driver against ossification
○ Great for preventing third parties from 

interfering with our information
○ Less great for research and development
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● Encryption by default
○ Main driver against ossification
○ Great for preventing third parties from 

interfering with our information
○ Less great for research and development

● Implemented on UDP in user space
○ Lowers the threshold for experimenting 

with the protocol!
○ At present, 25 implementations* exist in a 

plethora of languages
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* https://github.com/quicwg/base-drafts/wiki/Implementations
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● Encryption by default
○ Main driver against ossification
○ Great for preventing third parties from 

interfering with our information
○ Less great for research and development

● Implemented on UDP in user space
○ Lowers the threshold for experimenting 

with the protocol!
○ At present, 25 implementations* exist in a 

plethora of languages
● HTTP/3
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Let’s start experimenting with QUIC-HTTP/3!
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Let’s start simple and connect to an existing HTTP/3 
server… Simple, right?
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A tale of browsers, HTTP/3 and the alt-svc header
Firefox and Chrome utilize the alt-svc HTTP header to discover HTTP/3 servers
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So how can we test HTTP/3-only 
servers?

Chrome allows overriding this with 
–origin-to-force-quic-on

Firefox requires a new 
about:config entry 
network.http.http3.alt-svc-
mapping-for-testing
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Now let’s look at what happened under the hood
● Remember, QUIC is by default encrypted
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Encrypted 
payload
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Now let’s look at what happened under the hood
● Remember, QUIC is by default encrypted
● Most TLS backends support the SSLKEYLOGFILE environment variable
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Decrypted 
payload
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Now let’s look at what happened under the hood
● Structured endpoint logging with
●                   visualization tools for QUIC and HTTP/3
● Great FOSDEM talk about qlog and qvis: 

https://archive.fosdem.org/2021/schedule/event/webperf_quic_http3_qlog_qvis/
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Now let’s look at what happened under the hood
●                    tool: https://qvis.quictools.info/
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Let’s set up our own QUIC server and client

● Each implementation has its own installation and requirements
● Different implementations have different performance characteristics

○ E.g., More tuned towards a certain scenario, support for feature X and Y, …
● Requires setting up (self-signed) certificates for encryption
● Some have weird quirks 
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Let’s set up our own QUIC server and client

● Each implementation has its own installation and requirements
● Different implementations have different performance characteristics

○ E.g., More tuned towards a certain scenario, support for feature X and Y, …
● Requires setting up (self-signed) certificates for encryption
● Some have weird quirks 

⇒ Testing them all – or even a hand-picked selection – takes time
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https://github.com/JorisHerbots/vegvisir/
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A single test setup

17

SERVER

Docker Container

SHAPER

Docker Container

CLIENT

Docker Container

CLIENT

CLI Command

OR

SCENARIO



https://github.com/JorisHerbots/vegvisir

Steering Vegvisir with JSON configurations

📦 Implementation Configuration

● Defines what entities are available
● Declares parameters
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⚙ Experiment Configuration

● Defines how to use the picked entities
● Provides arguments
● Configures sensors
● #tests = #servers ✕ #clients ✕ #shapers

Loose coupling
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📦 Implementation configuration example
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Docker hub 
images

Local docker 
image
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📦 Implementation configuration example
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Parameters
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📦 Implementation configuration CLI client example
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CLI command setup

System parameters
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⚙ Experiment configuration example
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Arguments
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⚙ Experiment configuration example
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Shaper scenarios
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⚙ Experiment configuration example

24

1 client

2 shapers

3 servers

6 tests
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⚙ Experiment configuration example
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Sensor config
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Experiment output

27



https://github.com/JorisHerbots/vegvisir

Experiment output
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Output folders

● Auto-generated by Vegvisir 
and mounted to the Docker 
containers

● Each docker container can 
write “anything” to /logs

● Client additionally has a 
/downloads folder



https://github.com/JorisHerbots/vegvisir

Extensibility

Sensors

● Currently available:
○ timeout sensor
○ browser download sensor

● Ability to create custom sensors for 
your experiments by extending 
abstract base class ABCSensor

29

Hooks

● Broad applicability means having 
little knowledge about experiments

● Program custom behavior with 
pre_run_hook and 
post_run_hook by extending the 
BaseEnvironment class

https://github.com/JorisHerbots/vegvisir/tree/master/vegvisir/environments
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Thank you!
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