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=< 3IMDEB Who we are ?

yocto-

PARTICIPANT

) 0penPOWER

e Poland-based company, over 7 years in the market

e Open-source firmware, Embedded Linux

e coreboot licensed service providers since 2016 and leadership participants
e UEFI Adopters since 2018

* Yocto Participants and Embedded Linux experts since 2019

e Official consultants for Linux Foundation fwupd/LVFS project since 2020
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=< 3MDEB Agenda

* Whatis TwPM project?

* Why did it start?

e TPM modules pinouts

e How to start such a project?
e Expected challenges

e Roadmap

e Current state

* Q&A
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=< 3IMDEB What is TWPM?

Trustworthy vs Trusted

TwWPM project aims to increase the trustworthiness of the TPM module (hence
the TwPM), by providing the open-source firmware implementation for the TPM

device, compliant* to the TCG PC Client Specification.

TPM modules enable measured boot and support verified boot, Dynamic Root
of Trust for Measurement, and other security features.

The project is funded through the NGI Assure Fund, a fund established by NLnet
foundation.

https://ninet.nl/project/TwPM
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< 3MDEB Why did it start?

e Traditional TPMs are dedicated microcontrollers with proprietary firmware
o can't be audited
o bugs can't be fixed if TPM vendor doesn't care
o capabilities of TPM are defined by the vendor and can't be
modified by user (e.g. to include newer hash algorithms)
e Differentinterfaces
o LPC (older PCs, still commonly used)
o SPI (new PCs, mobile, |oT)
o |2C (mobile, I0T)
e Each mainboard vendor has different pinout for module
o some look the same and mechanically can be installed to
incompatible boards, but their electrical connections are different
o doing so may physically damage your mainboard
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< 3MDEB Examples of TPM pinouts

13 1
. m = mmomm Pin No. | Definition Pin No. Definition MSI - B7T5MA-E33 (14-1)
LI LI 1 LPC Clock 2 3V Standby Pwr
3 LPC Reset 4 3.3V Power
14 2 - -

5) LPC address & data pin 0

7 LPC address & data pin 1 8 5V Power

9 LPC address & data pin 2 10 No Pin

11 LPC address & data pin 3 12 Ground

13 LPC Frame 14 Ground

13 1
" s s mmmn Pin No. | Definition Pin No. | Definition Asus - MAXIMUS IX FORMULA (14-1)
0O ODooQ 1 F_LADO 2 +3V
3 F_LAD1 4 +3V
14 2

5 F_LAD2 6 C_PCICLK_TPM
7 F_LAD3 8 GND
9 F_FRAME# 10 No Pin
11 F_SERIRQ 12
13 F_CLKRUN 14 +3VSB
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¥ 3IMDEB

Examples of TPM pinouts

11 1
" = = - Pin No. | Definition Pin No.| Definition
L I I ] 1 Data output 2 Power 3.3V
3 No Pin 4 NC
12 2 5 Data Input 6 CLK
7 Chip Select 8 GND
9 IRQ 10 NC
11 NC 12 RST
2 12
0Oo0oao - Pin No. | Definition Pin No.| Definition
"= EEm 1 SPI Power 2 SPI Chip Select
3 Master In Slave Out (SPI Data) 4 Maste Out Slave In (SPI Data)
& n 5 Reserved 6 SPI Clock
7 Ground 8 SPI Reset
9 Reserved 10 |No Pin
11 Reserved 12  |Interrupt request
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< 3MDEB Examples of TPM pinouts

D 1 Pin No.| Defiion __[Pin No. | Definion icro X10DAL-I 10 1
i, Pin No.| Definiton | Pin No. | Definiion Supermicro MBD M12SWA-TF-O 1 ok 2 |ow Server MTB Soocoococooo [Pin No. | Definiion | Pin No. | Defntion Gigabyte - GA-970A-UD3P (20-1)
ceeaaiaa e T Jow 2 [ow Server Motherboard 3 |raver | o | <kevs TR T iax T
p 5 3 [wraier | 4 | noen s [resers | 6 [wsven = 5 3 [wrae |4 [norm
5 | tResers 6 [nc 7 | Laps s | LAD2 5 | tReser 6 [nc
O [ E— B
2 {a 0| LAoy 1| avo 12| eno
T Tooo o Tow 0 w0 12 [ow
L = 13 | swe cika | 14| swe_oAra 5 Tne T
15 [33vsiey | 16 | semmQ 150 [F3.5VIDUAL 6 (ISERIRO] 15| seav 16| seriRg
[ B e 17| oNo 8| CLKRUNA (9 ERED W ne
RN e 19 | Lporor 20| oRo# (9 W [ne 20 [suseix
19 1 19 1
.. [P  osmin [pntio | emmon Asrock H170M PROA (18-1) T I e i T RV TSV g ceereero| [Prtooeimion [P [osiion | Asus-MAXIMUS VIl HERO (20-1)
Bo0ooo a0 1 [eoioix 2 o 000000600 T ook R 0006060000 T [pocix 7 Tow
3 [ rrave 4+ [ swo_crcwan 5 [ierave | & [noen s [urae [ 4 [ noen
3 5 | PCIRST# 6 SMB_DATA_MAIN 2 2 5 | PCIRST# 6 NC 2 a 5 | PCIRST# 6 NC
7 [0 o |uoz B P s o ) o | o2
v v 0 [ wor s v 0 [ wor s v 0 o
) 2 [ono ) 2 o u oo 2 [ow
B [ noPn 14| s pwrowns 1 Tne 1 |nc FEIT 1 |nc
T [oovss 16| serior 5 [eaves 6| serg 5 [vavss 5 [ semma
7 [ow W [ow T [ow T | cuon 7 [ow [ cron
1o [ Pwromn | 7 5 [pwrown [ 20 [we
GIGABYTE TPM Header pinout (12-1)
[Pin No. | Definition [Pin No.] Definition 13 1
PinNo [ Geiiion P, beton M1 - BESM-E45 (14-1) o0 7 [vees oo .o.||  [Povo [ emmion Pin No. | Defrition Asus - B550 PLUS (14-1)
1 Jircco N T s Tuor "« Jropn 550 T [vecser 2 ['s sprou o
1 2 e s [ o o ” > 3 [s pusrme 4 [ s spitpmcsor
7 8 5V Power 7 |LAD3 8 |GND 5 F2_SPI CS1# R 6 F_BIOS WP# R
9 [ e 10 No Pin 9 | LFRAME 10 INC 7 +3V_SPI 8 GND
n 2 ommna 1| serme 12 [ireser 9 [ spiosorr 0 |1 sean
FER Ty 14 T oo n | TseLmso 12| 1_spLwost
1 |ropirowrr | 14 | noen
17 1
13 1 . o .....| [Pnno[Defmiton [PinNo | Demiion AsRock Rack X470-D4U
oo .| [Frno Deimior [P oo Asus - TPM-M R2.0 (14-1) boooooooa T [k smtem] 2 Jow Server Motherboard
= P Y ® 2 LFRAME# L | ¢ | SB CLK MAN | AsRock Rack ROMEDS-2T
1 2 2 13 s [tpmrsts | 6 | swe oata wAN
5 |FLlAD2 6 C_PCICLK_TPM T [Pin No. | Definiton P No_ | Definition /Asus ROG STRIX X570-F GAMING SPI TPM 7 LAD3_L 8 LAD2_L
7 [F a0 ) 008600 T Taoveon 7 [ eurer R o T AsRock Rack EPC621D8A
5 [erraver |10 | norm 5 [rimsns «[neucs: = Server
1 [rserre | 12 | s poRste TBD u 2 s & [ seirasnwer 1| ADo L 12| GNo
13| LpcPo# 14 +3VSB. 7 [asvse 8 GND. 13 | NoPin 14 S_PWRDWN#_
s [emcss o [spioc 5 | avse 16| seRiror
5 [srmso [ swos: T les [ Foow
5 [sowr 7 Thorn Lo le= = ===

... and many more!
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< 3MDEB Examples of TPM pinouts

HOW STANDARDS PROUFERATE:
(62 AC CHARGERS, CHARACTER ENCOOINGS, INSTANT MESSAGING, £1C)

W7t RiDICULOLS!

WE NEED o DEVELOP
SITUATION: || S\ WVERSAL SO0 | SiTUATION:
THERE ARE USE CASES.  yep THERE ARE

I4 COMPETING |5 COMPETING

STANDPRDS. “)A\ /%J STANDPRDS,

e At first we wanted to choose most commonly used connector and use it
with custom board
o variety is bigger than anticipated
o connector would have to support different interfaces (LPC, SPI)
e We may aim to tackle the hardware problem in the future
o firmware is enough of a challenge for a start

Image source: https://xkcd.com/927/
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=< 3IMDEB How to start?

e There are a few open-source stacks for processing TPM commands
e ms-tpm-20-ref
https://github.com/microsoft/ms-tpm-20-ref
implementation from Microsoft
simulator for Windows / Linux / MacOS
some others

o fTPM Trusted Application for ARM Trust Zone

o samples for STM32 Nucleo L476RG / L4A6RG
* ibmswtpm?2

o https://sourceforge.net/projects/ibmswtpm2/

o implementation from IBM
o simulator

© O O O
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=< 3MDEB Nucleo sample review

e (Code for Nucleo samples was contributed 4 years ago
e |t was created using the Atollic TRUEStudio for STM32
o such software no longer exists
o STM32CubelDE has replaced it
e (Code under directory was contributed at some point in the past
o jtis not maintaned - it may or may not work
o https://github.com/microsoft/ms-tpm-20-ref/issues/62

£ main + ms-tpm-20-ref / Samples / Nucleo-TPM / L476RG / Go to file

Q amarochk Merging Stefan's sample for the Nucleo devices f8alc48 onApr7,2018 ) History

B settings Merging Stefan's sample for the Nucleo devices 4 years ago
B Drivers Merging Stefan's sample for the Nucleo devices 4 years ago
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https://github.com/microsoft/ms-tpm-20-ref/issues/62

=< 3MDEB Closer look at the Nucleo sample

e We have converted the project into STM32CubelDE
* We were able to build it after some modifications
e Thereis some VCOM application for Windows
o https://github.com/microsoft/ms-tpm-20-
ref/tree/main/Samples/Nucleo-TPM/VCOM
o it was used for testing this sample code
e The STM32 code can accept TPM command via USB CDC
© it can process it
o it canreturn response
e There is some custom protocol involved there
o no interperability with existing tools, such as tpm2-tools
o no interoperability with existing TPM interfaces (e.g. SPI, LPC, 12C)
e The STM32 was low on resources when running this code
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https://github.com/microsoft/ms-tpm-20-ref/tree/main/Samples/Nucleo-TPM/VCOM

=< 3MDEB High-level overview

ms-tpm-20-ref

Existing components

TPM2 commands processing
- N Adaptation of existing
{ | components
|
| FIFO interface !
|
| | Needs to be implemented
' [
| TPM2 registers + locality support |
' [
TPM2 hardware l ! _
path ' LPC ‘ ‘ SPI ‘ ‘ 12C | TPM2 simulator
| | path
N -
/ AY
: Mainboard TPM connector :
| |
| |
| |
| OS drivers |
| |
A
| |
| |
| TPM2 software stack o
| |
N /
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=< 3MDEB Challenges

In the meantime, the global shortage of chips happened
o even if we wanted to use STM32L4, they were not available
o the other chips, were also at low-availability
e |t was difficult to asses the precise hardware requirements at this point
e The application was using HAL, so switching hardware requires rewrite
e |twould be nice to use some OS to switch between boards more easily
e We chose Zephyr as OS for TwPM
o all-rounded RTOS with decent portability between smaller devices

‘V‘

* Zephyr’
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=< 3MDEB Challenges

Some TPM registers must return valid state without delay
o may be hard or impossible to reply on time if it has to pass through
interface FIFO and possibly kernel/userspace boundary
o FPGA would help with returning register values on time, but we're
experimenting with other, cheaper options
FPGA will be required for LPC protocol - LPC isn't supported by most MCUs
Reference implementation [1] doesn't implement NV RAM in a secure way
o only TPM emulator is officially supported, it doesn't have physical
flash so no protections implemented
o wear leveling also has to be considered
Full compliance with TPM specification may be impossible
o strict initialization time and power consumption requirements
©o no vendor ID assigned

1: https://github.com/microsoft/ms-tpm-20-ref
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< 3MDEB Roadmap and current state

1. Public site with documentation:

https://twpm.dasharo.com/

Trustworthy Platform Module (TwPM)

Trustworthy Platform Module Table of contents

(TwPld) Roadmap eomer _
1. Public site with documentation

Intra 2. Gather hardware requirements

Tutorials e i IR . and choose target board

TwPM project is funded by the NLnet Foundation via the NGI ASSURE.

Development 3. Implement LPC protocol in

Explanation 3mdeb has proposed to implement the following tasks under the grant agreement No 957073. FPGA

Chanaelo 4. Implement basic TPM registers

gelog in FPGA
Contributing . . . .
o 1. Public site with documentation 5. Implement TPM command

Roadmap parsing and communication

between FPGA and MCU

All of the documentation produced during this project should be publicly available to users and
6. Base tests

developers.
7. Implement SPI TPM protocaol
Milestones: 8. Explore the usage of using
simpler hardware platform
» create repositories for the project 9. Flash driver for TEM stack
« prepare server and domain name 10. Unique identification and

randomness source
« describe project’s purpose and phases 11. Manufacturing process
« create placeholders for description of deviations from TPM specification, software stack and 12. Customizable configuration

documentation changelog that will be updated after each of the remaining phases
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< 3MDEB Roadmap and current state

2. Gather hardware requirements and choose target board
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< 3MDEB Roadmap and current state

2. Gather hardware requirements and choose target board

Zr =i

L Www.stecom/stm32nucleo
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< 3MDEB Roadmap and current state

3. Implement LPC protocol in FPGA

e currently in progress
e targeted for PC only

4. Implement basic TPM registers in FPGA

e some registers must be readable without delay
e implementing TPM locality state machine in FPGA significantly simplifies
interface between FPGA and MCU

5. Implement TPM command parsing and communication between FPGA and
MCU

e completing this step will produce first semi-usable version with limited
capabilities

e applications requiring persistent storage like sealing data to PCR values or
persistent key creation won't be possible yet
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< 3MDEB Roadmap and current state

GTKWave - lpc_periph_tb.v

File Edit Search Time Markers View Help

o P - Ao = R _
N EHE BEEKEE = € D> From| 200ns To: 715120ns C Marker: 0sec | Cursor: 1613 ns
¥ SST Signals Waves
B.::lpc periph tb Time :
Ipc_host inst clk i=t
i+ lpc periph inst lad_bus[3:08] =
1frame_i=
nrst_i=

prev_state o[4:0]=
fsm next state[4:0]=
lpc_addr_o[15:0] =t
lpc_data_io[7:0]=

lgc data wr=t
p {

Type Signals

wire clk_i

reg driving_data

reg fsm_next_state[4:0]
wire  lad_bus[3:0]

wire  Iframe_i

wire lpc_addr_o[15:0]
reg lpc_addr_reg[15:0]
wire Ipc_data_io[7:0]
wire lpc_data_rd

reg lpc_data_reg[7:0]
wire lpc_data_wr

wire lpc_rd_done

wire lpc_wr_done

Filter:

Append Insert Replace
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< 3MDEB Roadmap and current state

6. Base tests

e test suites mostly documented: https://github.com/Dasharo/docs/pull/447
* automation in progress
e tests results will be added to documentation

7. Implement SPI TPM protocol

e repetition of steps from previous slide for another interface
e itis likely, that again FPGA might be required to meet timing requirements

8. Explore the usage of using simpler hardware platform

* it may or may not be possible to use board without FPGA (usually cheaper)
e potential benefits make exploration worthwhile
e already happens in parallel to other tasks
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< 3MDEB Roadmap and current state

9. Flash driver for TPM stack

e nonvolatile storage for user- and vendor-defined data
* will open the way for additional use cases

* more test suites
e protections are required for compliance with specification, but at this point

we put it in nice-to-have category
10. Unique identification and randomness source

e implementation may depend on chosen hardware, hence left for later

* uniqueness required for primary seeds, used to generate primary keys

* primary seed is required to have at least twice the number of bits as the
security strength of any symmetric or asymmetric algorithm implemented
on the TPM

e TPM should have at least one internal source of entropy

* FPGA can be used if everything else fails
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< 3MDEB Roadmap and current state

11. Manufacturing process

e each TPM has unique Endorsement Key (EK)
e vendor issues certificate for EK that should be committed to NVRAM
e this step will describe the process in detail and try to automate it

12. Customizable configuration

* prepare easy to use build system integrating whole stack
e Dpuild-time configuration including:
interface (SPI or LPC)
o hash algorithms supported by TPM
o amount of NVRAM
o whether to include RNG entropy source from FPGA or not
e goal: making transition between different boards easier

@)
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= 3MDEB Where to find out more

Work currently in progress:

e https://github.com/3mdeb/verilog-lpc-module
o LPCmodule
o TPM registers probably will also be implemented in this repo
o exploration and abusing of SPI drivers takes place here
e https://github.com/Dasharo/twpm-docs
o source for https://twpm.dasharo.com
o will be progressively filled with results of each step

Interested about further development? Want to participate in the project? Join
TwPM channel in Dasharo Matrix space:
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= 3MDEB Where to find out more

Interested about further development? Want to participate in the project? Join
TwPM channel in Dasharo Matrix space:

https://matrix.to/#/#twpm:matrix.org

L0
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< 3MDEB We need you

Want to join our team and work with open-source firmware on a daily basis?

e yuse contact links from next slide
e approach me directly
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=< 3MDEB Contact us

e Join Dasharo Matrix space: https://matrix.to/#/#dasharo:matrix.org

e ® contact@3mdeb.com
* @ _facebook.com/3mdeb

* @ _@3mdeb _com
https://fosstodon.org/@3mdeb

linkedin.com/company/3mdeb

e https://3mdeb.com
e Booka call

e Sign up for the newsletter
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https://fosstodon.org/@3mdeb
https://www.linkedin.com/company/3mdeb
https://3mdeb.com/
https://calendly.com/3mdeb/consulting-remote-meeting
https://newsletter.3mdeb.com/subscription/PW6XnCeK6

¥ 3IMDEB

QA

FOSDEM 2023

CCBY | 3mdeb




