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▸ Passwordless

▸ Enables strong authentication

▸ Reduces the risk of a data breach

▸ Reduces phishing threads

Why FIDO2/WebAuthn?
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▸ User authentication in a website

▸ Local user authentication in a Linux system

▸ Passwordless authentication in Windows

FIDO2/WebAuthn workflows
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▸ FIDO2/WebAuthn authentication

▸ Remotely managed users

▸ Local authentication

▸ Remote authentication

Objective
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▸ Zero Trust Model

▸ Centralized identity management systems

▸ Phishing-resistant MFA

▸ Sign in once

US government memo

https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf
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▸ Centralized identity management systems

▸ Phishing-resistant MFA

▸ Sign in once

US government memo
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▸ Zero Trust Model

▸ Centralized identity management systems

▸ Phishing-resistant MFA

▸ Sign in once

US government memo

https://www.whitehouse.gov/wp-content/uploads/2022/01/M-22-09.pdf


Introduction

11

▸ Key registration

▸ Store public key in LDAP attribute

▸ Local authentication with FIDO2 key

▸ Kerberos ticket issuance

FIDO2 workflow for remotely managed users
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▸ FIDO2/WebAuthn

▸ LDAP server

▸ Kerberos

▸ SSSD

Technologies involved
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Local authentication

SSSD LDAP server1

2

3
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▸ Key registration

▸ Store public key in LDAP attribute
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▸ Key registration

▸ Store public key in LDAP attribute

▸ Local authentication with FIDO2 key

▸ Kerberos ticket issuance

FIDO2 workflow for remotely managed users
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Kerberos integration (FreeIPA only)

SSSD FreeIPA serverKerberos client1

2

3 4
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PAM responder IPA provider krb5_child passkey_child libkrb5 Kerberos KDC ipa_otpd passkey_child

pre_authenticate 
(PASSKEY)

pre_authenticate 
(PASSKEY)

AS_REQ (PASSKEY preauth)
pre_authenticate (PASSKEY) Access-Request 

(username)

Access-Challenge 
(State, Reply-
Message = assertion 
req data)krb5 error (preauth required 

PASSKEY, assertion req data)krb5 error (preauth required 
PASSKEY, assertion req data)

error (preauth 
required PASSKEY, 
assertion req data)

error (preauth 
required PASSKEY, 
assertion req data)

Run (assertion req data, PIN)

Assertion data

pre_authenticate 
(assertion) pre_authenticate 

(assertion)
pre_authenticate (assertion) AS-REQ (assertion in preauth)

Access-Request 
(assertion data) Validate assertion

Authentication 
success

Access-Accept()AS-REP with ticket

Kerberos ticket

Store Kerberos ticket into 
ccache

Authentication 
successAuthentication 

success
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▸ https://ikerexxe.github.io/idm/2022/12/19/passkey-central-auth.html

Instructions

Fedora 36/37:
Test COPR repository: ipedrosa/passkey-auth

dnf copr enable ipedrosa/passkey-auth
dnf update sssd-*
dnf install sssd-passkey

/etc/sssd/conf.d/passkey-enable.conf (root, root, 0600)
--------------------------------------------------
[pam]
pam_passkey_auth=true

https://ikerexxe.github.io/idm/2022/12/19/passkey-central-auth.html
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linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat
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Red Hat is the world’s leading provider of enterprise 

open source software solutions. Award-winning 

support, training, and consulting services make 

Red Hat a trusted adviser to the Fortune 500. 

Thank you
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