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Welcome to ntopng
ntopng is a realtime network and cybersecurity traffic monitoring app.
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ntopng Architecture: Overview
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ntopng Architecture: Traffic Ingestion
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ntopng Architecture: Events Ingestion
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ntopng Architecture: Historical Data
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ntopng Architecture: Checks
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ntopng Architecture: Notifications
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Problem Statement [1/2]
• How to extend ntopng’s 
Behavioural Checks to meter 
something additional with 
respect to built-in checks?


• How can ntopng be used from 
languages such as Python 
to extract monitored data or  
traffic alerts?
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Problem Statement [2/2]
• How can we give users the ability to write efficient Lua-based checks 
for flows and hosts without requiring C++ coding skills ?


• How can we allow people to create custom checks and alerts for 
specific use cases that they only have?

◦Trigger an alert if you see TLS traffic between host A and B.

◦Send me a Telegram notification if host A receives a TLS request with 
certificate issued by “O=GoDaddy.com"

◦Alert me of BitTorrent connections whose throughput exceeds 1 Gbit.

◦Report me about Zoom calls with bad quality. 

http://GoDaddy.com
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Lua Scripting in ntopng [1/3]
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Lua Scripting in ntopng [2/3]

static luaL_Reg _ntop_host_reg[] = {

  { "ip",               ntop_host_get_ip               },

  { "mac",              ntop_host_get_mac              },

  { "name",             ntop_host_get_name             },

  { "vlan_id",          ntop_host_get_vlan_id          },


  { "is_unicast",       ntop_host_is_unicast           },

  { "is_multicast",     ntop_host_is_multicast         },

  { "is_broadcast",     ntop_host_is_broadcast         },

  { "is_blacklisted",   ntop_host_is_blacklisted       },


  { "bytes_sent",       ntop_host_get_bytes_sent       },

  { "bytes_rcvd",       ntop_host_get_bytes_rcvd       },

  { "bytes",            ntop_host_get_bytes_total      },

  { "l7",               ntop_host_get_l7_stats         },


  { "skipVisitedHost",  ntop_skip_visited_host         },

  { "triggerAlert",     ntop_trigger_host_alert        },


function dump_host()

   local rsp = {}


   rsp.ip                  = host.ip()

   rsp.mac                 = host.mac()

   rsp.name                = host.name()

   rsp.vlan_id             = host.vlan_id()

   rsp.is_unicast          = host.is_unicast()

   rsp.is_multicast        = host.is_multicast()

   rsp.is_broadcast        = host.is_broadcast()

   rsp.is_blacklisted      = host.is_blacklisted()

   rsp.bytes_sent          = host.bytes_sent()

   rsp.bytes_rcvd          = host.bytes_rcvd()

   rsp.bytes               = host.bytes()

   rsp.l7                  = host.l7()


   tprint(rsp)

end


dump_host()

C++ Lua

Lua Methods Function Callback
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Lua Scripting in ntopng [3/3]

void CustomFlowLuaScript::checkFlow(Flow *f, LuaEngine *lua) {

  lua->setFlow(f);

  lua->run_loaded_script(); /* Run script */


  if(f->isCustomFlowAlertTriggered()) {

    FlowAlertType alert_type = CustomFlowLuaScriptAlert::getClassType();

    u_int8_t c_score, s_score;

    risk_percentage cli_score_pctg = CLIENT_FAIR_RISK_PERCENTAGE;


    computeCliSrvScore(alert_type, cli_score_pctg, &c_score, &s_score);


    f->triggerAlertAsync(alert_type, c_score, s_score);

  }

}

Call LuaVM
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Simple Flow Check (User Script)

local t = flow.tls_quic()


if((flow.cli() == "192.168.1.178") and (flow.srv() == "192.168.1.1") and (t ~= nil)) then


   if(t["protos.tls.issuerDN"] == "CN=AGCOMBO, O=Technicolor, OU=1827SAZCH") then

      local score   = 111

      local message = "Found unexpected TLS/QUIC flow 192.168.1.178 -> 192.168.1.1 (invalid certificate)"


      flow.triggerAlert(score, message)


      dump_flow()

   end

end


return(0)

Current Flow

Check Overhead (Intel i3, 2010) 
- Lua: ~30 usec 
- C++: ~1 usec
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Simple Flow Check (Alert)

Triggered Alert
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Python 3 API

C++ Fast Path

Lua Slow Path

C
or

e 
En

gi
ne

{REST}

Python Script

ntopng Python Library

$ pip3 install ntopng



Brussels, February 5th, 2023 - https://github.com/ntop/ntopng

Script Example: Live Data
#!/usr/bin/env python3


from ntopng.ntopng import Ntopng


auth_token = "532b8dbe1092e591435c7a13f2"


ntopng_handle = Ntopng(auth_token=token)


interface = ntopng_handle.get_interface(iface_id)


hosts = interface.get_active_hosts()


for host in hosts:

        print(host['ip'] + " => ", end='')

        print(host)

Connect to ntopng

Get a live interface instance

Print all active hosts
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Script Example: Historical Data
#!/usr/bin/env python3


from ntopng.ntopng import Ntopng


auth_token = "532b8dbe1092e591435c7a13f2"


ntopng_handle = Ntopng(auth_token=token)


interface = ntopng_handle.get_interface(iface_id)

historical = interface.get_historical()


epoch_end    = int(time.time())

epoch_begin  = epoch_end - 24*60*60

all_stats = historical.get_alerts_stats(epoch_begin, epoch_end)


for stats in all_stats:

    print(stats['label'])

    print(stats['value'])

Connect to ntopng

Get an historical interface instance

Get the alerts summary for a time interval
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Python Script as Alert Handler
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Let's Put Pieces Together
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Step 1: Enable The Check
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Step 2: Write The Alert Handler
$ cat /usr/share/ntopng/scripts/shell/event-handler.py


#!/usr/bin/env python3


import sys

import json


input = sys.stdin.readlines()

alert = json.loads(input[0])


if alert["alert_id"] == host_user_check_script:

    

    user_info = json.loads(alert["json"])


    log(alert["ip"])

    log(user_info["message"])
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Step 3: Set The Handler As Recipient
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Step 4: Extend The Alert Handler
from pathlib import Path

from redmail import EmailSender

from ntopng.ntopng import Ntopng

from ntopng.report import Report


[...]


auth_token = "532b8dbe1092e591435c7a13d561db73"

report_path = "/tmp/report.pdf"


ntopng_handle = Ntopng(auth_token=token)


generator = Report(ntopng_handle, alert["ifid"], alert["ip"])

generator.build(report_path)


email = EmailSender(host=e_host, port=e_port, username=e_username, password=e_password)

    

email.send(sender = e_sender, receivers = [e_recipient], subject = e_subject, 
attachments = { "report.pdf": Path(report_path) } )

Connect to ntopng to fetch more data

Build a PDF report

Send the report by email
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Example: Alert Report
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Final Remarks
• ntopng is now a versatile flow collector and traffic analysis application.

• It combines traditional traffic visibility with cybersecurity analysis.

• Lua-based engine scripting enables the creation of behavioural 
checks that can be implement in seconds by non-skilled developers.


• They are fast enough to be used in Gbit networks, but converting them 
to C++ is required for scaling up.


• Python bindings enable programmers to use ntopng as both a live and 
historical data source, and also extend ntopng in areas such as PDF 
reporting not currently available as native feature.


• All code is available at https://github.com/ntop/ntopng


