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Cilium & eBPF

Introduction
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cilium

e Open Source Projects e Company behind Cilium
e Provides Cilium Enterprise







</> Process

execve() |
Syscall
1 r
Makes the Linux kernel HnuxKernel - e
programmable in a | i }
Secure and effICIent Way int syscall__ret_execve(struct pt_regs *ctx)

{

struct comm_event event = {
.pid = bpf_get_current_pid_tgid() >> 32,

“What JavaScript is to the ‘type = TYPE_RETURN,
browser, eBPF is to the :

bpf_get_current_comm(&event.comm, sizeof(event.comm));

[_[[7(])( F(E}ff)é}/” comm_events.perf_submit(ctx, &event, sizeof(event));

return 0;
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Run eBPF programs on events ..
Cilium

Process Process Attachment points
e Kernel functions (kprobes)
o HeBPF B HeBPF e Userspace functions (uprobe)
e System calls
e Tracepoints
File Descriptor Sockets e Sockets (data level)
TCP retrans e Network devices (packet level)
VFS TCP/IP :
g < eBPF e Network device (DMA level) [XDP]
- Block Device Network Device ¢
10 Read ﬁeBPF Send Packet aejPF

Disk NIC




What is Cilium?

e Networking & Load-Balancing

o CNI, Kubernetes Services, Multi-cluster, VM Gateway
e Network Security

o  Network Policy, Identity-based, Encryption
e Observability

o  Metrics, Flow Visibility, Service Dependency

At the foundation of Cilium is the new Linux kernel
technology eBPF, which enables the dynamic
Insertion of powerful security, visibility, and networking
control logic within Linux itself. Besides providing
traditional network level security, the flexibility of BPF
enables security on APl and process level to secure
communication within a container or pod.

Read More



https://cilium.readthedocs.io/en/stable/intro/
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cilium

Created by ISOVALENT

ﬂ'eBPF—based:
- Networking

- Security

- Observability

- Service Mesh & Ingress

Foundation
71 CLOUD NATIVE

ke =l COMPUTING FOUNDATION

Technology

WeBPF ) envoy

D

Building a Global Multi
Cluster Gaming
Infrastructure with
Cilium

MASMOV'L

Scaling a Multi-Tenant
k8s Cluster in a Telco

Google

Google chooses Cilium
for Google Kubernetes
Engine (GKE)
networking

) Scaleway

Scaleway uses Cilium as
the default CNI for
Kubernetes Kapsule

F\\ Adobe

What Makes a Good
Multi-tenant Kubernetes
Solution

Trip.com

First step towards cloud
native networking

Bell

Why eBPF is changing
the Telco networking
space?

sp@rtradar

Sportradar is using Cilium
as their main CNI plugin in
AWS (using kops)

Capita/l()ne,

Building a Secure and
Maintainable PaaS

@ENGN

Cloud Native
Networking with eBPF

g GitLab

Kubernetes Network
Policies in Action with
Cilium

Utmost©

Utmost is using Cilium in all
tiers of its Kubernetes
ecosystem to implement
zero trust

CJ Alibaba Cloud

Building High-
Performance Cloud-
Native Pod Networks

’) DigitalOcean

Managed Kubernetes:
1.5 Years of Cilium
Usage at DigitalOcean

aws

AWS picks Cilium for
Networking & Security
on EKS Anywhere

yahoo/

Yahoo is using Cilium for L4
North-South Load Balancing
for Kubernetes Services

ISOVALENT



Observability
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Connectivity Observability Challenges Ca®
#1 - Connectivity is layered (the “finger-pointing problem”) Cilium
Application Layer (HTTP/HTTPS) Traditional App

Layer Observability
Presentation Layer

o0
B X

Session Layer

Cilium
eBPF-powered [\ - Transport Layer (TCP/UDP) Teaditional
Observability Network Layer (IP) Network
Monitoring

Data Link Layer (Ethernet)

Physical Layer



Connectivity Observability Challenges
#2 - Application identity (the “signal-to-noise problem”)

Cilium eBPF-Powered Networking & Security

@) Source Service Identity

@ tenant-jobs eee crawler-697dcbc985-xdwwz y . .
api.twitter.com

@ tenant-jobs $$Q crawler-697dcbc985-xdwwz , api.twitter.com ° .
- €5 Destination DNS
2668 dockerd . .
& Service Identity

10965 containerd-shim ({1} g6tvligicswipcrz.not-reverse-shell.com

crawler
1 (18933) node
e 17 (14198) sh wé’« app=elasticsearch tenant-jobs
17 (14190) nc
9200 TCP
17 (14190) bash GET  [users/_search
19 (14216) curl

17 (14198) nc
LI 9200 TCP ; .
1R7116100) Sanh ey @ app=elasticsearch tenant-jobs

19 (14216) curl Jusers/_search

€2 Process Execution Identity @ API-call Identity (5 Destination Label
Service Identity

Traditional Linux Networking & Security

Message DstIP+Port
Protocol
There age older events togoad. Load moge.
2 19.3.192.179 4245 10.3.1201.94 49024 6 8 416 1648748373 1648748493 ACCEPT 0K

2 19.3.102.179 4245 10.3.101.94 49442 6 8 416 1648748373 1648748493 ACCEPT 0K

2 19.3.102.179 4245 10.3.101.94 34788 6 8 416 1648748373 1648748493 ACCEPT 0K
2 19.3.192.179 4245 10.3.101.94 48732 6 8 416 1648748373 1648748493 ACCEPT 0K /

\_ /
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Where existing mechanisms fall short Ca®
cilium

Traditional network monitoring devices
Cloud provider network flow logs
Linux host statistics

Modifying application code
Sidecar-based service meshes



ldentity-based Security & Observability

Kubernetes

_ A
— * deployments

— * policy

Identities:
¢+ frontend

. * backend

P —
]
-
Worker Node : Worker Node
v
frontend Agent backend
attach |dent|tyl ' verify identity T
WeBPF ¢ === == === g
HTTP Request
Pkt Pkt
Eth IPvé TCP Payload
$

¢+ frontend identity
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What is Hubble?

Y077
%’
\,

hubble
Ul

* Service Dependency Maps
* Flow Display and Filtering
* Network Policy Viewer

97,
%’
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hubble

CLI

* Detailed Flow Visibility
* Extensive Filtering
* JSON output

O
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cilium

5O

Grafana Prometheus
HUBBLE METRICS

* Built-in Metrics for
Operations & Application
Monitoring
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Flow Visibility o f?..
clium

— Ethernet headers

— |P & ICMP headers

— UDP/TCP ports, TCP flags
$ kubectl get pods — HTTP, DNS, Kafka, ...

NAME READY STATUS RESTARTS

tiefighter 1/1 Running © p N
xwing 1/1 Running ©

deathstar-5b7489bc84-crlxh 1/1 Running © Kubernetes
deathstar-5b7489bc84-j7qwq 1/1 Running ©

— Pod names and labels
— Service names

$ hubble observe --follow -1 class=xwing

# DNS Lookup to coredns

default/xwing:41391 -> kube-system/coredns-66bff467f8-28dgp:53 to-proxy FORWARDED (UDP) — Worker node names
kube-system/coredns-66bff467f8-28dgp:53 -> default/xwing:41391 to-endpoint FORWARDED (UDP) A\ 4
# ...
# Successful HTTPS request to www.disney.com 4 >
default/xwing:37836 -> www.disney.com:443 to-stack FORWARDED (TCP Flags: SYN) DNS (if available)
www.disney.com:443 -> default/xwing:37836 to-endpoint FORWARDED (TCP Flags: SYN, ACK)
www.disney.com:443 -> default/xwing:37836 to-endpoint FORWARDED (TCP Flags: ACK, FIN)
default/xwing:37836 _> www.disney.com:443 to-stack FORWARDED (TCP Flags: RST) — FQDN for source and
.. destination
# Blocked HTTP request to deathstar backend L 5
default/xwing:49610 -> default/deathstar:80 Policy denied (TCP Flags: SYN)

@ D

Cilium

— Security identities and
endpoints

— Drop reasons

— Policy verdict matches y

€




Service Map

No service selected

(@© 5 minutes ol

=3 jobs-demo v

JUUSTUSIIIW

htp:y T€Cruiter o
TCP - HTTE
fo.cilium.kBs.policy.cluster:default /_

< |

/.~

\
W\
\ '\
\
\
\

io.cilium.k8s.policy.serviceaccount:default
nttpzy JObposting

io.cilium.k8s.policy.cluster:default

io.cilium.kBs.policy.serviceaccount:default

http:y  Crawler o
A

TCP . HTTF

1o.cilium.k8s.policy.cluster:default

io.cilium.k8s.policy.serviceaccount:default

i
|
i
|
|
I
I
1
|
|
|
|
|
|
1
i
I
|
: TCP - HTTF
|
|
|
!
I
|
1
1
i
I
|
|
|
|
|
|
|
|

Source Service Destination Service

app=crawler jobs-demo app=loader jobs-demo

app=loader jobs-demo app=crawler jobs-demo
app=crawler jobs-demo app=loader jobs-demo
app=loader jobs-demo app=crawler jobs-demo
app=crawler jobs-demo app=loader jobs-demo

ann=z=loader inbs-demo ann=crawler iohs-demo

View options

httpzy COreapi

TCP - HTTP

/applicants
GET 200
POST 200

/applicants/1
GET 200

/jobs
GET 200

/jobs/1
GET 200

io.cilium. k8s.policy.cluster:default

io.cilium.k8s.policy.serviceaccount:default

/loader.Loader/LoadCv
POST 200 OK

io.cilium. k8s.policy.cluster:default

io.cilium.kBs.policy.serviceaccount:default

' Flows | Policies

Destination IP Destination Port

10.15.32.103 TCP:50051
10.15.17.237 TCP:33118
10.15.32.103 TCP:50051
10.16.17.237 TCP:33118
10.15.32.103 TCP:50051
10.1517.237 TCP:33118

> o elasticsearch &
"D‘ jobs-demo
EYIls] TCP . ELASTICSEARCH

/applicants/_search?request_cache=fa..

GET 200 0K
/applicants/applicant/1/_source

GET 200 0K
/applicants/applicant/6/_create

PUT 201 Created x
/jobs/_search?request_cache=false

GET 200 0K 3888
/jobs/job/1/_source

GET 200 0K

— EE

io.cilium. kBs.policy.cluster:default

2888

io.cilium.k8s.policy.serviceaccount:default

Update in 17s

zookeeper

demo

)

i0.cilium.k8s.policy.cluster:default

io.cilium.k8s.policy.serviceaccount:default

=7

§g kafka .
@ TCP - KAFKA

io.cilium. k8s.policy.cluster:default
io.cilium. kBs.policy.serviceaccount:default

statefulset.kubernetes.io/pod-name:kafka-@

All Statuses v HTTP Status v

Destination L7 Info Status

- POST /loader.Loader/LoadCv @ ms forwarded
~ POST 200 OK /loader.Loader/Lo.. forwarded
- POST /loader.Loader/LoadCv @ ms forwarded
~ POST 200 OK /loader.Loader/Lo... forwarded
- POST /loader.Loader/LoadCv @ ms forwarded
~ POST 204 0K /loader.loader/ln.. forwarded

Columns Vv

Last seen
minute ago
minute ago

a

a

a minute ago
a minute ago
a

minute ago

a minute ano

o

..
cilium



Service identity-aware network and API-layer
observability with eBPF & Cilium

o)

Linux Kernel

Kubernetes
Service
Identity

connect() cilium Platform and Application Teams

— F‘ — N
rocess Observabili NS Mimir
S S (o
API Observability loki . A
eBPF l Traces ——

Network Observability % Tempo
el Grafana

5=

O
oS®
@
052

cilium



HTTP Golden Signals

eBPF powered metrics without Application
changes or Sidecars required:

e HTTP Request Rate
e HITTP Request Latency
e HTTP Request Response Codes / Errors

8 req/s
6 req/s
4 req/s
2req/s

kS

0 req/s 4—.—3—:—:—:—:—:—:—0—4—0—0—‘:‘—#——0—0—0——0—‘—0—0—0—0—0—0—0—0—0
11:50 11:55 12:0C

A & AA Tatal
Max viean 1¢:1

== tenant-jobs/resumes: 200 8.56 req/s 5.09 req/s 158 req/s 8.33req/s

== tenant-obs/resumes: 500 361req/s 0901req/s 279req/s 3.61req/s

== tenant-obs/resumes: 503 0 req/s 0 req/s 0 req/s 0 req/s
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Detecting Transient Network Layer Issues Ca®
cilium

eBPF powered observability in Cilium for TCP Golden Signals:

e TCP layer bytes sent/received
e TCP layer retransmissions to measure network layer loss/congestion
e TCP round-trip-time (RTT) to indicate network layer latency

Top Destinations of TCP Retransmissions
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ldentifying problematic API request with Co®
transparent tracing cilium

HTTP Request Duration by Source

800.0 ms

600.0 ms

source_ip 10.0.0.202

400.0 ms p—

4 "
source_namespace tenant-jobs

source_workload resumes

200.0 ms
tracelD 700ed8f802c2ced925f802ae2ce2cal7 | [ Query with Tempo

Os %% traffic_direction ingress

12:05

i ey
Max Mean Last*

== tenant-jobs/resumes P50 13.7ms 189ms 155ms 142 ms
== tenant-jobs/resumes P95 792ms 390ms 200ms 215ms

== tenant-jobs/resumes P99 229 ms 87/73ms 484ms 820ms




ldentifying problematic API request with
transparent tracing cilium

Trace View

crawler: grpc.loader.Loader/LoadCv o1fac654be1adas

2022-10-20 12:11:22.265

Service & Operation

- | crawler
- | loader
- | loader
- | resumes
.| © resumes
| © coreapi
- | resumes

| coreapi




Monitoring
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Ready to use Cilium Dashboards Ca®
https://grafana.com/orgs/isovalent/dashboards cilium

Isovalent

2@ Ciliumv1.12 Agent Metrics by

@,
OO Downloads: 638 | Reviews:0 | uploaded on July 20, 2022 Pre ‘
Dashboard for Cilium v1.12 (https://cilium.io/) Agent metrics
Details
,%a Cilium v1.12 Hubble Metrics
woesee  Downloads: 518 | Reviews: 0 | uploaded on July 20, 2022 Pre ‘
Dashboard for the Cilium v1.12 (https://cilium.io/) Hubble metrics
Details
080 Cilium v1.12 Operator Metrics
OO oads: 625 Reviews: 0 uploaded on July 20, 2022 Pro L

Dashboard for the Cilium v1.12 (https://cilium.io/) Operator metrics

Details
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Cilium Dashboards on
Agent Metrics

Last 30 minutes UTC

86 General / Cilium v1.11 Agent Metrics & <

pod All v

Errors & Warnings CPU Usage per node

1 ops/m
0.500 ops/m
0 ops/m
-0.50 ops/m

-1 ops/m
13:10 13:15 13:20

warning warning warning warning warning

v Generic

Virtual Memory Bytes

1.30 GiB

1.12 GiB

954 MiB -

763 MiB
13:10 13:15 13:20 13:25

== Min Virtual Memory == Average Virtual Memory

Max Virtual Memory

System-wide BPF memory usage

157 MiB
153 MiB

148 MIB
143 MiB
138 MiB

13:35

error

477 MiB

381 MiB

286 MiIB —

191 MiB ——

95.4 Mig ————==
13:10

== AVG_resident_memory_bytes == MAX_resident_memory_bytes_max

1 ops/m
0.500 ops/m
0 ops/m
-0.50 ops/m
-1 ops/m

error error

Resident memory status

13:15 13:20

== MIN_resident_memory_bytes_min

134 MiB
13:10 13:15 13:20

13:25

== AVG_bpf_memory_bytes_avg == MAX_bpf_memory_bytes_max == MIN_bpf_memory_bytes_min

15%

10%
s Wﬂ
0% D e o

13:10 13:15 13:20 13:25

ms MiN == MiN == Min == min
max

MiN == Vg == aVQ == avg == avg == avg

Open file descriptors

12K

10K

8K

13:25 13:30

== min/node == avg/node == max/node

BPF map pressure

13:10 13:15 13:20

13:25

6K
13:35

== all nodes




Cilium Dashboards on Grafana
Hubble Metrics

o
.Q
cilium

49 83 General / Cilium v1.11 Hubble Metrics ¢ <

v General Processing

Flows processed Per Node

300 ops/s
200 ops/s
100 ops/s | .o

0 ops/s
09:00

=) an = mln == Max

L7 Flow Distribution

30 ops/s
20 ops/s
10 ops/s

Last 6 hours

Flows Types

600 ops/s
) ) A A Ty ) A n n A
400 ops/s ‘\H\u‘ﬁ‘]\ ‘/\,Lb""" o ‘Alj\ﬁ\jﬂ‘j ‘Uf b\l\‘(‘uﬂ. " ‘!\J ML’V"‘ \ 'k'u\_," J‘J\f‘ ‘h\fk’.‘ j" r«‘M“'\!’W‘\' A AN Mg M WA M J\UMJW \ )';,ﬂJ,I\ v f"ﬁ"\""\ Al J‘J“‘W u,,*v\l.‘n'g\““\“ LA ﬂ\\‘).
AR S SR POVAAAEIN NIV VRRAAN i, = R . prwe Bt acon ==
200 ops/s o S

0 ops/s

09:00 10:00 11:00 12:00 13:00 14:00

== Drop == L7 == PolicyVerdict == Trace Drop L7
Trace Drop L7 PolicyVerdict

PolicyVerdict Trace Drop == L7
Trace == Drop == L7 == PolicyVerdict == Trace

PolicyVerdict

Trace Flow Distribution

600 ops/s
400 ops/s A A ik

fal 'A\;' "lpﬂ ‘W"A

200 OPS/S wrmmmms st ey s e s . — s —— p——y . et

0 ops/s

0 ops/s
09:00 10:00

w= DNS == HTTP == DNS == DNS DNS
v Network

Forwarded vs Dropped

300 ops/s
200 ops/s
100 ops/s

0 ops/s

Y o S — e o

09:00 10:00 11:00 12:00

== DROPPED == FORWARDED == REDIRECTED == DROPPED
REDIRECTED == DROPPED FORWARDED REDIRECTED

FORWARDED
DROPPED

13:00

REDIRECTED
FORWARDED

09:00 10:00 11:00 12:00 14:00

== to-endpoint == to-network == to-proxy == to-stack
== to-stack to-endpoint to-proxy

to-endpoint
to-stack

to-proxy
to-endpoint

to-stack to-endpoint to-proxy

to-network to-network == to-proxy == to-stack

Drop Reason

6 p/s
4p/s
2p/s

14:00 09:00 : 11:00 12:00 13:00

== Policy denied == Unsupported L3 protocol == Policy denied == Unsupported L3 protocol
Unsupported L3 protocol Unsupported protocol for NAT masquerade Policy denied

Policy denied
Success

DROPPED
REDIRECTED

FORWARDED



Cilium Dashboards on Grafana
Operator Metrics

88 General / Cilium v1.11 Operator Metrics ¢ < hi* B & @ Last30 minutes

CPU Usage per node Resident memory status

1.50% 57.2 MiB

1% : A 47.7MiB —
f\ I
f

0.500% A A 1 ,A"'..‘ s ,'A‘. A i ,, 38.1 MiB

14:10 14:15 14:20 14:25 14:30 14:35 14:10 14:20

== MiN == Min == avg == avg max == AVG_resident_memory_bytes == MAX_resident_memory_bytes_max == MIN_resident_memory_bytes_min

v IPAM

IP Addresses - EC2 API Interactions

250 milliseconds

200 milliseconds

150 milliseconds
100 milliseconds : ! — . f - 1—]. i’l;_\lwt
80 ‘ | ‘ ‘,* Y ) . i i ! | — / )_,_ _.’! ‘|I .
2023-01-06 14:23:30 50 milliseconds (-} /— ) : ‘ =3 | = e
- available: 45
= needed: 0 0 seconds

40 - used: 92 14:20 14:25 14:30 14:35
14:10 14:15

T sm— S

60

== AssignPrivatelpAddresses OK == DescribeNetworkinterfaces OK == DescribeSecurityGroups OK == DescribeSubnets OK
== available == needed == used DescribeVpes OK

Number of nodes # interfaces with addresses available Metadata Resync Operations

0.0250 ops/s

0.0200 ops/s —
0.0150 ops/s
0.0100 ops/s

0.00500 ops/s

=1 0 ops/s
14:10 14:15 14:20 14:10 14:30 14:10 14:15 14:20 14:25 14:30 14:35

== at-capacity == in-deficit == total == |nterfaces == Operations

cilium




Cilium Dashboards on Grafana ®
Cilium Network Policy Verdict Metrics cilium

O

88 General / Cilium Policy Verdicts & <2

Ingress Policy Verdict Rate per Minute by Match Type Egress Policy Verdict Rate per Minute by Match Type

Ingress Policy Verdict Rate per Minute by Action Egress Policy Verdict Rate per Minute by Action

Current Ingress Policy Verdict Rate Per Minute Current Egress Policy Verdict Rate Per Minute




Demo



Learn more!

ISOVALENT

For the Enterprise

Hardened, enterprise-grade
eBPF-powered networking,
observability, and security.

isovalent.com/product
isovalent.com/labs

%0,
.
cilium
OSS Community

eBPF-based Networking,
Observability, Security

cilium.io

cilium.slack.com

Reqular news

L eBPF

Base technology

The revolution in the Linux kernel,
safely and efficiently extending the
capabilities of the kernel.

ebpf.io
What is eBPF? - ebook

ISOVALENT


https://cilium.io/
https://cilium.herokuapp.com/
https://cilium.io/newsletter/
https://ebpf.io/
https://isovalent.com/ebpf/
https://isovalent.com/product
https://isovalent.com/labs

ISOVALENT

Thank you!


https://www.linkedin.com/company/isovalent/
https://twitter.com/isovalent
https://github.com/isovalent
https://isovalent.com/

