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Cilium & eBPF

Introduction



● Open Source Projects ● Company behind Cilium
● Provides Cilium Enterprise 





Makes the Linux kernel 
programmable in a 
secure and efficient way.

“What JavaScript is to the 
browser, eBPF is to the 
Linux Kernel”



Run eBPF programs on events

Attachment points
● Kernel functions (kprobes)
● Userspace functions (uprobe)
● System calls
● Tracepoints
● Sockets (data level)
● Network devices (packet level)
● Network device (DMA level) [XDP]
● ...



What is Cilium?

At the foundation of Cilium is the new Linux kernel 
technology eBPF, which enables the dynamic 
insertion of powerful security, visibility, and networking 
control logic within Linux itself. Besides providing 
traditional network level security, the flexibility of BPF 
enables security on API and process level to secure 
communication within a container or pod. 
Read More

● Networking & Load-Balancing
○ CNI, Kubernetes Services, Multi-cluster, VM Gateway

● Network Security
○ Network Policy, Identity-based, Encryption

● Observability
○ Metrics, Flow Visibility, Service Dependency

https://cilium.readthedocs.io/en/stable/intro/




- Networking
- Security
- Observability
- Service Mesh & Ingress
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Observability



Connectivity Observability Challenges
#1 - Connectivity is layered (the “finger-pointing problem”)



Connectivity Observability Challenges
#2 - Application identity (the “signal-to-noise problem”) 



Where existing mechanisms fall short

● Traditional network monitoring devices
● Cloud provider network flow logs
● Linux host statistics
● Modifying application code
● Sidecar-based service meshes 



Identity-based Security & Observability



What is Hubble?



Flow Visibility

$ kubectl get pods

NAME                        READY   STATUS  RESTARTS   AGE
tiefighter                     1/1     Running  0          2m34s
xwing                          1/1     Running  0          2m34s
deathstar-5b7489bc84-crlxh     1/1     Running  0          2m34s
deathstar-5b7489bc84-j7qwq     1/1     Running  0          2m34s

$ hubble observe --follow -l class=xwing

# DNS lookup to coredns
default/xwing:41391 (ID:16092) -> kube-system/coredns-66bff467f8-28dgp:53 (ID:453) to-proxy FORWARDED (UDP)
kube-system/coredns-66bff467f8-28dgp:53 (ID:453) -> default/xwing:41391 (ID:16092) to-endpoint FORWARDED (UDP)
# ...
# Successful HTTPS request to www.disney.com
default/xwing:37836 (ID:16092) -> www.disney.com:443 (world) to-stack FORWARDED (TCP Flags: SYN)
www.disney.com:443 (world) -> default/xwing:37836 (ID:16092) to-endpoint FORWARDED (TCP Flags: SYN, ACK)
www.disney.com:443 (world) -> default/xwing:37836 (ID:16092) to-endpoint FORWARDED (TCP Flags: ACK, FIN)
default/xwing:37836 (ID:16092) -> www.disney.com:443 (world) to-stack FORWARDED (TCP Flags: RST)
# ...
# Blocked HTTP request to deathstar backend
default/xwing:49610 (ID:16092) -> default/deathstar:80 (ID:16081) Policy denied DROPPED (TCP Flags: SYN)

Flow Metadata

‒ Ethernet headers
‒ IP & ICMP headers
‒ UDP/TCP ports, TCP flags
‒ HTTP, DNS, Kafka, ...

Kubernetes

‒ Pod names and labels
‒ Service names
‒ Worker node names

DNS (if available)

‒ FQDN for source and 
destination

Cilium

‒ Security identities and 
endpoints

‒ Drop reasons
‒ Policy verdict matches



Service Map



Service identity-aware network and API-layer 
observability with eBPF & Cilium



HTTP Golden Signals

eBPF powered metrics without Application 
changes or Sidecars required:

● HTTP Request Rate
● HTTP Request Latency
● HTTP Request Response Codes / Errors



Detecting Transient Network Layer Issues
eBPF powered observability in Cilium for TCP Golden Signals:

● TCP layer bytes sent/received
● TCP layer retransmissions to measure network layer loss/congestion
● TCP round-trip-time (RTT) to indicate network layer latency



Identifying problematic API request with 
transparent tracing



Identifying problematic API request with 
transparent tracing



Monitoring



Ready to use Cilium Dashboards
https://grafana.com/orgs/isovalent/dashboards



Cilium Dashboards on Grafana
Agent Metrics



Cilium Dashboards on Grafana
Hubble Metrics



Cilium Dashboards on Grafana
Operator Metrics



Cilium Dashboards on Grafana
Cilium Network Policy Verdict Metrics



Demo



OSS Community
eBPF-based Networking, 
Observability, Security

cilium.io
cilium.slack.com
Regular news

Learn more!

Base technology
The revolution in the Linux kernel, 
safely and efficiently extending the 
capabilities of the kernel.

ebpf.io
What is eBPF? - ebook

For the Enterprise
Hardened, enterprise-grade 
eBPF-powered networking, 
observability, and security.

isovalent.com/product
isovalent.com/labs

https://cilium.io/
https://cilium.herokuapp.com/
https://cilium.io/newsletter/
https://ebpf.io/
https://isovalent.com/ebpf/
https://isovalent.com/product
https://isovalent.com/labs


Thank you!

https://www.linkedin.com/company/isovalent/
https://twitter.com/isovalent
https://github.com/isovalent
https://isovalent.com/

