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Topics
● OS Design
● Update And Rollback Mechanisms
● Configuration File Management
● Full Disk Encryption / Trusted Boot



  

openSUSE Distributions

Rolling Release distribution
Stable distribution

based on SUSE Linux Enterprise

Leap Micro



  

Ingredients
● RPM packages
● Btrfs

– Snapshots! 
– Copy-on-write

This work by Daniel Lommes is protected by copyright.
Permission is herbey granted to display it in the Mediawiki
installation at btrfs.wiki.kernel.org for an indefinite time.
Licenses for further use may be given by the author.



  

So what’s the difference?
● Read-only root file system
● “Minimal” package selection
● “Single purpose system”, e.g. for

– Running containers
– Any other dedicated workload

● Self-maintaining system



  

Updates

● Create new 
snapshot

● Perform anything
in there (e.g.
update the
system)

● Btrfs Snapshots 
of root (‘/’) file 
system

● One of them is 
the default 
snapshot, 
running the 
active system

● If everything was 
successful mark 
new snapshot as 
default snapshot

● On errors, just 
discard snapshot 
– back to square 
one

1. 2. 3.



  

transactional-update / tukit
● transactional-update (*SUSE specific 

wrapper script, e.g. calling zypperzypper for 
package management)

● libtukit (platform-agnostic library for 
updating image-based systems, including 
C, C++ & D-Bus bindings)

https://github.com/openSUSE/transactional-update 

https://github.com/openSUSE/transactional-update


  

Snapshot activation
● Reboot to activate new snapshot
● New in transactional-update 4.2.0:
transactional-update apply
– Live apply the new snapshot!
– Made possible by moving all read-only parts
/usr



  

Rollback
● If it doesn’t work: Just set the previous 

snapshot as default
● health-checker for checking system state 

and automatic rollbacks if system doesn’t 
boot as expected

https://github.com/openSUSE/health-checker

https://github.com/openSUSE/health-checker


  

/etc overlays
overlay /etc overlay defaults,
upperdir=/sysroot/var/lib/overlay/1069/etc,
lowerdir=/sysroot/var/lib/overlay/1068/etc:/sysroot/etc,
workdir=/sysroot/var/lib/overlay/1069/work-etc,
x-systemd.requires-mounts-for=/var,
x-systemd.requires-mounts-for=/var/lib/overlay,
x-systemd.requires-mounts-for=/sysroot/var,
x-systemd.requires-mounts-for=/sysroot/var/lib/overlay,
x-initrd.mount 0 0



  

Layer transparency

upperdir  (/var/lib/overlay/x/etc)
       | file2 | file3 | file4 |       |
lowerdir1 (/var/lib/overlay/x-1/etc)
       |       | file3 |       | file5 | file6
lowerdir2 (/etc of snapshot x-2)
 file1 | file2 | file3 |       |       | file6

possible
conflict



  

Move system config out of /etc!
● Default system configuration in /usr
● Only admin changes in /etc
● Most MicroOS default packages are 

migrated

https://github.com/openSUSE/libeconf 

https://github.com/openSUSE/libeconf


  

Full Disk Encryption / Secure Boot

Firmware

Bootloader

Kernel

systemd

TPM

Properties

 High entropy data protection💚

 Unattended Boot💚

 Other OSes have💚
     no access to  key

 Boot loader needs crypto and😕
     fs drivers and TPM support

 Relies on OS login to🧀
     block live access if needed.

 No integrity protection🕵️

 Requires MS patches to grub🔧
     that are not upstream

Firmware

Bootloader

systemd

Properties

 Kernel rollback support💚

 Desktop Autologin possible💚

 Boot loader needs crypto and😕
     fs drivers

 Bootloader menu only after🔒
     passphrase prompt

 No integrity protection🕵️

 Offline tampering🕵️
     with bootloader

 Entering passphrase twice😭

 Weak KDF as grub does💀
     not support Argon2

Firmware

Bootloader

Kernel

systemd

Properties

 Passphrase entered once💚

 Desktop Autologin possible💚

 Bootloader menu visible🔓

 Kernel/Initrd plain text🔓

 No kernel rollback🐜

 Offline tampering with🕵️
     bootloader and kernel/initrd

 No integrity protection🕵️

 Simple bootloader possible🚪

SLE 15 style FDE...

Back to SLE 12 style FDE 2.0...

Measured boot using TPM...

Hardware token

recove...

🔑

/boot/efi

/

swap

/boot/efi

/

swap

LVM in LUKS

Kernel

 Improvements🔧

 include key in initrd😐

 TPM🔧

Firmware

Bootloader

Kernel

systemd

TPM

Properties

 High entropy data protection💚

 Unattended boot💚

 Other OSes have💚
     no access to  key

 Offline tampering stops✅
     at initrd.

 PCRs for updates🐜

 PCRs for rollback🐜

 Relies on OS login to🧀
     block live access if needed.

 No integrity protection🕵️

Measured boot using TPM...

recove...

🔑

Laptop...

Kiosk...

Bare Metal Server...

Virtual Machine...

Multi User Workstation...

Vendor device...

 TODO🔧

 YaST: partitioning proposal🔧

 YaST: support cryptenroll🔧

 put grub in ESP or implement🔧
     systemd-boot support

 add kernel-install integration to🔧
     create bootloader spec entries

 kernel rebuilds/release counter?🔧

Firmware

Bootloader

Kernel

systemd

TPM

Properties

 High entropy data protection💚

 Autologin💚

 Other OSes have💚
     no access to  key

 Offline tampering stops✅
     at initrd.

 PCRs for updates🐜

 PCRs for rollback🐜

 No integrity protection🕵️

recove...

Hardware token

🔑

PIN

🔣

🔣

🔣

🔣

🔣

Secure Boot

 Vendor signed binaries in early boot✅

 Triggers kernel lockdown✅

 MS dependency on standard PC😕

 Vendor certificate in Firmware🔧

  No restrictions for userspace🕵️

  If MS cert deployed no control over🕵️
     what else is actually signed

 Limited downgrade protection🕵️

🔢

- or -

🔣

initrd

Initrd

Initrd

Initrd

🔑

Add interactivity...

Initrd

🔑

Firmware

Bootloader

EFI stub+...

systemd

TPM

Properties

 High entropy data protection💚

 Unattended boot💚

 Other OSes have💚
     no access to  key

 All initrd extensions need to🧀
     be signed

 Relies on vendor keys🧀

 No integrity protection🕵️

Secure boot + TPM...

recove...

🔑

🔣

 TODO🔧

 PIN support in tooling🔧
     (upcoming in systemd 250)

Integrity protection...

 TODO🔧

 Relies on unified binaries to be🔧
     built in OBS

 Support local signing🔧
     using TPM?

secure boot...

 TODO🔧

 YaST: detect TPM, cryptenroll🔧

 Calculate PCRs for update🔧
     and rollback

 UI to clearly warn if pcrs don't🔧
     match due to potential
     tampering

 systemd-boot does not🔧
     measure initrd 💀

Text is not SVG - cannot display



  

openSUSE MicroOS

A functional read-only OS
in an imperfect world



  

https://microos.opensuse.org/

https://microos.opensuse.org/
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