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What is Kaitai Struct?
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• tool for dealing with binary formats

• declarative language (.ksy) for specifying arbitrary binary formats

• parser generator for 11 programming languages

What is Kaitai Struct?
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parsingserialization 
(Java only)

What is Kaitai Struct?
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2014 origin of the project (Mikhail Yakshin)

2016

2017

2023

open-source release

FOSDEM 2017 presentation

FOSDEM 2023 presentation,
Java serialization

Java, Ruby

8 supported languages

⭐ 400+

11 supported languages

⭐ 3300500+

History
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How I discovered Kaitai Struct
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MIDI editor
record MIDI commands 🎵

play 
according to 
a SoundFont 2 
file (.sf2)

How I discovered Kaitai Struct
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→ My story

→ I became
• 2019 – Kaitai developer
• 2020 – admin



How to parse
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a) dedicated format library

b) own parser

c) parser combinator

d) parser generator
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10



a) dedicated format library

b) own parser

c) parser combinator

d) parser generator

How to parse

10



a) dedicated format library

b) own parser

c) parser combinator

d) parser generator

How to parse

10



a) dedicated format library

b) own parser

c) parser combinator

d) parser generator

How to parse

10



Kaitai workflow
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Kaitai workflow

meta:
id: hello_world

seq:
- id: one
type: u1

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

kaitai-struct-compiler

hello_world.ksy hello_world.py

1. Compilation



Kaitai workflow
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meta:
id: hello_world

seq:
- id: one
type: u1

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

kaitai-struct-compiler

hello_world.ksy hello_world.py

└─ one = 0xFF = 255

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

hello_world.py

class KaitaiStream:
# ...
def read_u1(self):

return struct.unpack('B', self.read_bytes(1))[0]

kaitaistruct.py (runtime library)

input binary file
parsed data

1. Compilation

2. Parsing



Why Kaitai
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• write once, use everywhere

• standard way to describe binary formats

• library of format specifications

• GraphViz diagrams

• .ksy language simplicity

• visualization and dumping tools
▪ console visualizer (ksv)

▪ ksdump

▪ Web IDE
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Why Kaitai



→ write once, use everywhere
1 .ksy spec = 11 parsers
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Why Kaitai

public class HelloWorld extends KaitaiStruct {
// ...
private void _read() {

this.one = this._io.readU1();
}

class HelloWorld < Kaitai::Struct::Struct
# ...
def _read

@one = @_io.read_u1
end

meta:
id: hello_world

seq:
- id: one

type: u1

class HelloWorld(KaitaiStruct):
# ...
def _read(self):

self.one = self._io.read_u1()

and others (C++, C#, Go, JavaScript, Lua, Nim, Perl, PHP)

Java

Python

Ruby

.ksy spec



→ standard way to describe binary formats

no single standard
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Why Kaitai

GIF Microsoft Word .doc



→ library of .ksy format specifications

181 specifications

Why Kaitai
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formats.kaitai.io



Why Kaitai
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formats.kaitai.io
→ library of .ksy format specifications

181 specifications



→ GraphViz diagrams
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Why Kaitai
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Why Kaitai

meta:
id: ftl_dat
endian: le

seq:
- id: num_files
type: u4

- id: files
type: file
repeat: expr
repeat-expr: num_files

types:
file:
seq:

- id: ofs_data
type: u4

instances:
data:
pos: ofs_data
type: file_data
if: ofs_data != 0

file_data:
seq:
- id: len_file
type: u4

- id: len_filename
type: u4

- id: filename
size: len_filename
type: str
encoding: UTF-8

- id: body
size: len_file

→ .ksy language simplicity
but powerful: unaligned bit types, type switch, byte processing, imports, …
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Why Kaitai

meta:
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endian: le

seq:
- id: num_files
type: u4
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types:
file:
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data:
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file_data:
seq:
- id: len_file
type: u4

- id: len_filename
type: u4

- id: filename
size: len_filename
type: str
encoding: UTF-8

- id: body
size: len_file

unsigned 4-byte integer

→ .ksy language simplicity
but powerful: unaligned bit types, type switch, byte processing, imports, …
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number of repetitions
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Why Kaitai

meta:
id: ftl_dat
endian: le

seq:
- id: num_files
type: u4
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file:
seq:

- id: ofs_data
type: u4

instances:
data:
pos: ofs_data
type: file_data
if: ofs_data != 0

file_data:
seq:
- id: len_file
type: u4

- id: len_filename
type: u4

- id: filename
size: len_filename
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byte offset

→ .ksy language simplicity
but powerful: unaligned bit types, type switch, byte processing, imports, …
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Why Kaitai

meta:
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endian: le
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char. string

→ .ksy language simplicity
but powerful: unaligned bit types, type switch, byte processing, imports, …
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Why Kaitai

meta:
id: ftl_dat
endian: le

seq:
- id: num_files
type: u4

- id: files
type: file
repeat: expr
repeat-expr: num_files

types:
file:
seq:

- id: ofs_data
type: u4

instances:
data:
pos: ofs_data
type: file_data
if: ofs_data != 0

file_data:
seq:
- id: len_file
type: u4

- id: len_filename
type: u4

- id: filename
size: len_filename
type: str
encoding: UTF-8

- id: body
size: len_file

no type⇒ byte array

→ .ksy language simplicity
but powerful: unaligned bit types, type switch, byte processing, imports, …



→ visualization and dumping tools
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Why Kaitai

Console visualizer (ksv)



→ visualization and dumping tools
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Why Kaitai

{
"magic": "89 50 4E 47 0D 0A 1A 0A",
"ihdr_len": 13,
"ihdr_type": "49 48 44 52",
"ihdr": {
"width": 300,
"height": 300,
"bit_depth": 8,
"color_type": "color_type_truecolor",
"compression_method": 0,
"filter_method": 0,
"interlace_method": 0

},
"ihdr_crc": "F6 1F 19 22",
"chunks": [
{
"len": 919,
"type": "IDAT",
"body": "78 9C ED D9 31 8A C3 40 14 44 C1 1E E3 FB 5F…",
"crc": "21 CB 54 D1"

},
{
"len": 0,
"type": "IEND",
"body": "",
"crc": "AE 42 60 82"

}
]

}

ksdump (JSON output)



→ visualization and dumping tools
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Why Kaitai

Web IDE (ide.kaitai.io)



→ visualization and dumping tools

23

Why Kaitai

Web IDE (ide.kaitai.io)

input binary file



→ visualization and dumping tools
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Why Kaitai

Web IDE (ide.kaitai.io)

input binary file

.ksy format spec



→ visualization and dumping tools
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Why Kaitai

Web IDE (ide.kaitai.io)

input binary file

.ksy format spec

object tree



Serialization
financially supported by NLnet Foundation
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Serialization

binary data object tree

serialization

parsing

fully working in Java, 
C# and Python in development

reading

writing
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Serialization

→ use cases

1. editing an existing file

2. creating a new file

→ areas of application

▪ format conversions (parse, transform, serialize to another format)

▪ fuzzing

▪ video games modding
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Serialization

→ phases

1. create a KS object

HelloWorld hw = new HelloWorld();
hw.setFoo(new ArrayList<>(Arrays.asList(-4, 65536)));
hw._check();

byte[] output = new byte[8];
try (KaitaiStream io = new ByteBufferKaitaiStream(output)) {

hw._write(io);
}
// output: [fc ff ff ff 00 00 01 00]

More details at https://doc.kaitai.io/serialization.html

https://doc.kaitai.io/serialization.html
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Serialization

→ phases

1. create a KS object

2. set the object fields

3. call _check on each KS object

4. call _write on top-level object

HelloWorld hw = new HelloWorld();
hw.setFoo(new ArrayList<>(Arrays.asList(-4, 65536)));
hw._check();

byte[] output = new byte[8];
try (KaitaiStream io = new ByteBufferKaitaiStream(output)) {

hw._write(io);
}
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https://doc.kaitai.io/serialization.html


28

Serialization

→ Current scope of serialization support

▪ designed for the general case, not average

▪ user must set everything (including lengths, offsets, magic 
signatures), KS checks consistency

▪ only fixed-length streams

▪ value instances have no setters (instead, change inputs and 
invalidate)



Future plans
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Future plans

→ serialization for C#, Python

→ add target languages: Rust, C, Julia

→ support Wireshark dissectors as target
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Thanks!

https://kaitai.io/

https://github.com/kaitai-io

@kaitai_io

https://gitter.im/kaitai_struct/Lobby


