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OS designed to run container workloads

Container OS
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Linux audit framework

• Collect metadata around a security-related, and create an audit
trail

• CAPP-compliant (Controlled Access Protection Profiles) auditing
system

• Built to report the exploits



auditctl, audit.rules & the daemon

• /etc/audit.rules holds the rules

• auditctl to interact with daemon

• Rule is a combination of flag
File system: -w path-to-file -p permissions -k keyname
System Call: -a action,list -S syscall -F field=value -k 
keyname

-a always,exit -S execve -k docker





































“Yes, security is an incremental process, but a needed one."
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