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Kernel contribution workflow
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● Send patches by email to maillists and 
maintainers

● Get reviews in response
● Repeat until everyone is satisfied
● Get patches merged into a subtree
● Get subtree merged into the mainline
● Maybe get a report from a testing system

at some point



Kernel testing systems
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0-Day

syzbot . . .



Reports
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Dashboards
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What is
KCIDB?
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Native tests from kernelci-core

The Big Picture
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The Smaller Picture
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It's all JSON



It's all JSON



Report volume so far
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Dashboard
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https://kcidb.kernelci.org/

https://kcidb.kernelci.org/


Dashboard
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https://kcidb.kernelci.org/

https://kcidb.kernelci.org/


WIP Reports
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https://kcidb.kernelci.org/

https://kcidb.kernelci.org/


The Testing Problem
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Tests are flaky
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● Results depend on hardware, timing, prior state, 
etc.

● Each run can be different
● A broken change might pass and a healthy 

change might fail
● Automated pre-merge testing is still rare
● Nobody stops development to fix CI



Issue masking across
CI systems
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Linaro Tuxsuite

A mass build service, not really a CI
20

https://tuxsuite.com/ Submitter

https://tuxsuite.com/
https://tuxsuite.com/


Linaro Tuxsuite

A mass build service, not really a CI
21

Submitterhttps://tuxsuite.com/

https://tuxsuite.com/
https://tuxsuite.com/


Linaro Tuxsuite

A mass build service, not really a CI
22

Submitterhttps://tuxsuite.com/

https://tuxsuite.com/
https://tuxsuite.com/


Linaro Tuxsuite

No "known issue" tracking
23

Submitterhttps://tuxsuite.com/

https://tuxsuite.com/
https://tuxsuite.com/
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Gentoo GKernelCI



Gentoo GKernelCI
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Submitterhttps://gkernelci.gentoo.org/

Running builds and kselftests

https://gkernelci.gentoo.org/
https://gkernelci.gentoo.org/


Gentoo GKernelCI
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Submitter

Running builds and kselftests

https://gkernelci.gentoo.org/

https://gkernelci.gentoo.org/
https://gkernelci.gentoo.org/


Gentoo GKernelCI
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Post- and pre-merge testing 🎉
https://gkernelci.gentoo.org/

https://gkernelci.gentoo.org/
https://gkernelci.gentoo.org/


Gentoo GKernelCI
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No "known issue" tracking

https://gkernelci.gentoo.org/

https://gkernelci.gentoo.org/
https://gkernelci.gentoo.org/


ARM Kernel CI
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ARM Kernel CI

30

● Post-merge testing
● Running perftool and LTP
● No known issue tracking?
● Switching to an instance of Kernel CI Native

Submitter
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Red Hat CKI
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Submitterhttps://cki-project.org/

Post-merge,...

https://cki-project.org/
https://cki-project.org/


Red Hat CKI

33
Submitterhttps://cki-project.org/

and pre-merge testing 🎉

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitterhttps://cki-project.org/

Running lots of test suites…

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitterhttps://cki-project.org/

on several architectures and lots of hardware

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitterhttps://cki-project.org/

Each test suite can be manually disabled or waived…

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitterhttps://cki-project.org/

depending on kernel tree, architecture, or build

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitter

Known issues are manually maintained,...

https://cki-project.org/

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitter

and link test suite, output file regex, and bug

https://cki-project.org/

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitter

Known test issues are ignored

https://cki-project.org/

https://cki-project.org/
https://cki-project.org/


Red Hat CKI
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Submitter

as well as known build issues

https://cki-project.org/

https://cki-project.org/
https://cki-project.org/


   Native
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Kernel CI Native
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Submitter

Post-merge testing

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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Submitter

Running builds,

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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and several test suites

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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on a lot of (mostly embedded) hardware

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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Submitter

Using Linaro's test definitions and "skipfiles"

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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Submitter

Reporting only new build/test failures

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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Looking at status only

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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Bisecting automatically…

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/


Kernel CI Native
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Submitter

…but reviewing bisection reports before sending

https://kernelci.org/

https://kernelci.org/
https://kernelci.org/
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0-Day



Intel 0-Day
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Post-merge testing

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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Running static analysis,

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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Running static analysis,

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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Running static analysis,

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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builds,

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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and various test suites,

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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including performance tests!

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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Looking at build and test output,

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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and reporting new issues only (regressions)

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel 0-Day
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Failures are bisected and reported automatically

https://lists.01.org/hyperkitty/

https://lists.01.org/hyperkitty/
https://lists.01.org/hyperkitty/


Intel GFX CI
(CI Bug Log)
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Intel GFX CI (CI Bug Log)
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https://intel-gfx-ci.01.org/

Post-merge testing…

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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and pre-merge testing 🎉
https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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Static checks…

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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…and graphics tests

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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A test blacklist is maintained manually

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)

Only regressions are considered…
69

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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and known issues are masked

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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Issues are maintained manually,…

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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and link machines, tests, outcomes,...

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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stdout/stderr/dmesg regexes, and bugs

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/


Intel GFX CI (CI Bug Log)
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Bugs are updated automatically

https://intel-gfx-ci.01.org/

https://intel-gfx-ci.01.org
https://intel-gfx-ci.01.org/
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Linaro LKFT
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https://lkft.linaro.org/

Post-merge testing

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

Runs lots of builds and tests on ARM hardware

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

"Skipfiles" are manually maintained,...

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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and link kernel trees, tests, environments, and bugs

https://lkft.linaro.org/

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

Known issues are manually maintained,...

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

and link kernel trees, tests, environments, and bugs

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

and link kernel trees, tests, environments, and bugs

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

Only new failures/fixes are reported

https://lkft.linaro.org/
https://lkft.linaro.org/


Linaro LKFT
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https://lkft.linaro.org/

But most reports are still manually curated

https://lkft.linaro.org/
https://lkft.linaro.org/
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syzbot



Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

Post-merge testing

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

Fuzzing syscalls in several (instrumented) OS'es

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

Captures crashes, extracts identifying patterns,...

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

and groups them into bugs automatically

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

Generates reproducers automatically, if possible

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

Bisects to breaking/fixing commits, if possible

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

Automatically closes bugs,...

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)
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Submitterhttps://syzkaller.appspot.com/

but creates new ones on regressions,...

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Google Syzbot (Syzkaller)

94
Submitterhttps://syzkaller.appspot.com/

and also has email interface to manipulate them

https://syzkaller.appspot.com/
https://syzkaller.appspot.com/


Summary
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What is an issue?
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● An issue is something that prevents a test from 
passing

● It could be identified using various means, widely 
or narrowly

● It could appear in one or more revisions
● It's augmented by a description and a bug
● It could be created manually, or automatically
● It could be used to waive a failure after running, 

or to avoid running a test altogether



It follows that…
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● Only reporting new failures (regressions), is 
essentially creating an issue and applying it to 
waive failures in the next revision

● Skipfiles, disabled tests, etc. are essentially 
special issues used to avoid running tests



Avoiding running tests
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Reporting regressions
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Waiving failures
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All purposes
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Ideas for
KCIDB

102



Why?
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● Produce useful reports
● Collect known issues in KCIDB
● Share with everyone
● Save time for everybody



Define "issues"
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● Accept automated and manual submissions of 
"known issues":
○ ID
○ test name pattern
○ output name
○ output pattern
○ environment pattern (TBD)
○ bug URLs
○ human-readable comment

● Aggregate using bug URLs



Define "incidents"
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● Accept automated and manual submissions of 
"incidents", linking issues and test runs:
○ test run ID
○ issue ID



Triaging on KCIDB side
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● When new test results arrive
○ Search for issues in them

● When new issues arrive
○ Search for them in test results

● Submit results as "incidents"



Triaging on KCIDB side
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● We won't be able to look for all issues in all test 
results

● How to define applicability and optimize?
○ Define likelihood of issue appearing
○ Prioritize triage of most likely issues
○ Define triage cut-off point before reporting
○ Allow manual override



Challenges
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● Test results come in any order
○ We gotta know commit connectivity

■ Does this commit have parents with this 
issue?

■ Which commits introduce/fix this issue?
■ Which issues parent commits have?

○ Graph database, perhaps?
○ Scan repos on KCIDB side?
○ Accept submissions of connectivity data?



Challenges
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● How do we deal with different test versions?
○ Across CI systems?
○ Over time?



Oh, and also…
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● Build issues?
● Static analyzer issues?



111

Thank you



Join Us!

112



Main repos on GitHub
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https://github.com/kernelci/?q=kcidb

https://github.com/kernelci/?q=kcidb


A bunch of "good first issues"

114
https://github.com/search?q=is:issue...

https://github.com/search?q=is%3Aissue+is%3Aopen+label%3A%22good+first+issue%22+repo%3Akernelci%2Fkcidb-io+repo%3Akernelci%2Fkcidb


Maillist
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https://groups.io/g/kernelci/

https://groups.io/g/kernelci/


Maillist
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https://groups.io/g/kernelci/

https://groups.io/g/kernelci/


Maillist
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https://groups.io/g/kernelci/

https://groups.io/g/kernelci/


IRC channel
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#kernelci at
freenode.net


