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A storyaboutalab...

The fun ...

The misery ...

Systems Software

e Storage systems and 1/0

e Datacenter Resource Management and Scheduling

e Datacenter Accelerators

e Low-overhead, RDMA-based Communication Protocols

e Frameworks and Platforms for High-Performance Data Processing
e Cloud-native computing

Writing proper tests require the same level of engineering effort as the
system they test! Much less attractive to write ....

As opposed to features, the value of tests is seldom visible in the short term

Test automation becomes essential as the projects grow.

)FORTH
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Systems Testing Challenges

Frisbee

e Multiple interacting components

e Multiple programming environments
e Multiple libraries

e Multiple applications

e Multiple architectures

e Multiple clusters

e Functionality and performance are both important
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Key Requirements

Frisbee

e Allow researchers to focus on their systems, minimizing distractions from testing
issues.

e Offers a fully automated and disposable testing environments with the tools that
researchers may need.

e Help researchers under the performance and behavior of their systems, under
various operating conditions.

e Automatically validates the system for transition into erroneous states or SLA
violations.

e Integration with CI/CD pipelines to test early, and test often !
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The testing landscape

Frisbee

:s Binary Processes on Physical Infrastructure
32 Binary Processes on VMs

xs Containers on Docker

:» Containers on Docker-Compose

Containers on Kubernetes

i

Containers on Kubernetes with CI/CD pipelines

4

Frisbee: A Kubernetes-native testing platform
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The testing landscape

Frisbee

e Binary Processes on Physical Infrastructure
x Manual scripts to deploy software and synchronize test-steps.
x Portability of the test
x High maintenance cost

v Low execution overheads
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The testing landscape

Frisbee

e Binary Processes on VMs
x Manual scripts to deploy software and synchronize test-steps.
v Portability of the test
x High maintenance cost

x High execution overheads
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The testing landscape Frisbee

e Containers on Docker
x Manual scripts to deploy software and synchronize test-steps.
v Portability of the test
v Low maintenance cost

v Low execution overhead
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The testing landscape

Frisbee

e Containers on Docker-Compose

v

v
v
v

X

Rich and expressive DSL for writing multi-stage scenarios

A Compose file looks like this:
Portability of the test

services:

. web:
Low maintenance cost Gt
ports:
. - "5000:5000"

Low execution overhead volumes:

- .:/code

. redis:

Bound to a single node image: redis

blldocker -compose up

Creating network "composetest default" with the default driver
Creating composetest web 1 ...

Creating composetest_redis 1 ...

Creating composetest_web_1

Creating composetest redis 1 ... done

FORTH
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The testing landscape

Frisbee

e Containers on Kubernetes

x DSL for deployment and configuration, not for multi-stage experiments
Portability of the test
Low maintenance cost

Low execution overhead

DN N YR N

Multi-node testing environment
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The testing landscape

Frisbee

Containers on Kubernetes with CI/CD pipelines

v

DN N YR N

X

Rich and expressive DSL for writing multi-stage scenarios
Portability of the test

Low maintenance cost

Low execution overhead

Multi-node testing environment

Still requires human effort to analyze the results
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The Frisbee Testbed

Frisbee
Deployment ; Evaluation ; Analysis

| |
. . . . 1 !
Frisbee is a Kubernetes extension that provides: g/ | Templates Ji gy | Worklow I & ”,Q
Al
SN L

1 |

v Rich and expressive DSL for writing \
complex testing scenarios

[o)
Kubernetes Telemetry
Controllers Stack

Commands \L

Fow maintenance cost

Low execution overhead / Cluster N/ Clster \
| )
: -

Frisbee
Operator

[ CRs (YamlFlles) ]
[ CR Definitions ]

Portability of the test

13y B suonelouuy

Overlay Networks

Multi-node testing environment
Pod

Programmatically assertable conditions - :
: k Container Container
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Frisbee
Agents
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A “Hello, Network!” Frisbee test

Frisbee

spec
actions

Scenario

# Create an iperf server

action Instantiate a Service

name

serveee Based on the given template
templateRef

# Create a cluster of iperf clients Then instantiate a cluster of services
action
name
depends running a
assert

state: '{{.state.NumOfFailures()}} >= 1'

metrics: 'avg() of query(metric, 5m, now) is below (1000)"'

When certain conditions are met.

Abort on failures or SLA violations

cluster
templateRef Within the cluster, create 30 services.

instances:

inputs @

e server seconds: "600"
server seconds: "30"

Q schedule:
cron:

Iterating over the given inputs.

Inputs may use addressing macros

Schedule 1 service every 1 minute.

FORTH
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A “Hello, Network!” Frisbee test

Frisbee

SpecC

Create an iperf server

7
O action

Jown
SeIvel

templateRef

Q
]

# eate a cluster of iperf c
9 action
adependas r ,iflfliflg

'"{{.state.NumOfFai
'avg () of query (

metrics

cluster

@ templateRef

instances:

inputs @

Server

Server

@ schedule:
cron:

FOSDEM / D.Testing 2022

Jown

Cient®  cent

HBOH

Jown

Scenario

@ Instantiate a Service

Bitrate

(RS USRI it yon

@ Iterating over the given inputs.
¢ Inputs may use addressing macros

@ Schedule 1 service every 1 minute.

T
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A “Bye Bye, Network!" Frisbee test

Frisbee

Bitrate
~Short-term
veeeeeeeesfNetwork
- Failure

Unexpectedly
slow recovery

e e o 0 0

FOSDEM / D.Testing 2022

@ Abstract failures as Chaos Jobs

@ Enable execution-driven fault injection

T
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Performance

Frisbee

Real-time Clients (Total Ops) Real-Time Operations Historical Operations

Total Operations (by Client)

19:44:00 Add ann

Total Throughput

= Average

Max Latency

t
19:41:00 19
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Scalability

Frisbee

v Cluster

Store size Available size Capacity size
La Last *

workers-0 410M8 workers-0 == workers-0 256 GB

workers-1 169 MB Ti 4 workers-1 == workers-1 256 GB

workers-10  33.0MB workers-10 = workers-10 256 GB

workers-100 33.0 MB workers-100 == workers-100 256 GB

workers-101  83.9 MB workers-101 workers-101 256 GB

workers-102  33.0 MB , - workers-102 == workers-102 256 GB
e

workers-103  69.8 MB s 5 workers-103 == workers-103 256 GB

workers-104  33.0 MB Pumm— workers-104 workers-104 256 GB

workers-105 328 MB [— workers-105 workers-105 256 GB

TR

workers-106  33.0 MB workers-106 workers-106 256 GB

CPU

workers-121  1.02% La: Max
= == master 138MiB 139 MiB
2.05%

workers-122
workers-123 1.22% == workers-0 602MiB 639 MiB
workers-124 4.40% o7y \ workers-1 461 MiB 544 MiB

orkers-125 1,039 d S workers-10 316 MiB 316 MiB
workers-125 1 3

workers-100 306 MiB 306 MiB

workers-126 1 % 1.17%
workers-101 313 MiB 584 M
workers-127 1.21% orkers-10 3MiB 584 MiB
A workers-102 306 MiB 306 MiB
workers-128 6 1.06% _ -—
workers-129 1.12% 1.19% - - workers-103 332 MiB 591 MiB

—I—

ég

workers-104 307 N 582 MiB
workers-13 1.20% workers-10. 07 MiB 582 Mi

=)
8

workers-105  343MiB 442 MiB

10 utilization

Max Last* Max

= master - /dev/sda3 3.84e-8% 0.00000723% . workers-Q-write  0.840B/s 2.10 MB/s

0.00000800% ; = workers-0-/dev/sda3  5.22e-8% 0.00000701% workers-1-writ 0B/s 2.08 MB/s
re=rtl orkers-1 - /dev/sda3  5.81e-8% 0.00000674% T—— workers-10-wi 0B/s 0B/s

0.00000600% N vorkers-10 - /dev/sda3  3.75e-8% 0.00000723% ! workers-100 0B/s 0.483B/s

’ vorkers-100 - /dev/sda3  3.76e-8% 0.00000730% —_— workers-10 0B/s  141B/s
i vorkers-101 - /dev/sda3  9.28e-8% 0.00000862% workers-102-write /s 0483B/s
vorkers-102 - /dev/sda3  4.88e-8%  0.00000764% 5MB/s i 1208/s  26.08/s

vorkers-103 - /dev/sda3 5.3e-8% 0.00000683% ' / 0.483 B/s

0.00000200%

vorkers-104 - /dev 5.71e-8% 0.00000667%
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Elasticity N

Total Operations (by Client)

19:30 19:40 i “040 205 ° 2100 21:10 21:20 21:30 21:40
== client-1

== client-10-0

Total Throughput

7.50K req/s
5K req/s

2.50K req/s
=
=% no - 0 2300 210
Max Min

19:20 2050 © 2100 21:10 21:40 21:50

== Average 5.02Kreq/s 894Kreq/s 1.20Kreq/s

Max Latency

e

0ps e
19:20 19:30 19:40 19:50

20:00 2010 2 2 & & z S oa0” 20" 230”20 Camso T T 220

== Average == 99th == 99.9th == 99.99th
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Availability

60M req/s

50M reg/s

40M req/s

30M reg/s

20M req/s

10M reg/s

0reg/s

== |NSERT
== |NSERT_ERROR

== Total

v Operations

20K req/s

10K req/s

INSERT
INSERT_ERROR

Average

22:51:00

Frisbee

Field

loaders-0

Total Clients

N

225300  22:54:00 225800 225900 230000  2301:00 230200  23.03:00 Docat
! |y Max Min

5.82Mreq/s 6.89Mreq/s 80.6Kreq/s

28.3Mreq/s 50.4M reg/s 4req/s

28.0Mreq/s 57.3Mreq/s 80.6Kreq/s

Average Throughput Average Latency

22:54:00 22:55:00 22:56:00 22:57:00 22:58:00 22:59:00 23:00:00 23:01:00 23:02:00 23:03:00

Mean Max Min

378Kreq/s 8.06Kreq/s 1.56Kreq/s Mear
153Kreq/s 21.5Kreq/s 0.280 req/s = INSERT 2ms
8.63Kreq/s 12.2Krea/s 2.94K req/s = INSERT_ERROR 494ms

FOSDEM / D.Testing 2022
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Assert: Metrics-Driven

Frisbee

Metrics-Driven assertions check whether the system operates within expected limits.

Prometheus / Grafana Real-Time
: Dashboards
|| ¢ ]¥ 8™

Kubernetes API
metrics
of query(metric, 5m, now)

is below (1000)
Container

Telemetry :________ ................. Frlsbee
Agent React 1\ Controller
Agent —

T

FOSDEM / D.TeStIng 2022 INSTITUTE OF COMPUTER SCIENCE




22

Assert: Object State

Frisbee

State-Driven assertions check whether the system transits into erroneous states.

Kubernetes API <

Dependencies Status Update

Assertions

Unrelated
Service(s)

) Related
) Service(s)

Container

Inject Fault

Telemetry
Agent

--------------------- L
Agent

Frisbee

Controller

Managed States

FOSDEM / D.Testing 2022

Pending
Running
Success
Failed
Suspended

FORTH
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Test factories - Reusability

Frisbee

spec
actions
# Create an
action
P = L N

service |
1 templateRef )

- - - e e o e e

iperf server

# Create a cluster of iperf clients

action
name
depends running
assert
state '{{.state.NumOfFailures ()}

metrics: 'avg()_of guery(metric, !

P
belqw (1000) "

| cluster

1 templateRef

1 instances:
I inputs
\ server
—— - — - —
server
schedule:

cron:

# After a while,
action
name :

{&gﬁgnaé_ T
chaos:

templateRef:

1 inputs:

running

>= 1"
m, now)_is _ _
|
|
|
|
seconds "600")

———————————Se—coﬁd?—"%

inject a network partition

Scenario:
netfailure.yaml

\ L = L serveri —SeIvicCa.Ssfiver .and, — duratdon.:"2mY

——————=

o ——,

spec

exposed

inputs:
parameters:
server:
seconds:
—_—— i ——
service:
decorators:
Telemetry:

[

- iperfmo

containers:

- name: app
image: some
Command: . . .

# .. blah blah

server={{“{{.Inputs.Parameters.
seconds={{“{{.Inputs.Parameters.

iperf3 -c ${server}

-t ${seconds}

hidden

server}}”}}
seconds}}”}}

Template:
iperf-client.yam|

N

e e T T T e e

e e e o e o o o o o o e

FOSDEM / D.Testing 2022
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A Frisbee Template

Frisbee

inputs:
'o parameters:
server:
seconds:
service:
| decorators:
I@ telemetry:

' requirements:

persistentVolumeClaim:
name: datastore
spec: ..
containers:
- name:
image:
volumeMounts:
a - name: datastore
mountPath:
Command: . ..

FOSDEM / D.Testing 2022

Functionality

Declarate parameters
Re-use other templates

Deployment requirements

Automation are for free

Use inputs to manipulate the container

FORTH
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Project Structure

Frisbee

rANrEErER-rEE AN AN BN BN BN 2N BN BN AR AN |

.github
api/vialpha1l
charts
controllers
docs
examples
hack

pkg
tools/coverage
.dockerignore
.gitignore
CITATION.cff
Dockerfile
LICENSE

Makefile

\

cockroachdb
fio

iperf
mongodb
platform
redis

tebis

tikv

ycsb

Library of testing
components

FOSDEM / D.Testing 2022

rEErEErEN BN BN |

D

dashboards
examples
templates
.gitignore
.helmignore
Chart.yaml

values.yaml

Components packaged

via HELM

Visualizations & Alerts

Usage
Test Factory

JFORTH
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How to use Frisbee

Frisbee

TL;DR e Quick Tutorial

1. Make sure that kubectl and Helm are installed on your system.

2. Update Helm repo.
>> helm repo add frisbee https://carv-ics-forth.github.io/frisbee/charts
3. Install Helm Packages.

# Install the platform

>> helm upgrade --install --wait my-frisbee frisbee/platform
# Install the package for monitoring YCSB output

>> helm upgrade --install --wait my-ycsb frisbee/ycsb

# Install TiKV store

>> helm upgrade --install --wait my-tikv frisbee/tikv

4. Create/Destroy the test plan.

# Create

>> curl -sSL https://raw.githubusercontent.com/CARV-ICS-FORTH/frisbee/main/charts/tikv/examples/

# Destroy

>> curl -sSL https://raw.githubusercontent.com/CARV-ICS-FORTH/frisbee/main/charts/tikv/examples/

26

TiKV e Charts are self-descriptive

TiKV provides both raw and ACID-compliant transactional key-value API, which is widely used in online serving services, such as the
metadata storage system for object storage service, the storage system for recommendation systems, the online feature store, etc.

TL;DR
Install the platform and dependent charts.

>> helm repo add frisbee https://carv-ics-forth.github.io/frisbee/charts
> helm install my-frisbee frisbee/platform

>> helm install my-ycsb frisbee/ycsbmon . With dependenCieS

>> helm install my-tikv frisbee/tikv

v

Run any of the testing plans.

>> kubectl apply -f examples/plan.baseline.yml . And usage examples

)FORTH
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Summary

Frisbee

e Frisbee: A platform for Kubernetes-native Testing

v

DN N YN

Multi-node testing environment

Similar environment for dey, test, and production
Controllers run within Kubernetes cluster. Batteries-includes
Experiments written in YAML -> Write once / Run anywhere.

System Spinup -> Testing Actions -> System Validation

FOSDEM / D.Testing 2022
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Looking for Collaborators

Frisbee

Devops
e Testing workflows
e Systems for testing

Developers
e Kubernetes Controllers
e TJesting Resources

() https://github.com/CARV-ICS-FORTH/frisbee
Researchers

e Many ideas floating around @ fnikol@ics.forth.gr

FOSDEM / D.Testing 2022


https://github.com/CARV-ICS-FORTH/frisbee
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