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About SCANOSS
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github.com/scanoss
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SPDX
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osskb.org

Over a decade of SCA of

experience as users & vendors

Frustrated with legacy SCA
vendors

Three years of independent
research and development

Agile-driven, native DevOps
support, Open Source



Democratise Open Source Risk Management
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Our vision: 360° Open Source Risk Management
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We're different: 100% Open Source OSRM Platform

WEBHOOK

COMMAND

LINE UI

OSSKB
KNOWLEDGE
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GITHUB
APP

USER
INTERFACE
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First public scanning & inventorying engine

@ SCANOSS e

Open SCA Data, free SBOM

The First Open Source SCA tool and knowledgebase. No strings attached.

Check a snippet here, or download Quickscan

Paste your code here Your code fingerprints

urepath = Ti1e=4062717e83de69514a25cd828eab3013, 412, pasted..wip
for basis in { basis-link’, 'basis’, '’ ): 4-3604501 ¢

for ure in ( Tink', ‘ure’, T 722629

if os.path.isfile(realpath(basepath, basis, ure, 'lib', )4dd861

‘unorc'))

27e3cd
urepath = realpath (basepath, basis, ure) 18=2152ba16
info(3, "Found 4s in %s" % ('unorc’, realpath{urepath,

"ib'}})

# Break the inner loop...

break

# Continue if the inner loop wasn't broken.

else:

continue

1# Inner loop was broken, break the outer

break

The code pasted above is found in lines 137-143 of the file unoconv-0.8.2/unoconv which is part of the component unoconv
version 0.8.2 published by unoconv licensed under GPL-2.0-only with Copyright 2007-2010 Dag Wieers and is affected by
vuinerability CVE-2019-17400 (MODERATE). The original work s available here

CSVSBOM

©.8.2/unacome, 137143, GR-2.0- only, Copyrigh

chivar®.8.2.1ar. gz, CVE

SPDX SBOM CycloneDX SBOM

55:p0- 364631425 194¢ 759 7debalf 16481 480"

components”’ |
I

type let,
been autematically cenerated”. “oublisher®: *unocon”.
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knowledge
base

“https://osskb.org
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lines of known
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in our knowledge
base

20

microseconds

all it takes
to scan a file
and perform an
identification could
be just 0.00002




Easy, rich SBOM for anyone: The QuickScan app

SCANOS

S

SCAN REPORTS

Top Licenses
Files with 0SS Match vs No Match

NN BSD-2-Clause WSS Apache-2.0 BSD-3-Clause
BN GPL-20-only WSS GPL-20-or-later WEEEN GPL-3.0
I GPL-2.0

5 1000 1500 2000 2500 3000 3500
Vulnerabilities Found
CRITICAL

HIGH

I 0SS Match [N No Match

MEDIUM

MODERATE

FILE % MATCH VENDOR  COMPONENT

VERSION LICENSE

VULNERABILITIES COPYRIGHT

wo [ Jexternal/peri/Text-Template-1.5  100% | MSCHOUT | Text-Template
/crypto/perlasm/x86_64-xlate.pl 100% | openssl| openss|
/cerypto/perlasm/cbe.pl 100% | openssl openssl|
/erypto/perlasm/x86gas.pl 100% | openssl| openssl|
/crypto/perlasm/s390x.pm 100% | openssl| openssl|
/erypto/perlasm/x86_64-support| 100% | openssl| openss|
/lcrypto/perlasm/x86nasm.pl 100% | openss| openss|
/test/certs/x509-check.csr 100% | openss! openssl|
/erypto/modes/xts128.c 69% | bitrig bitrig
Available for WindOWS. LinUX, MGC /crypto/pem/pem_oth.c 30% | bitvisor bitvisor
/crypto/engine/eng_dyn.c 20% | bitrig bitrig
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1,56

3.0.0~~alphad.orig-openssl{ Apache-2.0
3.0.0~~alpha1.orig-openssl Apache-2.0
3.0.0~~alpha1.orig-openssl{ Apache-2.0

openssl-3.0.0-alphad Apache-2.0
openssl-3.0.0-alphad Apache-2.0
3.0.0~~alpha1.orig-openssl Apache-2.0
1.1.1g.0rig Apache-2.0
sync_20140507 BSD-2-Clause
0.7-1.2 BSD-2-Clause

sync_20150307-sync_2015( BSD-2-Clause

CVE-2007-5536

Copyright 2013 M. J. Dominus.

Copyright 1995-2020 The OpenSSL Project Authors. All Rights Reserved.
Copyright 2007-2020 The OpenSSL Project Authors. All Rights Reserved.
Copyright 2018-2020 The OpenSSL Project Authors. All Rights Reserved.
Copyright 2020 The OpenSSL Project Authors. All Rights Reserved.
Copyright 1999-2018 The OpenSSL Project Authors. All Rights Reserved.

Copyright (c) 2011 The OpenSSL Project. All rights reserved.

Copyright (c) 1999-2001 The OpenSSL Project. All rights reserved.

(@) scanoss



SBOM standardized form

LEestcll

idisRticnappety
Einest RIS 1015
"oss_lines": "175-184"
"matched": "90%",
"vendor": "unoconv",
"component": "unoconv",
"version": "0.9",
jilatesElaue o
"url": "https://github.com/unoconv/unoconv/archive/0.9.zip"
"file": "unoconv-0.9/unoconv",
"component_id": "c6efablea8df7aca®18b384a9ce26057",
"file_id": "fbad29f459b5d52fcele9596b50f3e8c",
"dependencies": [],
"licenses": [

{

"name": "GPL-2.0-only",
"source": "component_declared"

}
1,
"copyrights"

{

"name": "Copyright 2007-2010 Dag Wieers <dag@wieers.com>",

"source": "file_header"

)
"vulnerabilities

"ID": "GHSA-27p5-7cw6-m45h",

"CVE": "CVE-2019-17400",
"severity": "MODERATE",

"reported": "2019-11-01T17:03:50Z",
"introduced": "",

"patched": "< 0.9.0",

"summary": "Mishandled untrusted pathnames could lead to SSRF",

"source": "github_advisories"

1,
"quality": [
{
YscorellsI12 /51
"source": "best_practices"

}

1,
"elapsed": "0.002990s"
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"Document": {
"specVersion": "SPDX-2.0",
"creationInfo": {

"creators": [
"Tool: SCANOSS Inventory Engine",
"Organization: http://scanoss.con"

: "This SPDX report has been automatically generated",

jcenselistVersion": "1.19"
"created™: "2626-12-10T15:57:14+6688"

"This documer\t was automatically generated with SCANOSS.",
vexternalbocunentRefen + 0
“documentDescribes: [

"Package": {
"unoconv",
9.9

NcopyrightText": "Copyright 2007-2016 Dag Wieers <dagawieers.com>",
"downloadLocation": "https://github.com/unoconv/unoconv/archive/0.9.zip",

"checksun": [

"algorithm": "checksumAlgorth_s
Watuen: "feacozbiddelssbezbdl bcadbcelbo"

1,
"description": "Detected by SCANOSS Inventorying Engine.

"icenseConcluded": ""
“"TicenseInfoFromFiles": "GPL-2.0-only"

{
"bonFormat": "CycloneDX",

"Specversion”: 1.2,
"serialNumber”: "scanoss:prode4-5blebd30a3ode6dedd49nshoa3ba42oc!,

"version": 1,
“conponents” [
{

0: nfiten,
Tisher"': "unoconv",
oconv",

5
" feaco2blddc1556c2bd1361c4dbec1bo"

"licenses": [

"license": {
"id": "GPL-2.6-only"

EEL Sk - comumocondunosom /archive 010l iikmeaigag/uroco )
11

lescription": "Lines matched:

CycloneDX (JSON)

EtD1 //wmavS. o7 g,’moﬂ/nl/rdf—schema:”
<spdx:SpdxDocument rdf:about="https://osskb.org/docs/spdx. rdf#SPDXRef-DOCUMENT">
<spdx:specVersion>SPDX-2.1</spdx: specVersion>
<spdx:datalicense rdf:resource="http://spdx.org/licenses/CCo-1.0" />
<spdx:creationInfo>
<spdx:CreationInfo>
<spdx:licenseListVersion>2.6</spdx: LicenseL istVersion>
<spdx:creator>Person: 0SSKB</spdx:creator>
<spdx:creator>Organization: SCANOSS</spdx:creator>
<spdx:creator>Tool: 0SSKB</spdx:creator>
<spdx:created>2020-12-10T16:00:26+000</spdx: created>
</spdx:CreationInfo>
</spdx:creationInfo>
<spdx:name>test. c</spdx:name>
<rdfs:comment>
This document was created by the SCANOSS engine by scanning against the OSSKB.ORG
</rdfs:comment>
<spdx:relationship>
<spdx:Relationship>
<spdusrelationshipType rdf:resource="http://spdx.org/rdf/terms#relationshipType. describes"
<spdx:relatedSpdxElenent>
<spdx:Package rdf:about="https://osskb.org">
<spdx:name>test. <</spdx name>
<spdx:packageFileNane>test.c</spdx:packageF ileName>
<spdx:downloadLocation rdf:resource="http://spdx.org/rdf/termsinoassertion" />
<spdx:packageVeri ficationCode>
<spdx:PackageVerificationCode>
<spdx:packageVerificationC
</spdx: packageVerificationCodevalue>
</spdx:PackageVeri ficationCode>
</spdx:packageVeri ficationCode>
<spdx: checksum>
<spdx:Checksum>
<spdx:algorithn rdf:resource="http://spdx.org/rdf/ternstchecksumAlgorithn_nds" />

</spdx:Checksum>
</spdx:checksum>
<spdx: licenseConcluded>
<spdx:DisjunctivelicenseSet>
</spdx:DisjunctiveLicenseSet>

"http://spdx.org/rdf/termstnoassertior
ttp:/ /spdx org/rd/termsinoassertion'

<spdx: licenseInfoFronFiles rdf: p://spdx.org/rd
Shttp: //spek.org et 2 |

g f:

<spdx:hasFile>
<spdx:File rdf:about="https://osskb.org/api/file_contents/fbad297459b5d52fce1e9596b50F3e8c">
{1eName>unoconv-0.9/unoconv</spdx: fileName>

SEaTe i mlndn cesolncsticey /epc orelndf/Fopmetceckeimleoritim acsy
<spdx. 2974 sp
</spdx;:Checksum>
</spdx:checksum>
<spdx: licenseConcluded rdf: p://spdx.org,
TeenseTnfoInFile rdf:resource="hees: //spdx.org/Uicenses/GPL-6-only" />
<spdx: copyrightText><! [CDATA
Copyright 2097-2010 Dag Wieers <dagewieers.com>
11></spdx:copyrightText>
</spdx:File>
</spdx:hasFile>

spdx:
</spdx:relatedSpdxElement>
</spdx:Relationship>
</spdx:relationship>
</spdx:SpdxDocument>
</rdf:ROF>

SPDX (RDF/XML)




Software contribution to the community

*https.//github.com/scanoss

SCANOSS 2021 - Visit us at https://www.scanoss.com

SCANOSS

REF. CODE QUICKSCAN
CLIs + WEBHOOK

The Developer’s The Glittery
Enchiridion Brochure

WAYUU API

The Sugar-Free The Gabby Application
Web Server Programmer Interface

ENGINE

The Brainy 0SS The Flying Linked The Almighty
Scanning Engine List Database Mining Tool




Bridging to the community

fossology

:Q ClearlyDefined

0SS

Review Toolkit
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0sSkB (@)

OPEN DATA
KNOWLEDGEBASE
PUBLIC MIRROR

©)
WEBHOOK
©)
GITHUB.APP
©)
SCANNER.PY

©)
SCANNER.C

©)

0OSSKB.ORG




#°9 SCANOSS
¥ FOUNDATION

Non-profit organization
Open governance model

Opens sponsorship program
Facilitates cooperation with other companies
Facilitates community engagement

SCANOSS 2021 - Visit us at https://www.scanoss.com



FOLLOW US, FORK, SHAREI

@scmoss

SCANOSS
@ S o CODE FREELY. FINISH EARLY. TRUST COMPLETELY

O Repositories 10 Packages A eople 3 A Teams [ Proects 5 Setings THE FIRST 100% OPEN SOURCE INVENTORY ENGINE AND ‘LIVE' SBOM
platform Top languages

Stk e o oc @oyoan 03 SCANOSS

peome : S Information Technology & Services - Granada, Andalusia -
F 13 SCANOSS is an open, configurable engine for Open Source Inventory that was built
OB R e specifically for developers

+ Follow Visit website ¢ See all employees on LinkedIn =

) o e Gt e cipmese ©SCANOSS

+ Follow

1db
CANOSS LD (Unkedist daab
®c Bonzo Yo fro Oo No tpameara

]

An SBOM that’s always on

wayuu
This & the Wayu Code freely. Finish early. Trust completely. The first Open Source Inventorying Engine built for modem development teams.
O Bom Yo fro @0 Mo upameaiz s Getin touch
wip
winnowng fnger
oc @ (o]
scanner.py

What do we do?
webhook
This s the reposiay o the SC
®rypen n . We are the first Open Source Inventory engine that

provides developers with a very powerful coding-time
SBOM function. We help them avoid policy issues
before they result in expensive rework, prior to it even
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