
Software Bill of Materials 
Overview

Kate Stewart  
@_kate_stewart



Source: https://xkcd.com/2347/  This work is licensed under a 
Creative Commons Attribution-NonCommercial 2.5 License.

Most companies 
are not able to  

accurately 
summarize the 

software is 
running on their 

systems.

https://xkcd.com/2347/
http://creativecommons.org/licenses/by-nc/2.5/


Software Bill of Materials (SBOM)

An SBOM is a formal record containing 
the details and supply chain relationships 
of various components used in building 
software. 

These components, including libraries 
and modules, can be open source or 
proprietary, free or paid, and the data 
can be widely available or 
access-restricted.

Source:  NTIA’s SBOM FAQ

https://www.ntia.gov/files/ntia/publications/sbom_faq_20200821.pdf








Who should use an SBOM?

Any organization concerned about better supporting their 
software products internally, supporting their customers, and 
positively differentiating themselves in the marketplace should 
consider creating SBOMs and providing them to support their 
customers.

An SBOM is commonly required as part of any product’s BOM 
so necessary information is available:

- Contractual - negotiated terms, implementation strategies
- Legal - compliance with licensing and regulatory obligations 
- Technical - identification of software or component dependencies 

and supply chain risk, vulnerability, safety analysis and asset 
management

Source: NTIA SBOM working group

https://docs.google.com/document/d/12TkhwnZetXt20XjbORIMivlKQIQg9utaB8u1k2DpcE4/edit


When should an SBOM be used?

Source: NTIA’s  Survey of Existing SBOM Formats and Standards

https://www.ntia.gov/files/ntia/publications/ntia_sbom_formats_and_standards_whitepaper_-_version_20191025.pdf


 
and is carried forward into OpenChain 2.1 which is now ISO/IEC 5230:2020

https://www.openchainproject.org/featured/2020/12/15/openchain-2-1-is-iso5230


What should a minimum viable SBOM contain?
NTIA SBOM 
Baseline SPDX CycloneDX SWID
Supplier Name (3.5) PackageSupplier: publisher <Entity> @role 

(softwareCreator/publisher), 
@name

Component Name (3.1) PackageName: name <softwareIdentity> @name

Unique Identifier (3.2) SPDXID: bom/serialNumber and 
component/bom-ref

<softwareIdentity> @tagID

Version String (3.3) PackageVersion: version <softwareIdentity> @version

Component Hash (3.10) PackageChecksum: hash <Payload>/../<File> 
@[hash-algorithm]:hash

Relationship (7.1) Relationship: 
CONTAINS

(Nested 
assembly/subassembly and/or 
dependency graphs)

<Link> @rel, @href

Author Name (2.8) Creator: bom-descriptor:metadata/manuf
acture/contact

<Entity> @role (tagCreator), 
@name

Source: NTIA’s Framing Software Component Transparency: Establishing a Common Software Bill of Material (SBOM)  

https://www.ntia.gov/files/ntia/publications/framingsbom_20191112.pdf


Tool Support for Different SBOM Formats

http://tiny.cc/SWID
http://tiny.cc/SPDX
http://tiny.cc/CycloneDX


Taxonomy used for Classifying SBOM Tools 
Category Type Description

Produce Build Document is automatically created as part of building  an artifact and contains information 
about the build.

Manual A person will manually fill in the information

Audit Tool A source code analysis or audit tool will generate the document by inspection of the 
artifact and any associated sources.

Consume View Be able to understand the contents in human readable form (picture, figures, tables, 
text.). Use  to support decision making & business processes.

Diff Be able to compare two documents of a given formation and clearly see the differences.  
For instance, comparing between two versions of a piece of software.

Analyze Be able to import a document into your system

Transform Translate Change from one file type to another file type while preserving the same information.

Merge Multiple sources of documents can be merged together for analysis and audit purposes

Tool integration Support use in other tools by APIs,  libraries.



Why are you hearing more about them now?



Benefits from Adopting SBOMs

› Identifying both security and license compliance requirements
› Quantifying and managing licenses 
› Identifying and avoiding known vulnerabilities 
› Enabling quantification of the risks inherent in a software package 
› Managing mitigations for vulnerabilities (including patching and 

compensating controls for new vulnerabilities) 
› Lower operating costs due to improved efficiencies and reduced 

unplanned and unscheduled work. 

These benefits can be seen by those who develop software, 
those who select or purchase software, and those who operate 
software, across every sector.

Source: NTIA’s SBOM FAQ

https://www.ntia.gov/files/ntia/publications/sbom_faq_20200821.pdf

