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Hello again!

Long time, no see!





Conference? Nope!Conference? Nope! Ball!Conference? Nope!



Hello for the
 first time!!



LiveJournal, memcached, OpenID, …



a wise friend, Evan



You should try Debian.

- 1999



I reimplemented git in 
Ocaml and Haskell and 
have opinions.



Rust looks like it will be 
interesting.
- 2006/2007-ish



No more Linux.
I only use Windows 
now.
Won't tell you why.





LiveJournal, memcached, OpenID, …
⇨

Google





Welcome to Google!

… a start-up is kinda 
like driving a jet-ski.



But Google's kinda like driving some 
giant cargo ship.
Spin the wheel for 15 minutes and 
nothing happens. But that momentum 
when it does! And those resources!



LiveJournal, memcached, OpenID, …
⇨

Google (social, gmail BE, Android)
⇨

Go for 10 yrs (std, http, CI, …)
⇨

…. 



But time for a change!







What is Tailscale?



Tailscale

● "new style" VPN
○ we don't run any "exit nodes" (you can)
○ end-to-end encryption, SSO identity

● you can talk with peers in your network (your or your organization's devices)
○ or share devices with friends/coworkers

● WireGuard + SSO + key management + ACLs + NAT/firewall traversal
○ "mesh" VPN: peers communicate directly without HW or SW "concentrator"

● gives each of your devices a magic IP addresses that Just Works between 
any OS, any device, any network, without network config

● open source: non-GUI client, Android app, core
○ others beat us to releasing open source server component

● free for inviduals
○ we make money from companies



Any OS?



Linux
Windows
macOS

iOS
Android

FreeBSD, pfSense, OPNsense
Synology

Ubiquiti EdgeRouter
….





If only there was a way to write 
cross-platform native applications!



Electro
n!



Naah





Linux
Windows
macOS

iOS
Android

FreeBSD, pfSense, OPNsense
Synology

Ubiquiti EdgeRouter
….



Linux



Linux, *BSD, etc

CLI & daemon
go install tailscale.com/cmd/tailscale{,d}

/dev/net/tun
netlink, devd for changes



TUN

inject IP packets in/out of kernel
(Tailscale is all userspace)

plan to use faster userspace interfaces 
later



Windows





Windows

use wireguard-go's Wintun
tailscaled (OSS)

tailscale.exe CLI (OSS)
golang.org/x/sys/windows{,svc}
system tray GUI (uses lxn/walk)



winui.go

import ("github.com/lxn/walk" ..)

...
        if a.ni, err = walk.NewNotifyIcon(a.mw); err != nil {
                return err
        }
...
        a.Start = a.addActionLocked("&Connect", false, func() {
                a.b.UpdatePrefs(func(p *ipn.Prefs) { p.WantRunning = true })
        })
        a.Stop = a.addActionLocked("&Disconnect", false, func() {
                a.b.UpdatePrefs(func(p *ipn.Prefs) { p.WantRunning = false })
        })
        a.addSeparatorLocked()

        a.AllowIncoming = a.addCheckedActionLocked("Allow &Incoming Connections", 
"ShieldsDown", true,
                func(p *ipn.Prefs) bool { return !p.ShieldsUp },
                func(p *ipn.Prefs, v bool) { p.ShieldsUp = !v })



macOS



macOS

go install tailscale.com/cmd/tailscale{,d}
-or-

GUI in App Store





Go from Swift



go build -o $X -buildmode c-archive



foo.h
extern void goBeCLI(const char * sharedDir);

foo.swift
    func applicationDidFinishLaunching(_ aNotification: Notification) {
            if let dir = FileManager.default.containerURL(forSecurityApplicationGroupIdentifier: 
FileHelper.appGroupId ?? "") {
            dir.path.withCString {
                goBeCLI($0)
            }
        }

foo.go    (the c-archive part)
import "C"

//export goBeCLI
func goBeCLI(sharedDirStr unsafe.Pointer) {
        ...
        if err := cli.Run(os.Args[1:]); err != nil {
                log.Fatal(err)
        }
        os.Exit(0)



github.com/progrium/macdriver ??



github.com/progrium/macdriver !!



iOS



iOS

Almost identical to macOS codebase
Not open source



Android



Android

github.com/tailscale/tailscale-android
Gio (gioui.org) + JNI

Limited Java











Synology, QNAP, OPNsense, 
FreeBSD, Ubiquti EdgeRouter, ...



GOOS=freebsd
GOOS=linux GOARCH=mips64le
etc



Server-side: all Go



Database: etcd, also Go



And Tailscale's web admin panel?



TypeScript 





TypeScript 

I like TypeScript.



github.com/evanw/esbuild ? 

https://github.com/evanw/esbuild


Go WebAssembly something 
something?



Adding NAT traversal to WireGuard



How NAT traversal works
tailscale.com/blog/how-nat-traversal-

works

https://tailscale.com/blog/how-nat-traversal-works/
https://tailscale.com/blog/how-nat-traversal-works/


golang.zx2c4.com/wireguard

https://pkg.go.dev/golang.zx2c4.com/wireguard




tailscale.com/wgengine/magicsock

https://pkg.go.dev/tailscale.com/wgengine/magicsock






net.IP

https://golang.org/pkg/net/#IP


package net
type IP []byte



mutable



transparent

underlying type is part of the go1 contract,
can't fix after the fact like time.Time



not comparable*

(can't do == or be a map key)

https://golang.org/ref/spec#Comparison_operators


unnecessarily big

24 byte slice header + separate 4 or 16 
byte address array = 28-40 bytes

IPv6 address only 16 bytes



net.IP vs net.IPAddr

a net.IP can't store an IPv6 zone
net.IPAddr does that
(two IP types in std!)



bytes.Equal(net.ParseIP("1.2.3.4"), 
net.ParseIP("::ffff:0102:0304"))



inet.af/netaddr.IP

https://pkg.go.dev/inet.af/netaddr#IP


package netaddr

type IP struct {
    addr            uint128
    famOrZone *intern.Value
}
type uint128 struct {

hi, lo uint64
}

+ immutable
+ opaque
+ comparable
+ 24 bytes
+ IPv4 != IPv6
+ does v6 zones



go4.org/intern

https://pkg.go.dev/go4.org/intern










package netaddr

type IP struct {
    addr            uint128
    famOrZone *intern.Value
}









Questions?

Try Tailscale? It's fun.


