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Explore Record Docs Blog About Login /Signup

> brew install asciinema

Re CO rd a n d S h a re yo u r -=> Downloading https://homebrew.bintray.com/bottles/asciinema-2.0.2_2.catalina.b

ottle.l.tar.gz
==> Downloading from https://akamai.bintray.com/4a/4ac59de631594cea60621b45d85214

L L ]
te rm I n a l Sess I 0 n S e39a90aeba8ddf4eeec5cba34bd6145711
, R R R AR R EHHHEAERRHE . 100. 0%
.bottle.l.tar.gz
13 files, 6.4MB

= -=> Pouring asciinema-2.0.2_2.cata
the rlght Way. ® /usr/local/Cellar/asciinema/2.
> # Now start recording
> asclinema rec

dhC11Nema. recoraing

Forget screen recording apps and blurry asciinema: press <ctrl-d> or type JBRIt" when you're
- 4 < : bash-3.2% # I am in a new shell instance which is being recorded now
video. Enjoy a lightweight, purely text-based bash-3.2$ shalsum /etc/f* | tail -n 10 | lolcat -F 0.3
. . da39a3ee5e6b4b p9 /etc/find.codes
approach to terminal recording. 38dd3earffe l0b34 Jetc/fstab.hd
| A42a5bc4 bb6ab455 /Jetc/ftpd.conf
44235 51ebb6ab455 /Jetc/ftpd.conf.default
" . . B 00:00 E"
Start Recording

Supports Linux, macOS and *BSD




$ asciinema rec

asciinema: recording asciicast to /tmp/tmp2haimar6-ascii.cast

asciinema: press <ctrl-d> or type "exit" when you're done

$ echo —e "Hello FOSDEM\e[35m'21\e[0O!"

Hello FOSDEM' 21

$ exit

asciinema: recording finished

asciinema: press <enter> to upload to asciinema.org, <ctrl-c> to save locally

View the recording at:

https://asciinema.org/a/XSypCU7I1SWGFLVyMPP90CoSE

https://asciinema.org/a/386266




EFxample sessions recorded with asciinema

TTT.TTTT et e eeeeenns 0. .0@@0

B I S taT@. (@

il
- |

term-tris dt cannon featured 01:04 asciicast:326923  featured 04:01 cava - alacritty featured 00:37
: by mat44 :_:ﬂ by lattis ﬂ by fparrav

|cnretemp_cnre4
| coretemp_cores 41C jpretty ~/../propensive/probably
> fury test

— Network Usage —M8M8M8M8M8M8W starting build
| » scala/compiler
| Total RX: 12.2 TB » mercator/core
| RX/s: 1.1 GB/s | » escritoire/core

| L_|-» magnolia/core

| | |—:> £a5 tron omy/core

https://asciinema.org/




Photo by Art Rachen on Unsplash



https://unsplash.com/@artrachen?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/s/photos/honey?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

asciicast v2 format
{

‘version": 2,

"width": 80,

"height": 25,

"timestamp"”: 1504467315,

"title": "Demo",

"env": {
"TERM": "xterm-256color”,
"SHELL": "/bin/zsh"

y
y

https://blog.asciinema.org/post/two-point-o/




asciicast v2 format

[
0.248848,

o,
"\u001b[1;31mHello \uOO1b[32MmWorld!\uOO1b[Om "

|

https://blog.asciinema.org/post/two-point-o/




https://qgithub.com/ContainerSSH/auditlog/

blob/main/codec/asciinema/format.go



https://github.com/ContainerSSH/auditlog/blob/main/codec/asciinema/format.go
https://github.com/ContainerSSH/auditlog/blob/main/codec/asciinema/format.go

# docker run -ti ubuntu




root@bebb26af45f1:/# echo "Hello world!"




Docker

Kubernetes




DON'T
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AT HOME

~
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/etc/ssh/sshd_config:

ForceCommand /usr/bin/docker run -ti ubuntu



/etc/ssh/sshd_config:

ForceCommand /usr/bin/asciinema rec /tmp/ssh.cast —c
"Jusr/bin/docker run -ti ubuntu”
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ContainerSSH
— Launch containers on demand

containerssh.io




Authentication Configuration
Server Server




containerssh.yami

audit:
format: asciinema
storage: file (I\Iice)\lfnvtaf?ﬁettlsrglian.4
file:
directory: /tmp
ssh:
hostkeys:
- /etc/ssh/ssh_host_rsa_key
auth:
url: http://your-auth-server/




# ssh-keygen -A




docker run -d \

——-restart=always \

-v /srv/containerssh/config/:/etc/containerssh/ \

-v /srv/containerssh/audit/:/var/log/containerssh/audit/ \
—-—net=host \

containerssh/containerssh:0.4.0-PR3

docker run -d \
—--restart=always \

-p 127.0.0.1:8080:8080 \

—e CONTAINERSSH_ALLOW_ALL=1 \

containerssh/containerssh-test-authconfig:0.4.0-PR3



POST /password HTTP/1.1
Content-Type: application/json

1

"username': "root"
"passwordBaseb64”;

"remoteAddress": "127 O 0.1"
‘connectionId”: "..."



HTTP/1.1 200 OK
Content-Type: application/json

1

'success ' true,

y










LOGGING

J IN BINARY E

FORMAT




containerssh.yami

audit:
format: binary
storage: file

Change this!
file:
directory: /tmp
ssh;
hostkeys:
- /etc/ssh/ssh_host_rsa_key
auth:

url: http://your-auth-server/




{"connectionId":"JUzu5jfsOFg/4VrPOrhn0OA==","timestamp":1604191190206468356,"type":0,"payload":{"remoteAddr":"51.159.64.178"},"ChannelID":-1,"typeName":"auth_connect"}

{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191191215197738,"type":100,"payload":{"username":"zxin10","password":null},"ChannellD":-1,"typeName":"auth_password" }
{"connectionId":"JUzu5jfsOFg/4VrPOrhnOA==","timestamp":1604191191218795395,"type":101,"payload":null,"ChannelIlD":-1,"typeName":"auth_password_successful"}
{"connectionld":"JUzu5jfsOFg/4VrPOrhn0OA==","timestamp":1604191192366039500,"type":300,"payload":{"channelType":"session"},"ChannellD":-1,"typeName":"new_channel"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191192371807824,"type":301,"payload":{"channelType":"session"},"ChannellD":0,"typeName":"new_channel_successful"}

{"connectionId":"JUzu5jfsOFg/4VrPOrhnOA==","timestamp":1604191192404227483,"type":403,"payload":{"program":"cat /proc/cpuinfo | grep name | wc -1"},"ChannellD":0,"typeName":"exec"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191193914837226,"type":500,"payload":{"stream":1,"data":"Mgo="},"ChannellID":0,"typeName":"io"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191193972906719,"type":300,"payload":{"channelType":"session"},"ChannellD":-1,"typeName":"new_channel"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191193974436934,"type":301,"payload":{"channelType":"session"},"ChannellD":1,"typeName":"new_channel_successful"}
{"connectlonId" "JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191194003700157,"type":403,"payload":{"program":"echo -e

zxm10\\nhngmapo4oGu\\nhngmapo4oGu\ |[passwd|bash"},"ChannelID":1,"typeName":"exec"}
"connectionId":"JUzu5j stFR/4VrPOrhnOA =" "timestamp":1604191195439900100,"type":500,"payload":{"stream":2,"data":"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
D',A.‘AAA}EAAA@AAA%A.‘.AA'% JAVAVA AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA AAAAAAAA AAAAAAAAAAAAARAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA"Y "Channell
ypeName":"io
{"connectionIld":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191195511429304,"type":300,"payload":{"channelType":"session"},"ChannellD":-1,"typeName":"new_channel"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191195512563195,"type":301,"payload":{"channelType":"session"},"ChannellD":2,"typeName":"new_channel_successful"}

{"connectlonId" "JUzu5jfsOFg/4VrPOrhn0A==""timestamp’:1604191195544709399,"type":403, "payload":{"program”:"echo
zxm10\\nhngmapo4oGu\\nhngmapo4oGu\\n\ |passwd"},"ChannellD":2,"typeName":"exec"}

{"connectionId":"JUzu5'stF%/4VrPOrhnO =" "timestamp":1604191197151404722, "tyee" 500,"payload":{"stream":2,"data":"TmV3IHBhc3N3b3JkOiB SZXRSCGU bmV3IHBhc3N3b3JkOiBTbh3JyeSw
g_cg}FZCdecmRzIGRvIG vdC tYXRJaC4KcGcm3dkO|BBdX oZWSOaWthGI biBOb2tlbiBt W5ch\/sYXpr24gZXbe31KcGcmBdkOleYXde 29yZCB1bmNoYW5nZ K"}, "ChannelID":2,"typeName":
io

{"connectionId":"JUzu5jfsOFg/4VrPOrhnOA==","timestamp":1604191197215078761,"type":300,"payload":{"channelType":"session"},"ChannellD":-1,"typeName":"new_channel"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0OA==","timestamp":1604191197219040405,"type":301,"payload":{"channelType":"session"},"ChannellD":3,"typeName":"new_channel_successful"}

"connectionld":"JUzu5jfsOFg/4VrPOrhn0A==" "t|mestam 1604191197248343923,"type":403,"payload":{"program":"cat /proc/cpuinfo rep name | head -n 1 | awk rint
4,$5,$6,$7,%$8,%9; }'"},"Char{neIID" :3,"typeName": execp} yP pay {"prog /proc/cp | grep | | {p

iconnectl nid": "JUzu5:]’stFg/4VrPOrhnOA =","timestamp":1604191198745022396,"type":500,"payload":{"stream":1,"data" :"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAA="Y "ChannelID":3,"typeName": "io"}

{"connectionId":"JUzu5jfsOFg/4VrPOrhn0OA==","timestamp":1604191198803641665,"type":300,"payload":{"channelType":"session"},"ChannelID":-1,"typeName":"new_channel"}
{"connectionId":"JUzu5jfsOFg/4VrPOrhn0A==","timestamp":1604191198805206827,"type":301,"payload":{"channelType":"session"},"ChannellD":4,"typeName":"new_channel_successful"}

"connecti onId" "JUzu5 fsOF /4VrPOrhnOA =","timestamp":1604191198840593268,"type":403,"payload":{"program":"free -m | grep Mem | awk {print $2 ,$3, $4, $5, $6,
73"} ,' hannelIlD": ypeName":"exec"}

{Nconn ecti l}Id" :"JUzu5jfsOFg/4VrPOrhnOA==","timestamp":1604191200586008445,"type":500,"payload":{"stream":1,"data":"MTkdMyAyNDIgMTA4MiAXIDY1OCAxXNTkwCg=="},"ChannellD":4,"typ
eName":"io



{program":"cat /proc/cpuinfo | grep name | wc -I"}
{"subsystem":"sftp" }

{"program”:"ls -la /dev/ttyGSM* /dev/ttyUSB-mod*
/var/spool/sms/>* /var/log/smsd.log /etc/smsd.conf™
/usr/bin/gmuxd /var/gmux_connect_socket
/etc/config/simman /dev/modem> /var/config/sms/>*" }

https://gist.github.com/janoszen/4746a93cfdf5203399c699404ea271be




SSH attacks have become sophisticated.




- Change your SSH port.
e Use SSH keys, not passwords.

e Use 4096-bit keys.

« Avoid common usernames.

(root, test, etc)

« Use key passwords or

hardware tokens.

 Run security updates weekly.




WHAT ELSE

JCAN YOU DOE;

WITH THIS?




Webhosting

Website C

==




Linux Learning Environment

LinuX
User A .

LinuX
User B .




High Security Environment

Object
Storage

Container
Backend




WHAT DOES

J THE FUTUREE;

HOLD?




0.4.0: Audit Logging

This release will feature comprehensive audit logging.

o Add imagePullPolicy to dockerrun backend
& Multi-session containers

@ Audit facility

@ Integration tests

o Kubernetes backend does not display initial prompt

Future

This release collects all desired, but not scheduled features.

@ SSH agent forwarding
@ SSH port forwarding

@ Keyboard-interactive authentication

@ Web client

o Stopping ContainerSSH does not remove containers

|deas

Ideas that are not sure to come.

@ Kerberos/GSS-API authentication
@ Direct shell backend

@ SSH proxy backend

& PAM authentication

@ Support Gitlab ClI runners

@ File manager



Learn more

containerssh.io

debugged.it

~
“
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