
SpecFuzz
Bringing Spectre-type vulnerabilities 
to the surface

Oleksii Oleksenko



Motivation



The slide is intentionally left blank



BOO!



Not scary
at all?

Cute?

Cuddly?



Not scary
at all?

Cute?

Cuddly?



   y = array[x];

Buffer overflow
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x can be 
larger than 
the array size



Bounds check
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if (x >= 0 && x < size) {
   y = array[x];
}

Fixed!



I SHALL BYPASS!



// size = 10
if (x >= 0 && x < size) {
   y = array[x];
}

True

x = 1
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x = 3
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x = 2
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// size = 10
if (x >= 0 && x < size) {
   y = array[x];
}

True



x = 1 Gazillion
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// size = 10
if (x >= 0 && x < size) {
   y = array[x];
}

???
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Hm... Let me 
see your history
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You passed once, 
then again, and 

again...



BOUNDS
CHECKS

BRANCH
PREDICTOR

You will 
pass!



Bounds check bypass
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if (x >= 0 && x < size) {
   y = array[x];
}

Predict true

Execute speculatively



Bounds check bypass
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if (x >= 0 && x < size) {
   y = array[x];
}

Speculative execution:
● Not visible to software
● Leaves detectable traces 

in hardware

Predict true

Execute speculatively



Isn't it a CPU bug?
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SPECTRE V1 IS A FLAW IN OUT PRODUCTS

BUT THAT'S NONE OF OUR BUSINESS 

PRETTY 
MUCH ANY 

CPU 
VENDOR



What can I do?



SERIALIZE

ALL THE THINGS!



if (x >= 0 && x < size) {
__mm_lfence();   // stops speculation

   y = array[x];
}
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if (x >= 0 && x < size) {
__mm_lfence();   // stops speculation

   y = array[x];
}

400% 
SLOWDOWN



ADD

DATA 
DEPENDENCY

TO

ALL THE THINGS!



if (x < size) {
   x = (x < size) ? x : 0;
   y = array[x];
}
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if (x < size) {
   x = (x < size) ? x : 0;
   y = array[x];
}

50% 
SLOWDOWN



We need more precision!
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How do 
we find 

Spectre?



How do we 
find other 

bugs?



Fuzzing!



x = generate_randomized_int();

if (x >= 0 && x < size) {

   y = array[x];
}



x = generate_randomized_int();

if (x >= 0 && x < size) {
__asan_check_if_valid(array + x);

   y = array[x];
}



x = generate_randomized_int();

if (x >= 0 && x < size) {
__asan_check_if_valid(array + x);

   y = array[x];
}

Always valid!



How do we make 
speculative 

execution visible?



Let's 
simulate it!
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void victim_function(size_t x) {
    if (x < size) {
        result &= array[x];
    }
}

Example



void victim_function(size_t x) {
    if (x < size) {
       result &= array[x];
    }
}



void victim_function(size_t x) {
    if (x < size) {
       result &= array[x];
    }
}

<victim_function>:
        CMP %rdi, size
.if:    JL  .else
        MOV array(%rdi), %eax
        AND %al, result
.else:  RET
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void victim_function(size_t x) {
    if (x < size) {
       result &= array[x];
    }
}

<victim_function>:
        CMP %rdi, size
.if:    JL  .else
        MOV array(%rdi), %eax
        AND %al, result
.else:  RET

<victim_function>:
        CMP  %rdi, size
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Checkpoint + 
mispredict



void victim_function(size_t x) {
    if (x < size) {
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}

<victim_function>:
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void victim_function(size_t x) {
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void victim_function(size_t x) {
    if (x < size) {
       result &= array[x];
    }
}

<victim_function>:
        CMP %rdi, size
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        MOV  (%rdi), %eax
        AND  %al, result
        CALL specfuzz_maybe_rlbk
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void victim_function(size_t x) {
    if (x < size) {
       result &= array[x];
    }
}

<victim_function>:
        CMP %rdi, size
.if:    JL  .else
        MOV array(%rdi), %eax
        AND %al, result
.else:  RET

<victim_function>:
        CMP  %rdi, size
        CALL specfuzz_chkp
        JGE  .else
        JMP  .skip
.if:    JL   .else
.skip:  SUB  $0x2, instruction_counter
        LEA  array(%rdi), %rdi
        CALL __asan_load1
        MOV  (%rdi), %eax
        AND  %al, result
        CALL specfuzz_maybe_rlbk
.else:  RET

Bounds check

Checkpoint + 
mispredict

Rollback if 
counter > 250



Demo
Fuzzing OpenSSL



https://docs.google.com/file/d/1g5P6TKAGEabLMmsBl1ltdQQX3bENGCZi/preview


Now what?
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Whitelist patching

61

Instrument all branches except:

● Covered
● No vulnerabilities detected



Speedup
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Speedup

63

Higher 
is better



Speedup
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Higher 
is better



Want more?
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See our paper!



https://github.com/tudinfse/SpecFuzz 

https://github.com/tudinfse/SpecFuzz


Warning!
Academic Code

https://github.com/tudinfse/SpecFuzz 

https://github.com/tudinfse/SpecFuzz


SpecFuzz

Questions?
@oleksii_o

oleksii.oleksenko@tu-dresden.de





Backup
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https://docs.google.com/file/d/1YE-B0cOPQlXLjWuAl7Cu8GAFVA-raCTw/preview


https://docs.google.com/file/d/1QhV8lTGObaRUz9HlJIKPO0H83T2Vy2sf/preview
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