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\ Agenda

e Whatis VM Introspection ?
e VM| ecosystem today
e Rustifying the VM Introspection ecosystem

e Future work



Virtualization @ Rust

e 2015:

o Rust10
o 2016:

o  rustyvisor
e 2017:

o  crosvm

o  Firecracker
o 2019:

O  rust-vmm

o orange_slice

o  cloud-hypervisor

0 Wenzel/awesome-virtualization



VM Introspection \



\ VM Introspection

“Deriving the execution context of a virtual
machine, from the hypervisor interface, by
querying its hardware state, for security
purposes”



VM Introspection : Concepts

Virtualization layer
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e Modify hardware state
o  VCPUs registers
o  physical memory VMI API

Hypervisor




VM Introspection : Core Strenghts

What VM provides:

e VMhardware access

o full system view at hypervisor-level privilege
e Interposition

o control what hardware events to catch

o manipulate what the OS should see of itself



VM Introspection : Scenarios

e When detectability is anissue
o stealth malware analysis
e Need afull-system approach

o  complex debugging scenarios (nested hypervisor)
o advanced in-kernel fuzzing
e Can'trelyonguest OS
o togiveyou aview of itself
o  assuming compromised kernel

o  Unikernel (!)



VM Introspection : Complexity

Introspection
Agent

Breakpoint Semantic
Manager Engine

Event Virtual Address
Dispatcher Translation

VMI API

Virtualization layer
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VM Introspection : Complexity

Introspection
Agent

Breakpoint Semantic
Manager Engine

Event Virtual Address
Dispatcher Translation

Setup a breakpoint callback on “kernel32:WriteFile”

Filter on process name for “cargo.exe”
VMI API

Callback: log function parameters

Virtualization layer
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VM Introspection : Complexity

Introspection
Agent

Breakpoint Semantic
fanager Engine

Event Virtual Address
Dispatcher Translation

Identify VM context: kernel and libraries
Load debug symbols

Identify current running process on VCPU VMI API

Virtualization layer

P e .

Virtual
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VM Introspection : Complexity

Introspection
Agent Virtualization layer

P e .

Breakpoint Semantic
Manager Engine
Virtual

Machine

Event Virtual Address

Dispatcher Translation
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write int3 in memory
register interrupt callback

write original opcode back VMIAPI Hypervisor

singlestep



VM Introspection : Complexity

Introspection
Agent

Breakpoint Semantic
Manager Engine

Event Virtual Address
Dispatcher Translation

Deliver hardware event to each registered callbacks VMI AP

Virtualization layer
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VM Introspection : Complexity

Introspection
Agent

Breakpoint Semantic
Manager
- - - -
- Virtual Address
Dispatcher Translation
Identify paging
Walk paging structures VMI API

Virtualization layer
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VM| ecosystem in 2020 \



VMI API: Hypervisor Support

2007 2011 2017 2019
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VMI Projects : Silos
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The Idea : \
Unifying the ecosystem



\ Unifying the ecosystem
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abstraction layer == cost

\ Unification : Constraints - Speed
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\ Unification : Constraints - Compatibility

Provide a C API
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Unification : Constraints - Cross-Platform

Be easy to maintain on
Windows/Linux




\ Desired Quality - Memory Safety

Virtualization layer

Introspection
Agent
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VMI API

Hypervisor




Desired Quality - Memory Safety

Virtualization layer
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\ Unifying the ecosystem

Speed

C compatibility @

Cross-platform

Memory safety
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Dynamic Analysis
pyvmidbg
icebox

rVMI
LiveCloudKd
DECAF
PANDA
PyREBox

e Drakvuf
Live-Memory Analysis
e \olatility

e Rekall

OS Hardening
Monitoring

Fuzzing
e ApplePie

O https://github.com/Wenzel/libmicrovmi
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libomicrovmi : Playing lego with VM|
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Emulators
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liIbomicrovmi ; Status

B read physical memory
@ r/wVCPUregisters
@ Subscribe on hardware events
@ registers
@ movCRO/CR3/CR4
m  mov DRx
m  r/wMSR
interrupts
singlestep
descriptors
hypercalls
memory
m  r/w/xonframe

O O O O O

] switch on alternate EPT views

e Utilities
o  foreign memory mapping
o  pagefaultinjection

CAPI
LibVMI integration
Xen

o  xenctrl/-sys

o  xenstore/-sys

o  xenforeignmemory /-sys
KVM

o  kvmi/-sys
VirtualBox

o fdp/-sys
Hyper-V

o  vid-sys

QEMU



emo: mem-dump on Xen / KVM / VirtualBox

Activités = Gestionnaire de machines virtuelles v 28janv. 20:23 W L Yawi@d-~

613 tmuxa QU | 1 e

vagrant@ubuntul8e4: $aass < VirtualBox >-----
vagrant@ubuntul8ed: i$ RUST_LOG=debug cargo run --features virtualbox --example mem-dump winxp
vagrant@ubuntul8e4: $  Compiling microvmi ve.1.0 (/home/vagrant/libmicrovmi)

Finished dev [unoptimized + debuginfo] target(s) in 8.73s
Running 'target/debug/examples/mem-dump winxp

2020-01-28T19:23:54Z DEBUG microvmi| Microvmi init

2020-01-28T19:23:54Z INFO fdp| create SHM winxp vagrant-icebox_lcebox sur QEMU/KVM ol

2020-01-28T19:23:54Z INFO fdp) initialize FDP Fichier Machine virtuelle Afficher Touche d'envoi

pausing the VM

i [ =

Max address @20000000 @ . > ll U E .

Dumping physical memory to winxp.dump ¥ Applications 8

resuming the VM

vagrant@ubuntul8e4: $
$

racle VM VitualBox M., ¥ vagrant@ubuntul804: ~

A, winxp [Running

520 winxp.dump

vagrant@ubuntul1864:

ACEEROWE

= =

rant@ubuntulsed


https://docs.google.com/file/d/0BxGDwm2xs-VDaGFQdXVwVkJicE5lVUJLUzRJbzUwb2lZWXhJ/preview

Demo : Intercepting context switch on KVM
CRJ3 events

Activités = Gestionnaire de machines virtuelles v 31janv. 00:53 m

<
6 vagrant@debian10: /vagrant/rust/libmicrovmi Q = R

[22847] CR3: 0x2c00260

[22848] CR3: 0x2c00060

[22849] CR3: 0x2c00260

[22850] CR3: 0x2c00060

[22851] CR3: 0x2c00260 winxp sur QEMU/KVM: 192.168.121.197 =
[22852] CR3: 0x2c00060
[22853] CR3: 0x2c00260
[22854] CR3: ©x2c00060 = »numw- = ]
[22855] CR3: 0x2c00260
[22856] CR3: 0x2c00060
[22857] CR3: 0x2c00260
[22858] CR3: 0x2c00060
[22859] CR3: 0x2c00260
[22860] CR3: 0x2c00060
[22861] CR3: 0x2c00260
[22862] CR3: 0x2c00060
[22863] CR3: 0x2c00260
[22864] CR3: 0x2c00060
WA | [22865] CR3: 0x2c00260
[22866] CR3: 0x2c00060
[22867] CR3: 0x2c00260
[22868] CR3: 0x2c00060
[22869] CR3: 0x2c00260
[22870] CR3: 0x2c00060
[22871] CR3: 0x2c00260
[22872] CR3: 0x2c00060
[22873] CR3: 0x2c00260
[22874] CR3: 0x2c00060
[22875] CR3: 0x2c00260
[22876] CR3: 0x2c00060
[22877] CR3: 0x2c00260
[22878] CR3: 0x2c00060
[22879] CR3: 0x2c00260
[22880] CR3: 0x2c00060
[22881] CR3: 0x2c00260
[22882] CR3: 0x2c00060
[22883] CR3: 0x2c00260
[22884] CR3: 0x2c00060
[22885] CR3: 0x2c00260
[22886] CR3: 0x2c00060

Fichier Machine virtuelle Afficher Touche d'envoi
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\volsnap. PNF
\volune. inf
\volune . PNF

= \WINDOWS N
£ \UINDOWSN.

e Demois runningin nested virtualization


https://docs.google.com/file/d/1ZYlRPL0-7adMmc6cYMy6DVAl5PrvHz2S/preview

\ Future - VM Introspection

e An OS-independent hooking framework
o Hypervisor-based intrusion detection
o Full-system view for debuggers
o Anew layer of hardening and defense in depth
o Snapshot-based fuzzing capabilities

e Make VM Introspection a new commodity



One Last Thing : GSoC

e We will propose libmicrovmi for the GSoC

e Part of the Honeynet organization

Google Summer of Code

e Ideas
e Improve an existing driver
o Xen/KVM/VirtualBox
e Add support for emulators
o QEMU /Bochs/Unicorn
e Propose stealth breakpoints implementation based on EPT

e Addlibloading supportto rust-1lang/bindgen #1541
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