GNUnet

A network protocol stack for building secure, distributed, and
privacy-preserving application

FOSDEM20

Martin Schanzenbach
2/2/2020




The Internet is under attack



The “Internet”

HTTP, Facebook, Google, Libra ...

DNS / X.509

TCP/UDP

IP/BGP

Ethernet

Physical Layer




The “Internet”

HTTP, Facebook, Google, Libris_4

DNS / X.509

TCP/UDP

IP/BGP

Ethernet

Physical Layer

*Images from eff.org



The “Internet”

HTTP, Facebook, Google, Libr=

DNS / X.509

TAD /1IND

*Images from eff.org




The “Internet”

HTTP, Facebook, Google, Libr=

*Images from eff.org




Full-stack replacement of the Internet infrastructure.

e Metadata protection.
e Encryption.

e Decentralization.
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“".com” zone: 5G0Z Bob’s zone: 7F5T

www.bob.com = 1.2.3.4

PUT bob in 5G0Z PUT www in 7F5T

Label | Type Value Label | Type Value

bob PKEY 7F5T www | A 1.234




www.bob.com?

GET bob in 5G0Z
Label | Type Value
bob PKEY 7F5T




www.bob.com?

GET www in 7F5T
Label | Type Value
www A 1234
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2020/2021:

e Make progress with transport redesign/rewrite.
e GNS standardization, documentation.
e GNS alternative implementation (Go).

e Next major releases: 0.13/0.14
Beyond:

e SecuShare
e Additional transports: WiFi/Mesh, Bluetooth, QUIC ...
e GNS .org replacement authority.
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