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Simply Secure

Everyone deserves
technology they can trust.

Simply Secure is a US
non-profit organization
[501(c)3] dedicated to
supporting people working with
the most vulnerable by
designing for safety and
privacy.
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How we do it

|
Se

Design, UX &
Strategy Support

Open Research
& Tools

Building Community
& Convening



The Challenge

Privacy, security, and
safety are critical.
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Most teams lack
design and UX
capacity.

The challenges teams
face are complex and
overwhelming.



So how can we design for safety?

User needs

Human-centered design —
research & testing — is key.

Threats & Risks

How does the technology or
product affect someone’s safety?
Does it introduce new risks?



Your design choices
can cause security
holes

Confused people create
workarounds

Preachy or excessive
information makes people tune
out and/or get annoyed

People will do what it takes not
to think about security
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OK, but how can | start?



The secret sauce:
ux design research

Yes, you can do research
remotely!

Yes, you can do research
in a way that preserves
people’'s agency and
privacy!

Image: Lia Siebert




Ask about mental
models

“How do you think
encrypted messaging
works?”

“What do you think a
password manager is?”

“Tell me what you think is
happening here?”

Image: Molly Wilson




Watch someone
use your tool

“What does this do?”

“What do you think it
does?”




Understand your users’ contexts.



Tools need to 94

| know | should read the terms
WOI’k fOI‘ a" Of and conditions, but | just need
your users in a" to get this done right now.

contexts.



Age: 32

Occupation: Journalist

Threat/Concern: Leaking my sources and

data

‘I need my sources to know that their
information is safe with me and that our
communication is private.”




Age: 26
Occupation: Early Career Researcher

Threat/Concern: Harassment/bullying from
other researchers

‘It's great that | have to review the code of
conduct every time — it will help myself and
others remember how to keep this a safe and
constructive community”




User research can help you to develop
personas and user journeys to understand
where you need to provide better controls and

tools.

Don't just focus on the majority cases, focus

on the high-risk users and understand their
threats.




Who are your users?
What are their needs? B2 S
What challenges do they have I SISO

now?

o Remember to look at
support data (e.g. account
lockouts, password resets,
help requests) to understand
pain points!
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Users need transparency and controls to
evaluate changes they might need to
make.



Start with good ‘C
defaUItS - My pseudonym keeps me safe.

If | need to change my account
al IOW people tO name, | know that | can change
o the setting in my profile.

opt in, rather

than opt out.



OK, show me some examples.



NoScript

Redesign coming soon! Read more: https./simplysecure.org/blog/noscript-case-study

NoScript Opﬂon: . .
R — @ NoScript is:

e — e Atool for power users
e e aETEs e Atool for creating friction, rather

.s : g than removing it
Srimm 8 B e Strict by default
e O (e e Aninteractive tool, not a “set and
S 8 forget” tool
smw 8 8 Kfﬁ. Challenges:
Smm S i e Too many confusing choices.
e Contradictory terms

X&C SIM R e Hard for users to know what
%) €, Temp TRUSTED s ® S O .. firstmonday.org settings will protect them

® DEFAULT ¢ S ® s ...addthis.com

& S TRUSTED & & 0 ...ajax.googleapis.com
© & S (@ UNTRUSTED > ...google-analytics.com
o &£ S TRUSTED & S 0...google.com


https://simplysecure.org/blog/noscript-case-study

NoScript: Process

TRIA TRUST DISABLE

googie.com

hafhaoingd xyz
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clouatlarecom

Reloag

Settings

EMIL THE PRIVACY ADVOCATE

User Interviews

Created Personas

Analyzed Ad & Script Blockers
Analyzed the data

Created and Iterated on
prototypes

Tested prototypes with users
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easy for power users

NoScript buys power users time to make
informed decisions about who they trust



NoScript

Blocking 2 scripts on

e
Redesign coming soon! ™ facebook.com =
]
> AlLow ALLOW ALL
quick&dirty options iy SCRIPTS

o These settings are temporary for this tab, and
will not be remembered unless saved to site.

SCRIPT SETTINGS

Block or allow scripts owned by:

fine-tuning —__y ~ “*=r 23 T8 < scope configurations
<[> fbcd.net 9, TAB V
</> googleanalytics.com 9 Y TR
¢/> example.com 2 ALL V¥
new feature:
SAVE FOR THIS SITE? <

per-site settings

O

“panic button”



PREreview —
Check it out: https./prereview.org/ and Rapid PREreview: https://outbreaksci.prereview.org/ PREREVIEW

ouTBREAKS cience Moot Code o Conduct_ Extension AP1Login |

Preprint with reiews o requestsfor reiews PREreview is:
““““““““ D o e A platform for crowdsourcing of

Uncanny similarity of unique inserts in the 2019-nCoV spike protein to HIV-1 gp120 and Gag

B ae ‘ ‘ I I"\ ﬂj @ @ @ p . @ preprlnt reVIGYVS .

- e Atool for cultivating more open
Eﬁf’ —| OUTBREAKSCIENCE E feedback in science

= B oo |1 - v — | Rapid PREreview 9

S * Supporting the development of

Y

'p —— B expertise through open peer review

Requests for review 2

Challenges:
e Completely new process
et s e Two lterations at the moment: Rapid
: & Regular
e Many researchers are still learning
how to work in the open
e Researchers fear retaliation

in real time: Analysis of the atypical pneumonia outbreak Jan. 28, 2020

in Wuhan, China, 2019-20



https://prereview.org/
https://outbreaksci.prereview.org/

PREreview: Process
Check it out: https./prereview.org/ and Rapid PREreview: https://outbreaksci.prereview.org/

e User research & interviews to
understand the challenges,
concerns, interests and current
contexts

E» %g:séiﬁ';sg'\‘c‘f About  Code of Conduct  Extension  API a

Personas

Personas allow you to manage your identity on Rapid PREreview. Personas can be public (linked to your ORCID profile) or kept anonymous.

Th v s e et e hn s i i s o s o dbackon e, b hangad |nteresting Design ldeas
e Repetition of the Code of Conduct
on every submission
P ° U-sers-c-an have multiple ways
Q s (identities or personas) to represent
them on the platform — one is
Notifications pseudonymous
e Admins/Moderators can still
moderate their behavior

@ Itis recommended that you set an avatar for each of your personas. Click on the Edit buttons below to do so

Enabling notifications ensures that you receive an email every time a review is added to a preprint for which you requested reviews. The
email provided will only be used for notifications and will never be shared.

®


https://prereview.org/
https://outbreaksci.prereview.org/

Current Projects o pgth on’

e Improving the usability of the Python PIP CLI

(command line interface)
Note: Developers are users too!
e Collaborating with Ura Design to improve the

admin and whistleblowing interfaces with GLOBALEAKS
Globaleaks
e Working with funders to improve their P
workflows for their applications and websites | | OPEN TECHNOLOGY FUND

e Supporting the design of tools for collecting
leads around disinformation in communities

e Working with Tor to make their metrics more :
accessible & useful @ '

e And more!


https://www.python.org/
https://ura.design/
https://www.globaleaks.org/
https://www.torproject.org/

Topics from the Knowledge Base

NEEd help? :::ﬁgz:we' . > Foundations: .

Explore our knowledge base: e <

. F < P N
https://simplysecure.ora/ Sectrity Privacy, . [ Fo P Vser
kﬂOWledqe-base/ and Transparency Research

UX Starter Kit: ‘ | \
https:/simplysecure.org/ux-star pEesiggs = Feetepvengy FRseeral

ter-pack

Knowledge: User Secure
Research Communications
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https://simplysecure.org/knowledge-base/
https://simplysecure.org/knowledge-base/
https://simplysecure.org/ux-starter-pack
https://simplysecure.org/ux-starter-pack

Thank you!

If you are interested in being more
involved in our community, working with
us, or supporting our work — get in touch!

‘ @simplysecureorg
contact@simplysecure.org
_‘ simplysecure.org

Georgia Bullen

@georgiamoon

georgia [at] simplysecure [dot] org



