Watching them
Wcltchmg

Konark Modi | @konarkmodi

Santiago Saavedra | @ssice
Sofia Présper | @sofipros @

github.com/cliqz-oss/local-sheriff trackula.org



Top S trackers in Europe

O

Google Facebook Amazon Criteo INFOnline Microsoft

Source: whotracks.me from December 2018



How does it work?
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TELLTALE URL

A URL which contains sensitive information
or can lead to a page which contains
sensitive information



EXAMPLE #1

™ donstemozlaorg | Ghetobe X+
CcC o0& https://donate.mozils.org/en-us/thank-you/:email= konark%40cliqz.com&country=germany&payment=stripe&str_amount=2008s! .y

From all of us at Mozilla
Thank you

work hard to protect the
web. We want to keep y
the loop!




2019-01-30 16:29:49 GET |https://fonts.googleapis.com/¢ss? family=Nunito+Sans:600,400,300,700,300italic|Zilla+Slab:300,700 HTTP/2.0
Request Response Detai

:authority:
user-agent:
accept:
accept-language:
accept-encoding:
referer:

pragma:
cache-control:
te:

Query

family: Nunito Sans:600,400,300,700,300italiclZilla Slab:300,700

IDENTIFYING LEAKS

fonts.googleapis.com
Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:65.0) Gecko/20100101 Firefox/65.0

text/css,*/*;q=0.1

en-US,en;q=0.5

gzip,—deflate,br
https://donate.mozilla.org/en-US/thank-you/?payment=Stripe&str_amount=200&str_currency=usd&str_id=ch_1DmTVmG8Mmx3htnxa
JOLp&str_frequency=one-time&email=konark%40cliqz . comcountry=Germany&test=ost&test=ht1&ul=en-us&de=UTF-8

no-cache

no-cache

trailers




et o4 ot ait s X

- Extension (Local Sherf) _ moz-extansion: /e26cbcba-bO40-sed2-8ad5-»41219d8 2090 emplates/controk-panel

=konark@cligz.com
t " ]7Ihim-partydomains wr :lzammmcomnaniesl

Company Website

Unknowr

Detailed Logs

ats oz org/en-US/inank-you 7payment=Siripedstr amount=2008str currency=usdstr idech 10mT[mGEMMXNXagEHOLpAr froquency=one-tmed

e



EXAMPLE #2

eoe 4 Tranine x|+

« co a ttps: s rainline.u/order/ 3551 o N

PURCHASE no. 3€SI jookedby  Konark Kumar Modi

trainline : o7l Hewp

Your tickets have been sent to m

Minchen Hbf

09:47 Minchen Hbf (Munich, Main Stat
13:40 Frankfurt (Main) Hf (Main Statio

14:49. Frankfurt (Main
15:56 Marburg (Lah

@) Proof of payme

Minchen Hbf




2019-01-30 13:20:01 GE

s [9/57)

nttpsK3ARZFXZF

IDENTIFYING LEAKS

https: //mww. Facebook . con/connect/ping?client_id=1581886907984208donain=mmw. trainline. euboriginelbredirect_uri=https3
text/htnl [no content] 64Sms
Request e
wan. facebook..com
Mozil1a/5.0 (Macintosh; Intel Mac 05 X 10.14; rv:65.0) Gecko/20100101 Firefox/65.0
text/htnl, application/xhtmlxml, application/xml;q=0.9, inage/webp, */*;q=0.8
en-US, en; =0
gzip, deflate, br
https://www. trainline. eu/order/3es
[m:auto]
158788690798420
waw. trainline. eu
https: //staticxx. facebook. con/connect/xd_arbi ter/r/QURNGXEBZ06. 5 7version=43#cb=F3af ca22biaBaethdonain=mmw. trainline . euborigin
waw. trainline. euk2Ff305 &relation=parent
KEm, STgNed_Tequest
joey

2019-01-30 13:20:04 GET h

mage/gur
Request
Query
1
v 73
a: 3391019
t: pageview
dl:  https://wew.trainline.eu/order/3es
dp:  /order/3eS
de:  UTF-8
dt:  Trainline
s 24-bi
sri 1440x900
v 1440x768
je:

u:  SACAAEAB:

cid: 74907457.1547030334
tid: UA-16633907-29
1104044393 15488
2ng1d1TPZ2XP
visitor

1

07

EUR
2: 517146697
5 [15/50)

ps://www.google-analytics. con/cpllect?va1&_v

17380=33

ainline. eu2Ford

9198t-pagevi ent_s=18d1=ht tpsKIARZFR2Fwmw

2:help q:back [*:8098]




trainline.eu/order/3e5

trainline.eu/order/3e5

has been leaked to 17 third-party domains , owned by 5 different companies courtesy 1 website.

Company Website

Facebook www.trainline.eu
Google www.trainline.eu
Microsoft www.trainline.eu
ThreatMetrix www.trainline.eu

New Relic www.trainline.eu




EXAMPLE #3

You are logged in as order # 80_
Ticket Email: modi konar_

Cancellation / name change # 8075—

4 Aug., 05:00 Munich central bus station — Innsbruck SiidbahnstraBe

Konark modes

Mobile phone number: +4976 | | R

Cancel entire bool



IDENTIFYING LEAKS

Request URL: https://fonts.googleapis. com/css?family=PT+Sans+Narrow:400,700
Request Method: GET

Status Code: ® 200

Remote Address: [2a00:1450:4001:821::200a] :443

Referrer Policy: no-referrer-when-downgrade

» Response Headers (15)

v Request Headers

bus.de/rebooking/mobile/auth?orderId=80 [iscniqdwnu919990




EXAMPLE #4

book.lufthansa.com

Manage ail your bookings online
o ragiuter o

Edit your booking

Re his flight

Visa and immigration data (APIS)

Upgrade this flight
Passenger 1 (Adult) Addichange ssets

Personal details Enter VISA information

Enhance your trip

Add baggage

Buy Rail&Fly tickets

Add travel insurance




IDENTIFYING LEAKS

0339651b1

to 4 third-party domains , owned by 4 different companies courtesy 2 website.

Company Website

Detailed Logs

(REDACTED)




EXAMPLE #5

<« G @& hitps://wwwspotify.com/de/account/overview/

eee Kontodbersicht - Spotity X+

)

Du nutzt zurzeit Spotify Free. Mit Spotify Free
horst du Werbung, kannst deine Musik nicht
offiine haren oder Songs auf deinem Handy
direkt abspielen. Du kannst jederzeit zurlck
8 Benachrichtigungen " .

2u Spotify Premium kommen

@  Datenschu

«*  Offiine-Gerite

Q  Playlists wiederherstellen

&  Abonnement

hast, etwa im Internet, auf dem Handy, dem
o Computer oder anderen Geréten.




IDENTIFYING LEAKS

-18 03:27:23 GET https://sb.scorecardresearch.com/b 8¢2=156540418&ns__t=1521340042970&ns_c=UTF-8&c8=Konto¥(3%BCbersicht¥20-%20Spoti

2Faccount%2Foverview¥2F¥%3Futm_source¥%3Dspotify%26utm_medium%¥3Dmenu¥26utm_cam
I

-~ 204 No Content [no contént] 24255

Request Response Detail
Host: sb.scorecardresearch. com
Connection: keep-alive
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_12_6) AppleWNebKit/537.36 (KHTML, like Gecko) Chrome/65.0.3325.146 Safari/537.36
OPR/52.0.2871.20 (Edition beta)
Accept: image/webp,image/apng,image/*,*/*;q=0.8
Referer:

https://www.spotify.com/de/account/overview/?utn
=NAphCkkKDVNwb3RpZnktdXN1cnMSCmtvbmFyazMwMDMaAS¢c

Accept-Encoding:
Accept-Language:
Cookie:

Query

cl: 2

(3 15654041
ns__
ns_c: UTF-8

ULASATVITPBMCA
gzip, deflate, br
en-GB,en-US;q=0.9,en;q=0.8
UID=175230194187173be228dcg1521336255; UIDR=1521336255
[m:auto]

t: 1521340042970

c8: Kontoubersicht - Spotify

cZ: https://www.spotify.com/de/account/overview/?utm_source=s
b3RpZnktdXN1cnMSCmtvbmFyazMwMDMaASgBASUNnxqlaMiIKCFqOQbXqyPevEhbh



IDENTIFYING LEAKS

@ Secure www.foodora.de/

& foodora

20cbc08-6049-s0a2 805 0412 X+

' (17 & Extension (Local Sheriff)  moz-extension://e26cbcb8-bo49-ee42-Bad5-a412{9d8209b/templates|control-panel html

48.1513886

18 third-party domains , owned by 7 different companies courtesy 1 website.

Company Website
Unknown www.foodora.de
Google www.foodora.de
Amazon www foodora.de
Facebook www.foodora.de
New Relic www.foodora.de
Sift Science www.foodora.de

TrackJ$ www.foodora.de
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RISKS OF TELLTALE URLS #1

Websites are carelessly leaking sensitive PlI
information to plethora of third-parties



RISKS OF TELLTALE URLS #2

e Most often without users' consent

crazyegg doubleclick facebook
google-analytics qubityahoo

bstatic
coremetrics ek facebook
qubit




RISKS OF TELLTALE URLS #3

More dangerously: Without the websites
realizing themselves.

Protecting your details and protecting yourself against
internet fraud

Here are some simple steps

fidential - upon makin

person in your booking. It is impo t you keep y

Other persons may be able to access your booking details through our

booking ref them. Third-party Leaking via header Leaking via Query Parameters

boxever.com Referer
googletagmanager.com Referer
facebook.com Referer
facebook.net Referer
google-analytics.com Referer
coremetrics Referer
ads-twitter.com Referer
qubitproducts Referer
crazyegg.com Referer
ek.aero Referer
cloudfront Referer




MISSING PIECE

o [14/36) [+:9999]

©3 Inspector ) Console O Debugger () Style Editor Performance

? Cookies Params  Response ~

Request URL: http
Request method: GET
Remote address: 208

s code: €D @

~BEBBEBB




EMPOWERING USERS'

1. Easy to Install

2. Monitor & Store all data being exchanged while a user surfs
the web.

3. Easy to identify which companies are behind tracking

4, Search interface to find leaks



LOCAL SHERIFF

GET /2019/01/30/weather/winter-weather-wednesday-wxc/index.html HTTP/1.1

Host: edition.cnn.com

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.14; rv:65.0) Gecko/20100101 Firefox/
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate, br

Referer: https://edition.cnn.com/

Connection: keep-alive

Cookie: tryThing00=8605; tryThing@1=1282; tryThing02=4806; ug=5c51a3940de4a30a3f8607001636
Upgrade-Insecure-Requests: 1

1. Monitor all Webrequest that take place in the browser
https://developer.mozilla.org/en-US/docs/Mozilla/Add-
ons/WebExtensions/APl/webRequest



LOCAL SHERIFF

ow xtreme cold weather swee 95 X+

C @& hip:

NN Vore

!wzmmmumwmuwws on
-_ " —_—y rp PR o e
[ Console O Debugger 3 Inspector () Style Editor @ Performance 1} Momory = N 8 sworage ¢ Accessivity ) HTTPS Everywhere

domaineoncom First party - edition.cnn.com | e css s

3rd parties on
edition.cnn.com

E
stat

200}
200}
an
[200]
200}
200}
[z00]
[200]
02
[200]
200}
[200]
200}
200
an
02

2. Classify as first party vs third-party




LOCAL SHERIFF

9 2 Q 0 =

ORACLE MAXYMISER TRACKER RANK opeRATES UNOER
185 /1116 maxymiser.net
Ouned by Oradie
4 o Relatvey prevalen

optimization/index.html

3. Locally shipped copy of hostnames to Companies
Source: https://whotracks.me
https://github.com/cliqz-oss/whotracks.me



LOCAL SHERIFF

(XX 26cbcb8-b949-0e42-8ad6-a4121 X +

C' @ & Extension (L b d 1. html =t L ® °

Local Sheriff

Clear Data

4, Search interface



LOCAL SHERIFF

m donate mozila.org | Ghe o X+

C Q https://donate.mazila.org/en-US/thank : usdistr id=ch 1DmTV

From all of us at Mozilla
Thank you

We're working hard to protect the
open web. We want to keep you in
the loop!

= konark@cliaz.com

'm okay with Mozilla handiing my info as

2

o




LOCAL SHERIFF

=konark@cligz.com

Detailed Logs




LOCAL SHERIFF

facebook.com/tr

1 third-party domains , owned by 1 different compal ourtesy 4 website.

Company Website
Facebook www.lieferando.de
Facebook www.nytimes.com

Facebook www.thetrainline.com

Facebook www.trainline.eu

Also found in third-party urls courtesy shop.flixbus.de:
com/tr/ flixbu:
.08. & €id=2152727 t=
(not+set),& ga=2.144760631.221776319.1531949772-96041186.152727

CEDCEIETITIEITY Ba5 4E. Fsl.1.0.8T7LM




f

Company
Facebook
Facebook
Facebook
Facebook
Facebook
Facebook
Facebook
Facebook
Facebook
Facebook

Facebook

LOCAL SHERIFF

fr=0Sh6fFpK7USdFhOw3.

owned by 1

Website
www.flixbus.de
shop.flixbus.de
www.bild.de
www.trainline.eu
www.cleartrip.com
www.foodora.com
www.foodora.de
edition.cnn.com
www.nytimes.com
www.c-and-a.com

www.macworld.com

courtesy 11 website.




LOCAL SHERIFF

Also found [EEEETSICrY=Y in third-party urls courtesy www.trainline.eu:

https://www.facebook.com/tr/? _
146

e&ec=0&0=284it=1532015666967

BaSJ4E..Fsl.1.0.80T7LM

trainiine.eu/order/ 3051

PURCHASE no. 3ES ooked by Konark Kumar Modi

trainline : e

Your tickets have been sent to

Manchen Hbf

@) Proof of payment

ichen Hb




LOCAL SHERIFF

Also found in third-party urls courtesy www.foodora.de:

https://www.facebook.com/tr/?

id=1611247079118723&ev=PageViewad=http .1520188/Ing/11.620593399999962/pl2/81925/city/Miinchen/address/Rosenkavali
erpl.%2010%2C%2081925%20M%C3%BCnchen%2C%20D I www.foodora.com/&if=false& 77008sw=1280
85h=8008v=2.8.264r=stable&ec=4&o=288it=1536244944545

DTS Ba5J4E . FuR.1.0.BbKTy8.

< C & https://www.google.com,

= 48.1520188,11.6205933999999

~

Rosenkavalierpl. 10, 81925 Miinchen




URL

www.bild.d

edition.cnn.com

www.trainline.eu/order/3e5<Redacted>

www.foodora.de/en/restaurants/lat/48.1520188/Ing/11.
620593399999962/plz/81925/city/Miinchen/address/

Analytics Backend

Cookie
fr=0ShéfFpK7USAFhOwS3.

fr=0Shé6fFpK7USdFhOw3.

fr=0Sh6fFpK7USdFhOw3.

fr=0Shé6fFpK7USdFhOw3.




Audit tool



PLATFORMS

https://github.com/cligz-oss/local-sheriff
https://github.com/cligz-oss/local-sheriff#tapp-store-links

)9 0 9 Q@



How to explain the problem to
an average user?

al.
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DATA GATHERED SINCE

C Reset Data

_ Recent Site
DATA N
& Save Data

€ Lightbeam
VISUALIZATION



) rackula

World known

(visited websites)

Underworld

(third parties involved)




Video demo not available on the PDF version.
The video is available at:
https://assets.trackula.org/2019-trackula-plugin-usage.mp4


https://assets.trackula.org/2019-trackula-plugin-usage.mp4
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FUTURE WORK

o O

Local Sheriff: notify user of form data leaked
Local Sheriff as a privacy analysis “engine”
Lower-level language (wasm); HAR support
Trackula as a Ul and client of Local Sheriff
Sharing technology for GDPR compliance



Questions?

Konark Modi | @konarkmodi

Santiago Saavedra | @ssice
Sofia Présper | @sofipros @

github.com/cliqz-oss/local-sheriff trackula.org



