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Human Experience

Human Effort

Human Rights

Ethical Design
Respect

Technology that respects 
human rights is 
decentralised, peer-to-
peer, zero-knowledge, 
end-to-end encrypted, 
free and open source, 
interoperable, accessible, 
and sustainable. 

It respects and protects 
your civil liberties, 
reduces inequality, and 
benefits democracy.

Technology that respects 
human effort is functional, 
convenient, and reliable.  

It is thoughtful and 
accommodating; not 
arrogant or demanding. It 
understands that you 
might be distracted or 
differently-abled. It 
respects the limited time 
you have on this planet.

Technology that respects 
human experience is 
beautiful, magical, and 
delightful. 

It just works. It’s intuitive. 
It’s invisible. It recedes into 
background of your life. It 
gives you joy. It empowers 
you with superpowers. It 
puts a smile on your face 
and makes your life better.

Human  
Rights

Human 
Effort

Human  
Experience

Delightful

Functional,  
convenient & reliable

Decentralised, private, open, 
interoperable, accessible, secure & 

sustainable

The 'Ethical Hierarchy of Needs’- Source: https://2017.ind.ie/ethical-design/
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ABSTRACT
The strength of an anonymity system depends on the number
of users. Therefore, User eXperience (UX) and usability of
these systems is of critical importance for boosting adop-
tion and use. To this end, we carried out a study with 19
non-expert participants to investigate how users experience
routine Web browsing via the Tor Browser, focusing par-
ticularly on encountered problems and frustrations. Using
a mixed-methods quantitative and qualitative approach to
study one week of naturalistic use of the Tor Browser, we
uncovered a variety of UX issues, such as broken Web sites,
latency, lack of common browsing conveniences, di↵erential
treatment of Tor tra�c, incorrect geolocation, operational
opacity, etc. We applied this insight to suggest a number of
UX improvements that could mitigate the issues and reduce
user frustration when using the Tor Browser.
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• Security and privacy → Usability in security and
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1 INTRODUCTION
Anonymity plays a vital role in modern societies. Using the
protective cloak of anonymity, whistleblowers are able to
inform the public of malicious behaviors of governments
and corporations, journalists are able to contact sources and
perform research on subjects of interest, immigrants, abuse
victims, and other at-risk individuals are able to seek help
and information, and citizens are able to maintain privacy
and express ideas without fear. Anonymity helps many people
protect their rights or keep themselves safe from embarrass-
ment, physical danger, or in some cases, even death. Achiev-
ing anonymity in the Internet age is becoming increasingly
di�cult due to the prevalence of tracking mechanisms and
metadata collection and requires more advanced tools [31].
One such tool is Tor [9], an overlay network that provides
metadata obfuscation by routing Internet tra�c through
randomly selected, volunteer-run relays, with each relay pro-
viding a layer of encryption.

The strength of an anonymity system such as Tor depends
on the number of indistinguishable users, called its anonymity
set [8]. In an e↵ort to strengthen the network and expand the
set of indistinguishable Tor users, the Tor Project provides
the Tor Browser that makes users less distinguishable by
countering some application-layer tracking techniques, such
as cookies, User-agent strings, or browser fingerprinting
mechanisms. Since the extent of anonymity is dependent
on the number of indistinguishable users, it is important to
provide user-centered security [44] by paying attention to the
User eXperience (UX) of the Tor Browser. Poor UX tends to
drive users away, thus negatively impacting the strength and
quality of anonymity provided by the Tor network. Further,
the more diverse the Tor user base, the less an adversary
may infer about any individual user. Those whose anonymity
needs may not be strict enough to tolerate UX frustrations
and inconveniences may still be willing to use the Tor Browser
if the UX is improved, thus diversifying the Tor user base.

Yet, there has been little research on the Tor Browser UX.
Existing work related to the topic is outdated [5], narrow in
focus [28], or limited to lab settings and specific tasks [32, 33],
thus limiting the utility and impact of the findings. We aim
to fill this gap via the following research question:
How do users experience routine Web browsing when using
the Tor Browser?
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Turtles, Locks, and Bathrooms: Understanding
Mental Models of Privacy Through Illustration
Abstract: Are the many formal definitions and frame-
works of privacy consistent with a layperson’s under-
standing of privacy? We explored this question and iden-
tified mental models and metaphors of privacy, concep-
tual tools that can be used to improve privacy tools,
communication, and design for everyday users. Our
investigation focused on a qualitative analysis of 366
drawings of privacy from laypeople, privacy experts,
children, and adults. Illustrators all responded to the
prompt “What does privacy mean to you?” We coded
each image for content, identifying themes from es-
tablished privacy frameworks and defining the visual
and conceptual metaphors illustrators used to model
privacy. We found that many non-expert drawings il-
lustrated a strong divide between public and private
physical spaces, while experts were more likely to draw
nuanced data privacy spaces. Young children’s draw-
ings focused on bedrooms, bathrooms, or cheating on
schoolwork, and seldom addressed data privacy. The
metaphors, themes, and symbols identified by these
findings can be used for improving privacy communica-
tion, education, and design by inspiring and informing
visual and conceptual strategies for reaching laypeople.
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1 Introduction
Though many philosophical theories of privacy have
been proposed, there has been little focus on laypeople’s
conceptions of privacy. A formal lay theory of privacy
could help privacy researchers better understand and
model behaviors of everyday people. We performed an
exploratory analysis of a set of 366 open-data drawings
solicited from both children and adults responding to
the prompt, “What does privacy mean to you?” We ex-
plored how both privacy experts (i.e., privacy scholars,
students, and professionals) and non-experts conceptu-
alize and visualize privacy with the hope of informing
risk communication, privacy tools design, and iconog-
raphy. Our process of qualitative coding is discussed at
length, and constitutes a productive contribution to pri-
vacy fields in and of itself by defining a framework to
codify the visual language of privacy.

Privacy scholars have wrestled with the challenge of
defining and conceptualizing privacy. Dozens of theories
and models of privacy have been formed, from the sem-
inal “right to be let alone” [57] to the common notion of
privacy as control over information [39]. To allow nuance
and flexibility, Solove’s “A Taxonomy of Privacy” [53]
rejects the need for a single definition and compellingly
defines a taxonomy of privacy concepts that encompass
key elements of previous definitions.

Despite so many philosophical and legal perspec-
tives, there has never been a comprehensive study of
laypeople’s conceptions or mental models of privacy in
general. A mental models approach has been used in
several fields where it is vital to understand how laypeo-
ple conceptualize a term, process, or technology. While
these models are not “ground truth” and often im-
plicitly or explicitly include misunderstandings or mis-
placed focus, they still may influence individual behav-
ior. These models have been used across disciplines, in-
cluding medicine, education, and environmental stud-
ies, for developing more e�ective risk communication
strategies, improving usability, shaping policy to protect
against likely harms, and to allow a better grasp on ev-
eryday understandings of abstract phenomena [27, 40].

This paper is included in the Proceedings of the 
27th USENIX Security Symposium.

August 15–17, 2018 • Baltimore, MD, USA

ISBN 978-1-931971-46-1

Open access to the Proceedings of the 
27th USENIX Security Symposium 

is sponsored by USENIX.

How Do Tor Users Interact With Onion Services?
Philipp Winter, Anne Edmundson, and Laura M. Roberts, Princeton University;  

Agnieszka Dutkowska-Żuk, Independent;  
Marshini Chetty and Nick Feamster, Princeton University

https://www.usenix.org/conference/usenixsecurity18/presentation/winter



In Practice: TB8 UX Improvements





Security expectations for .onion services https://trac.torproject.org/23247

Problem 

Tor Browser doesn't communicate ideally to users 
that visit onion sites--i.e. http + onion looks scary with 
lots of warnings.

Hypothesis 

Adding an onion icon will help users to identify onion 

services.  

Keeping our security indicator icons close to default 
indicators will help users to react accordingly to their 
past experiences.
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 Onion over HTTP - Onion with Self-Signed HTTPS

Onion with CA-Issused DV Cert - Onion with CA-Issused EV Cert

HTTPS Onion with HTTPS Subresources

CA-HTTPS Onion with HTTP Subresources - HTTPS Self Signed Onion with HTTP Subresources



Circuit Display https://trac.torproject.org/24309

Problems 

Users don't know if circuits works per tab or globally 

(Tor Browser has first party isolation by default). 

Many users expect the guard node to change when 

asking for a new circuit. 

There is nothing on circuit display that tells the user 
the first node is a guard, what guards are, and how it 
works when Tor creates new circuits for the user.

Hypothesis 

If we highlight the Guard node label at the UI, users 

will be able to identify it easier and faster. 

Updating Tor Browser Manual with more information 

about Guard nodes for users who want to [Learn More]. 

We are moving site specific settings into the URL bar. 
Moving the circuit display to the URL bar area will help 
users to relate the circuit and the domain. Improve the 

comprehension of how Tor has been building the circuit 
is also part of it project scope.
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