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What we do
We are a small design nonprofit based in Berlin and NYC with an educational 
mission:

● Events and gatherings
● Writing and toolkits
● Research, design, and consulting

We work in:

● Open source
● Privacy and security
● Technology that helps people



Design and security…?



Is this secure?



What about this?



What about this?



We have some questions
● Is there a copy of this information anywhere else?
● Who else knows where it is?
● Is this information easy to relate to an individual?
● Is the information current?
● Is the information accurate?
● Is that a secret snack stash or a group snack box?



Security is context-dependent



Design is also context-dependent



Ingredients of design

Visuals Words



Cryptostorm



Mullvad



NordVPN



Perfect Privacy



TunnelBear



Ingredients of design

Visuals Words Organization Choices



ProtonVPN

Many choices – and you need a lot of background knowledge to even know what choices exist



NordVPN

Fewer choices, graphical representation of technical concept



TunnelBear

Minimal technical vocabulary, minimal choices



Security design is high-stakes design



Design choices can harm security
● Confused or overwhelmed people create workarounds
● Preachy or excessive information makes people tune out and/or get annoyed
● People will do what it takes not to have to think about security



2 case studies
● Key handling
● Password management

Key handling Password management



Key handling

Image: Wikimedia Commons



Does everyone need to know this?

Image: Wikimedia Commons



Signal

“Your safety number with 
Eileen has changed”



WhatsApp

“Laura’s security code 
has changed”



Password management



In-browser password management



Chrome password manager: 
passwords are NOT editable



Safari & Firefox password managers:
Passwords ARE editable



“Frictionless” design: 
helpful or harmful?



The secret sauce: 
design research

Yes, you can do this 
remotely!

Yes, you can do this in a 
way that preserves 
people’s agency and 
privacy!

Image: Lia Siebert



Ask about mental 
models

“How do you think 
encrypted messaging 
works?”

“What do you think a 
password manager is?”

Image: Molly Wilson



Watch someone 
use your tool

“What does this do?” 
“What do you think it 
does?”



Security and privacy aren’t just for some



simplysecure.org/knowledge-base


