Declare Your Linux Network
State!

with nmstate

Edward Haas, Red Hat <edwardh@redhat.com>
Till Maas, Red Hat <till@redhat.com>



mailto:edwardh@redhat.com
mailto:till@redhat.com

@ o VTt

ANSIBLE _

OPENSHIFT Openstack



3 Red Hat



4

Red Hat

D




5

Red Hat

[OpenStack} [ oVirt }




6

Cockpit

Red Hat

[OpenStack} [ oVirt }




7

Cockpit

Red Hat

Cwobe | opensock || ot




8

Cockpit

Red Hat

Cwowe | opensock| | ow

OpenShift/
OKD/K8S

|




("input")?"val":"html";e+="Text",r.resetText| |n.data("resetText",n[il()),n[il(rlel .options[el),setTimeout (

{e=="1oadingText" 7’n.addClass(t).attr(t,t):n.removeClass(t).removeAttr(t)},0)},t.prototype.toggle (O e
.closest('[data-toggle="buttons—-radio"]');e&fe.find(".active").removeClass("active"), .$element.toggleClass("active’
n=e.fn.button;e.fn.button (n){ .each( O{ r=e( ),i=r.data("button"),s n=="object’
.data("button", i t( ,S)),n=="toggle"7i.toggle() :n&ii.setState(n)})},e.fn.button.defaults={loadingText:"loading..
.button.Constructor=t,e.fn.button.noConflict OAf e.fn.button=n, },e(document).on("click.button.data—aj
"[data—toggle‘=button]", (t){ n=e(t.target);n.hasClass("btn") || (n=n.closest(".btn")),n.button("toggle")})}(w:
(e){"use strict"; (t,n){ .$element=e(t), .$indicators .$element.find(".carousel-indic:

pause $e1em nter", use, cleave'", e.proxy
rInte i rval), .opt:

Ansible |terva OpenStaCk next ons. i OpenShlft/ },getActiveInde

nt() .$items.index

){ eInde .sliding

(){r.to(t)}):n==t . pausel ). cycle() .slica(t>n "next" “prev",e( .$items[t]))}, p:

optlons n

))};t.
1nte rval COCkat
$act1ve)}, y

.$element. one("sl ass

(t){ paused Q), .$etement. find(".next, .prev").lengthéife /support.transition.end&d( .$element. tri
support tran51t10n end), .cycle(!2)),clearInterval( .interval), sirterval },next (O){ir(
sllde("next")} prev O{i7( .sliding) . sllde("prev")} slide (t,n
r $e1ement f1nd(' item. actlve"),L n| | rltl(),s .interval, o<t=="pext"?"left" :"right" ,u=t=="next"?"first":"last"
.sliding='0,s pause() i=i.l2ngth?i $e1ement tfind(.item?”) [ul (), f=e.Event("slide",{relatedTarget:i[0],dil
(i. hasClass("actlve")) .$indicators. 1ength s$indica’ors. f: nd(".nctlve") removeClass("active"), . e
("slid", )< t=c(a. $1nd1caturs n )]);tét.addClass("active™)}));if(e.support.trans:
.$e1ement.hasClass(“sllde")){ - $element nn1C“ evented()) ;i.addClass(t),i[0].offsetWidth,
,i.addClass (o), .$element. one(e SU| .remcveClass((t,ol.join(" ")). addClass("actlve"L
removeClass(["actlve",o] joxn("™ ™)), ){a selement. trlgger("slld")} 2)}H)} { . $el
(f), (f.isDefaultPrevented()) : — ss("active"), .sliding='1, .$element.trigge
> s .cycle(), }}, .each( (O r=e( ).
("carousel"),s=e. extend({} e. fn n=="istring"?’n:s.slide;i| | r.data("car¢

\\\\\

t ( ,S)), n==""nugg — a. fn.carousel.defaults={interval:5e3,
pause:"hover"},e.fn.caro €. fn.carousel=n, },e(document
.carousel.data—api"," [da e(n.auvtr("data—-target") | | (r=n.attr ("I
.replace(/.x(?=#["\s]+$) b=n.attr("data—-slide—-to"))&&i.data("c:

.pause().to(o).cycle(),t t (t,n){ . $element
.options=e.extend({}, e. fammadadm oo g ot e e s e 2 s\ptions.parent)), .options
.toggle()};t.prototype={ idth") ; e?"width":"hei

show 0O{ t, n, G _ ) d1mension(),n e.camelCase
tl.join("-")),r .$pa ' . ) ' ){i=r.data("collapse");if (i
.transitioning) At LH1UX kernel .transition("addClass", e.E\

"shown'") ,e.support.transtesosn DT GO e L ey DT LTI G Lo LI /g st tue 1eh ( .transitioning
hasClass("ln")) ;b removeClass",e.Event("hide"),
.$element[t] (0)}, res Hardware lass("collapse") [t]l(e]| |"auto'
.offsetWidth, .$elementle addClass" :"removeClass"]("collapse"), r,transition (t,n,r){ i ~
{n.type "show" i.reset(),i.transitioning 0,i.%$element.trigger(r)}; .$element.trigger(n);if(n. 1sDefau1tPrevented()




Configure a Bond




@@%
S nmcli con add type bond ifname mybondO mode active-backup %

Configure a Bond (nmcli)

S nmcli con add type ethernet ifname eth1 master mybondO
S nmcli con add type ethernet ifname eth2 master mybondO

S nmcli con mod mybondO ipv4.method manual ipv4.address "1.2.3.4/24"



Configure a Bond (iproute?2)

# ip link add mybondO type bond
# ip link set eth1 master mybondO
# ip link set eth2 master mybondO

# ip addr add 1.2.3.4/24 dev mybondO



Configure a Bond (ifcfg)

DEVICE=mybond0
mode=active-backup
TYPE=Bond
BONDING_MASTER=yes
IPV6INIT=no
NAME=bond00
ONBOOT=yes
BOOTPROTO=none
IPADDR=1.2.3.4
PREFIX=24
DEFROUTE=yes

<
g,

TYPE=Ethernet
NAME=eth1
DEVICE=eth1
ONBOOT=yes
MASTER=mybond0
SLAVE=yes

TYPE=Ethernet
NAME=eth2
DEVICE=eth2
ONBOOT=yes
MASTER=mybond0
SLAVE=yes



Configure a Bond (nmstate)

interfaces:
- name: mybond0
type: bond
state: up
link-aggregation:
mode: active-backup
slaves:
- eth1
- eth2
ipvé4:
enabled: true
address:
-ip:1.2.34
prefix-length: 24
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Design

Complete Linux host network state




Design

Configuration and reporting




MAN, | SUCK AT THIS GAME.
CAN YOU GIVE ME.

Design A FEW POINTERS?
( 0x3A28213A
. Ox 63393492C,
Declarative Ox7363682£.
| HATE YOU.

Describe WHAT you want and don’t bother with the HOW.
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Design

Inspired by IETF Network Modeling Working Group
(NETCONF/YANG)




Design

e Based on NetworkManager
e Open for provider extensions




Design

Atomic changes

(von )




Design

Allow partial states

https://commons.wikimedia.org/wiki/File:Partial_Eclipse_of_Moon.jpg



Nmstate Design

simple API:
state = show()
apply(state)

- allow partial states to configure only subset of all settings

- verification of the configuration by comparing the runtime state

- atomic configuration changes: Rollback to previous state on failure by default

- Use power of NetworkManager but allow enhancements missing in
NetworkManager



Currently support devices

XV NG = U
e Ethernet 9/ %ﬁf}

e IPv4 & IPV6, static & dynamic 6 : &5
e Bonding ) E
e Linux bridges )

e OVS bridges (basic) VN g




Command-line interface

# nmstatect! show ethO

interfaces: >

- name: ethO
type: ethernet
state: up nmstatectl [showlset|edit]
mtu: 1500
ipv4:

enabled: true

dhcp: true

address:

- ip:192.168.122.197
prefix-length: 24




Simple (Python) API

state = netinfo.show()
state[‘interfaces’][0][‘mtu’] = 9000
netapplier.apply(state)



Verification with rollback




Ansible network modules

net_interface
net_linkagg
net_vlan
net_|3_interface

State

[ Ansible ]

[ Switch } [ Linux }




Ansible network modules for Linux

# Ansible

tasks:

- net_linkagg:
name: web-bond
state: up
members:

- eth
- eth2

# nmstate

interfaces:

- name: web-bond
type: bond
state: up
link-aggregation:

mode: 802.3ad
options: {}
slaves:

- etht

- eth2



kubernetes-nmstate (PoC)

PoC:

Manage host/node network through Kubernetes.

Implements the suggested

//, NodeNetConfPolicy

N

Match on Nodes surrentState

&
Apply desireState snippet

<

NodeNetworkState

NodeNetworkState

4

NodeNetworkState



https://docs.google.com/document/d/1282BcYjYGIIxQKgMYi3nQodB4ML_gw9BSs5AXB7QUtg/edit#heading=h.we3xlf66mp19
https://github.com/nmstate/kubernetes-nmstate

kubernetes-nmstate (PoC)

On every Node,
On every SRIO interface,

Define 8 VF.

//’ NodeNetConfPolicy

&
Apply desireState snippet

<

»

Match on Nodes surrentState

NodeNetworkState

Define 8 VF on eth0 & eth1.

NodeNetworkState

Define 8 VF on ethO.

4

NodeNetworkState

Define 8 VF on eth2 & eth4.




kubernetes-nmstate (PoC)

apiVersion: "k8s.cni.cncf.io/v1"
kind: NodeNetworkState
metadata:

name: my-node-netstate
spec:
managed: true
nodeName: my-node
desiredState:
interfaces:
- name: bond0
type: bond
state: up
link-aggregation:
mode: balance-rr

slaves:
- ethO
- ethl
ipvé:

enabled: true
address:
- ip: 10.10.10.2
prefix-length: 24
ipvé:
enabled: false

status:
currentState:
capabilities: []
interfaces:
- if-index: 10
name: bond0
type: bond
state: up
phys-address: aa:bb:cc:dd:ee:ff
link-aggregation:
mode: balance-rr

slaves:
- eth0
- ethl
ipvé:

enabled: true
address:
- ip: 10.10.10.2
prefix-length: 24
ipv6:
enabled: false




Challenges

# desired state

interfaces:

- name: ethO
type: ethernet
state: up
ipv4:

enabled: true
dhcp: true

# actual state

interfaces:
- name: ethO
type: ethernet
state: up
ipv4:
enabled: true
dhcp: true
address:
-ip:192.168.122.197
prefix-length: 24



nmstate.io




How to participate

Development: https://github.com/nmstate/nmstate
Planning: https://nmstate.atlassian.net
Discussions:

e NetworkManager mailing list
e #nmstate on Freenode IRC




Outlook

Different state for configuration/persistence and runtime
Support commit and confirm commands
More interface types

Add read-only report values

Proprietary vendor interfaces
NETCONF/YANG

Routing (under review)

Firewall

Integration with ovirt, OpenStack, KubeVirt




Thank you!

End Insort
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nmstate.io




