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Cloud Native !?

SEE THAT SHIT, KIDS?

-« redhat




Two definitions

e Using APls of a public cloud provider

e Cloud Native Computing Foundation (CNCF)

“Now! ... That should clear up
a few things around here!”

Cloud native technologies empower organizations to build and run scalable applications in modern, dynamic environments
such as public, private, and hybrid clouds. Containers, service meshes, microservices, immutable infrastructure, and
declarative APIs exemplify this approach.

These techniques enable loosely coupled systems that are resilient, manageable, and observable. Combined with robust
automation, they allow engineers to make high-impact changes frequently and predictably with minimal toil.
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https://github.com/cncf/toc/blob/master/DEFINITION.md

Cloud native flow
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Containers and serverless: similar, yet different

unit of deployment

build artifact

artifact distribution

event triggers

state
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containerized microservices
(Kubernetes)

pod

container image

container registry

no built-ins, requires framework

can be stateful, requires some effort

serverless
(AWS Lambda)

function

ZIP, JAR file

S3 buckets

built-in (APl Gateway, S3 buckets, etc.)

stateless, but lots of integrations



Containers and serverless: similar, yet different

containerized microservices serverless
(Kubernetes) (AWS Lambda)
latency generally good can be challenging
observability not opinionated, integration points AWS specific
billing pay for resources, no matter it used or not pay what you consume
lift and shift possible gle

local development doable limited
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Kubernetes

Salesman:
* slaps case of mainframe *
"This bad boy can fit so many ' E
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containers in it!"
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- redhat



Kubernetes

o Container lifecycle management
e Declarative API| + control loops
e Robust, flexible, scalable

e Extensible
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https://speakerdeck.com/mhausenblas/bending-kubernetes-to-your-needs

Attack vectors
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Access to machines/VMs

Access via Kubernetes
APl or proxy

Access via Kuelet AP

Escape container to host
through vulnerability or
volume mount

Exploit vulnerability
in application code

Access to etcd API

Intercept/modify/ inject
control-plane traffic

Intercept/modify/inject
application traffic



Continuous Integration (Cl) &
Continuous Deployment (CD)

Source
code

Image policies

Libraries /
dependencies

Pass / fail
admission control

Admission - Container

Pass / falil

iImage scan
Y
~_

. Image
- image scanning > Registry
[ ~
Image build / test y
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Scan repon .........................

control running in pod

Continuous integration

Deployment



Service accounts

e Provide identity for an app
e Credentials via secret mounted into pod

ServiceAccount

mysa

';ij‘i

X

Secret ServiceAccount

API Server

» Detault service account per namespace podwiths

e Basis for permissions (access control)

11 Hit me up on Twitter: @mhausenblas

/var/run/secrets/kubernetes.io/serviceaccount

apiVersion: vi
kind: Pod
metadata:
name: podwithsa
spec:
serviceAccountName:

simplepod

/var/run/secrets/kubernetes.io/serviceaccount

mysa $ kubectl create serviceaccount mysa

system:serviceaccount :NAMESPACE:SERVICEACCOUNTNAME



Authentication & authorization

e static password/token file
e X509 client certs

e proxy+header
 OpenlD Connect

e custom via Webhook
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Client
- path

1 "._¢’_.
A
- resource
- Namespace

- username
2 B

- group

Authorization

4

Admission
controllers

Authz modules

Node (kubelet)
ABAC (outdated)
RBAC

Webhook (external)



Secrets

 Namespaced objects for sensitive data
e Access via volume or environment variable
e Data Is stored in tmpfs volumes

e Only baseb4 encoded, need to enable

encryption at rest
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apiVersion: vi

kKind: Secret

metadata:
name: mysecret

type: Opaque

data:
username: YWRtaW4=
password: MWYyZDF1MmU2N2Rm

B



Networking

o East-west traffic (services,
network policies)

* North-south traffic (ingress, API

gateways, load-balancer)
e MILS

e service meshes (Envoy, Istio,
Linkerd 2, etc.)
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Good practices

ifyoure
happy
& you
Immilg

e Use trusted base Images & define

(NnON-root) user

e perform automated CVE scans

e USe private registries s

* USEe namespaces clan VOur... oh
* USE Service account per app

e use RBAC

e define network policies
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Serverless

You forgot to turn
off the AWS instance

- redhat




Some terminology ...

query
BigQuery, Amazon Athena, etc.

Function-as-a-Service (FaaS)
AWS Lambda, knative, etc.

serverless
message queues

SQS, Azure Service Bus, etc

databases & datastores

Redshift, Azure Data Lake, etc. object storage
S3, Google Cloud Storage, etc.

boringis.cool/#lets-talk-about-serverless
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http://boringis.cool/#lets-talk-about-serverless

Function-as-a-Service concept

e event-driven (i.e. needs trigger)
* short-running (practically minutes)
o stateless (externalize state/integrations)

e cold start characteristics very important
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Attack vectors

19 Hit me up on Twitter: @mhausenblas

arbitrary code execution,
exploit warm sandboxes
S3

DynamoDB

RDS

User

API Géteway Lambda

S3 - Bucket

exploit weak policies or

framework defaults \

Elasticsearch

exploit vulnerability
in code or
framework

IAM



Good practices

ifyoure
happy
& you
Know
I

e static code analysis

e dependencies vulnerability scans

 Nnput validation s

» secrets handling (:Iﬂl] YOIII... oh

o use strict IAM roles and policies

e auditing
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Resources

- redhat



 Many-faced threats to Serverless security

o Hacking Serverless Runtimes: Profiling AWS Lambda Azure Functions & More
e Security Best Practices for Serverless Applications

e Just say no to root (in containers)

e Securing Kubernetes Cluster Networking

o Service Mesh Network Security

e Hacking and Hardening Kubernetes Clusters by Example

* Dynamic secrets on Kubernetes pods using Vault

o Kubernetes-security.info
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https://hackernoon.com/many-faced-threats-to-serverless-security-519e94d19dba
https://www.youtube.com/watch?v=GZBiz-0t5KA
https://www.youtube.com/watch?v=AV24RTvbgWA
https://opensource.com/article/18/3/just-say-no-root-containers
https://ahmet.im/blog/kubernetes-network-policy/
https://www.youtube.com/watch?v=5i89VW2Zr40
https://www.youtube.com/watch?v=vTgQLzeBfRU
https://medium.com/@gmaliar/dynamic-secrets-on-kubernetes-pods-using-vault-35d9094d169
https://kubernetes-security.info
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