Device Assignment for
VMs In Kubernetes
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$ whoami

* Golang, Python engineer

e working on oVirt and KubeVirt

* node/host management level virtualization tech




The Stack

* VM device assignment (VFIO

 libvirt
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Devices




What even is a device”?

e many memory regions!
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VFIO 101

e PCI driver

e devices bound to It can be used in VMs




|[OMMU Groups

e group contains 1-N devices

A \ 1 N AR

* assignment granularity at group leve



10MU group 1 device 1 device 2 device 4

IOMMU group 2 IOMMU group 3

IOMMU group 4



lovirt

 daemon & library for single-node VM
management




lovirt

<devices>

<hostdev managed="no" mode="subsystem" type="pci">
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Overview

 NO special driver needed

e device path exposed to container




Overview

e sufficient unless orchestration is needed
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Devices In




Kubernetes 101

e orchestrate containers (in declarative way

* pod = several containers




NVIDIA GPUs

» vendor-specific feature since 1.3
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NVIDIA GPUs

sSpec:
QRS




NVIDIA GPUs




Device Plugins

e since Kubernetes 1.8

 shortened to DPI




Device Plugins




func (dpm *DevicePluginManager) Run() {
co plugin.Run()
}

<-dpm.stopCh
dpm.stop ()
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$ sh kubectl.sh get nodes --show-all -0 json | grep -A 10 alloca
"allocatable™

GOl ads

nugepages-1Gi": "0,
nugepages-2Mi: "0,

‘memory": "12181600KI",
‘mpolednikaithuyb.jed02b 06522 1.
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apiVersion: v

kind: Pod

metadata:

name: nginx-apparmor
DEC:

containers:

- name: nginx
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Device Plugins

e flexible

e allows the node to advertise any resource

* /dev/kvm is a device too!
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KubeVirt

e (notonly) pet VMs in Kubernetes

+ uses CRD (custom resource definition




kubectl| (user commands)

Node

p| kubelet

docker (runtime)
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Virt Controller

Cluster components




Node

kubelet

virt-handler

¢

virt-launcher

libvirtd




Devices In KubeVirt

e mix of both worlds

 Kubernetes assignment for devices
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https://github.com/kubevirt/kubernetes-device-plugins

VFIO DP]

e ensure vfio-pci is loaded

e enumerates /sys/bus/pci/devices




VFIO DP]

e the missing parts:

 |OMMU group awareness (report conflicting
groups as unhealthy”? + DPI topology







What We Have (1dea

spec:
comz
Gleiica
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What We Need (reality

See
comEsrers
= Bame . damo




VFIO Initializer

* https://github.com/mpolednik/k8s-vfio-initializer-plugin (VWIP

* transform VM requirements to pod -


https://github.com/mpolednik/k8s-vfio-initializer-plugin

That's it!”




s that really all?

* which devices inside pod belong to the VM?

* remember libvirt addressing?




Devices In KubeVirt

e proposal @ https://github.com/kubevirt/kubevirt/pull/593

e DP| @ nttps://github.com/kubevirt/kubernetes-device-plugins



https://github.com/kubevirt/kubevirt/pull/593
https://github.com/kubevirt/kubernetes-device-plugins
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Questions?




