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OEGUREDROP

SecureDrop is an open-source whistleblower
submission system that media organizations can
use to securely accept documents from and
communicate with anonymous Sources.
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In the past, journalists could protect their sources by simply
Not revealing their identities when asked.
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GCHQ surveillance base in Bude, UK. Image credit: Trevor Paglen



What are we trying to protect”

Source Anonymity Document Confidentiality



Who do we want to protect it from??

—VERY

L ocal Law Enforcement
& Government




What are their capabillities”

EVERYTHING

Send Agents to Seize Submit Malware to
Hardware Journalists via SecureDrop




Image: Guram Mikaberidze



Current State of SecureDrop
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Develop, Deliver, Deploy

1. Write
2. Write

a feature
tests

a. Unit tests

b. Fur

ctional tests w/ Selenium

c. Mu
3. Write

4. Mandatory code review for all developers

ti-stage tests with Molecule
docs

5. Automated testing with CircleCl
a. Linting
b. Unit & functional tests

c. Debian packaging, test deployment scripts

6. Manual testing of release candidates
/. Publish packages to apt repo

NOTHING
SPECIAL
HERE






Fallures and FIxes



Kevin Poulsen &

Folge ich

Got a hot tip through my

that base64 decodes to a malicious
Python executable. FYI, @ It
phones home to your website.

# Fileg fha drskfop Tile and replace it =ith the decey
geskicp_filesgas = of, enwings ["GI0_LANCHED_DESKTOP_FILE™]
rerrgnl_SEr m g .paiE, dirmasp | deikReg Tl Lenasd )

with cpenldeintes Tilenese, =r*) a& dedktop fLlle:
dSeskrop date = deskncg File. rosdl]

F Extract the Tile nese and decdy Tile date from the .Seiktop file

display_sase = re.desrchir=“Hases|.w)4™, deshires oats, reMULTILINE}.groupil)
gecoy_dats_bEd = re.searchilr Resources( [\ayS5]e)d=, desitop_dats, reMALTILIMNE).groupil]
gecoy_datd = baseSd.pidoecods | dedoy_dats_bbd )

is_tails_2 = check_tails_21)

f Create new QR code and replace lmage in decoy doc,

exfil_dats = ="

exfil_date += try_sign{"Wells from the ether side of the airgep™, is_tadls_2)
exfil_dats += get_sessege_datal)

exlfi] data = (lis, compreifiienfil datal
exlil data = Baisdd.tddescodeiocl L1 data)

FEaT_ifl = SHILEL: frdannfihb. 15 0504 el rdi™

Ky

gr icede = e fF_cbdEi={Fr b ) Termar {reat_wrl, SITE_ID, exfil_&atad)

gecoy_dats & repiace_Tile_in_ripldecsy &51s,; “Plciures/iO0ddaSibigbFFoigabFFREEAA PoG0ERC 1 FES . g™, Qr_Cooe|
ERCEpE Exceph ion:

lagging. eaceptleal™“0R errori™ ]

# Sawve the decoy Tile with the sase name as the Desktop ness
final_filensse = gz.gath, join{currest_dir, display_same)
with cpen(firsl_filessse, “w") 83 decoy_file:

Secoy_Tile writeldecsy_dstal

P Apmcwn the griginal .deskBcp file
&6, fesove [deiklss Tilsnsss]

F b6 foRethisy with the decey Tils
subprocesd . Pagenl [“libreaffice™, Tiasl_filesase] )




What went wrong

e Root cause: Nautilus allowing .desktop files to execute arbitrary code
e SVS is not a true airgap

o dirty USBs to Journalist Workstation

o USBs to publishing/editing workstatior
e [ailure to adhere to principle of least privilege / imperfect isolation

o GPG keys accessible by untrusted files
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.- freedomofpress / securedrop ® Watch~ 171 W Star 2,309

Code Issues 344 i1 Pull requests 9 Projects 1 1= Wik Insights

Uses apt mirror for Tor via securedrop-config package
#2441

GG msheiny merged 12 commits into develep froM securedrop-config-package-for-tor-mirrer on Dec 22, 2017

(. Conversation 24 -0 Commits 12 Files changed 19
ﬂ conorsch commented on Oct 13, 2017 - edited by dachary Owner +(& » [1] Reviewers
m msheiny
Status o emkll

Ready for review.

- redshiftzero

Description of Changes €, kushaldas

Fixes #2106. Reimplements and supersedes #2113. Assignees

Y Fork 431

Edit

+159 -56 HEEE

a1 <
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& SUBMIT DOCUMENTS
& SEND INN
DOKUMENTER

& ENVOYER DES & DOKUMENTE & DOCUMENTEN
DOCUMENTS VERSENDEN INZENDEN




9 BEEE securedrop/source.py View

35S @@ -315,14 +315,15 @@ def submit():
else:
1f msg and not fh:
- things = 'message’
+ html contents = gettext('Thanks! We recelved vour message.')

elif not msg and fh:

- things = 'document'

+ html contents = gettext( 'Thanks! We received vour document.')
else.

- things = 'message and document'

: html _contents = gefttext('Thanks! wWe recelved vyour message and '

+ 'document, ')

msg = render_template( 'next _submission_flashed message.html',
- things=things)
+ html contents=html _contents)

flashi{markup(msg), "success")

for fname in fnames:

4-:|:-|r



| ocalization

e Code changes

e Dependency changes

e Build update to support translations

e \Veblate for external translators

e String freezes in preparation for a release



re this warning to continue. X

We recommend using Tor Browser to access SecureDrop: Learn how to Install It, or lgno

Submit documents Already submitted
for the first time something?

If this s your first time submitting If you have already submitted

documents to journalists, start here. documents in the past, log In here to
check for responses.

SEGUREDROP

& SUBMIT ® CHECK FOR A

DOCUMENTS

RESPONSE




We recommend using Tor Browser to access SecureDrop: Learn how to Install It or Ignore this warning to continue. X

SEGUREDROP

Submit documents
for the first time

If this Is your first time submitting
documents to journalists, start here.

o SUBMIT
DOCUMENTS

Already submitted
something?

If you have already submitted
documents in the past, log in here o
check for responses.

® CHECK FOR A

RESPONSE
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PostgreSQL



Flask-SQLAIchemy \

Source App Refactor

pytest

/'

Alembic

Journalist App Refactor

7

Postgres
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Open Questions & Research



How Unique is Your .onion?
An Analysis of the Fingerprintability of Tor Onion Services

Rebekah Overdorf Marc Juarez Gunes Acar
Drexel University imec-COSIC KU Leuven imec-COSIC KU Leuven

Philadelphia, Pennsylvania Leuven, Belgium Leuven, Belgium
rebekah.overdorfi@drexel.edu marc.juarez@kuleuven.be gunes.acar(@esat kuleuvenbe

Rachel Greenstadt Claudia Diaz
Drexel University imec-COSIC KU Leuven

Philadelphia, Pennsylvania Leuven, Belgium
rachel.a.greenstadt@cs.drexel.edu claudia.diaz@esat kuleuven.be



L! ostreedev / ostree @ Watch~v 21  WsStar 215  YFork 94

{> Code Issues 114 Pull requests 27 Projects 0 Insights

Operating system and container binary deployment and upgrades https://ostree.readthedocs.org/en/lat...

package-manager ostree

‘p) 3,816 commits I 4 branches O 80 releases 22 76 contributors
- =— |



TODO SD is super boring to write and it’s lbs grunt work but the end resutl is super
important



can prevent press
freedom violations.



Current SecureDrop Team

2 cards. I'
Dealt!

'\J'{ \
B
redshiftzero Conor Schaefer Michael Sheinberg Loic Dachary heartsucker Joshua Thayer
redshiftzero conorsch msheiny dachary heartsucker joshuathayer
: prototyping next generation
+ contributors SecureDrop workstation

mickael e. Kushal Das Freddy Martinez
emkil| kushaldas freddymartinez9

Ford-Mozilla Open
Web Fellow



Come join us!

e Please come and talk to one of us after it you are interested in helping out!

e [ranslation: https://weblate.securedrop.club
e Code and documentation:

e hitps://aithub.com/freedomofpress/securedrop

e https://aithub.com/freedomofpress/securedropworkstation
e Chat with us:

e Nhitps://forum.securedrop.club (forum)

e nhtips://qitter.im/freedomofpress/securedrop (team chat)

e securedrop@freedom.press

e Donate: https://securedrop.org/donate
e Follow: @SecureDrop and @FreedomOfPress



https://weblate.securedrop.club/
https://github.com/freedomofpress/securedrop
https://github.com/freedomofpress/securedropworkstation
https://forum.securedrop.club/
https://gitter.im/freedomofpress/securedrop
mailto:securedrop@freedom.press?subject=
https://securedrop.org/donate

Contact

heartsucker@freedom.press

OCEC 9368 88A6 0171 4611
74C5 COA2 586F 09D7 7C82




