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What is this €2 THunpersoLT., anyway?
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“The USB-C that does it all”

Intel*

* https://thunderbolttechnology.net/
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Thunderbolt 3 — Overview

USB type C connector (one port to confuse them all) )
40 Gb/s
4 PCl Express (Gen 3) lanes Iy

8 DisplayPort (1.2) lanes

Native USB 3.1 ..%.

Daisy-chain up to 6 devices
Up to 100 W for charging, 15W for devices

Networking, external Graphic
Docks, docks, docks
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Thunderbolt 3 — Connection Modes

USB ONLY DISPLAYPORT ONLY
Active when USB devices ® Q , Switch pi f USB-C int
are plugged in. DVPVIa(I:teIrDrlmg?ceomode.Ténwci)ll m
Behaves as a normal USB-C act as a router for DP data
3.1 port. from GFX to USB-C port
DP & USB MULTI-FUNCTION THUNDERBOLT 3
One high-speed pair is used All 4 high speeds links
for DP. active (at 10/20 Gbps).
The other high-speed pair is max 4 PCle Gen 3 lanes f
used for USB 3.1 max 2 DisplayPort links
POWER DELIVERY & THUNDERBOLT
CHARGING NETWORKIG
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Thunderbolt — Security ?7?77?

Thunderbolt is PCle = DMA— DMA attacks

KMD: Successfully loaded at address: 8x1969e008@

This PC » PClLeechFile! m (WPClLeach) (K:) . .
¥ THSSC & Rellgachiosisteim BNPCHmechi 4 X:\bin>pcileech mount -kmd Bx1969e@0@

'. E MOUNTING TARGET FILE SYSTEM - PLEASE READ IMPORTANT IN

liveranm.raw PCILeech file system mount is currently supported for:
There are limitations that are important to know, see

- Create file: not implemented.

- Write to files may be buggy and may in rare cases c
- Delete file will most often work, but with errors.

er featur
arget sys

FileSystem (WPClLeach) (K2

s directo

§ ./volatility/vol.py --profile=Linuxkali20162x64 -f /cygdrive/k/1iveram.raw linux_pstree

volatility Foundation volatility Framework 2.6 g
Name Pid uid 2
systemd 1 eech virt
.systemd-journal 818

.systemd-udevd 1180

.ModemManager 1192 R ——
.systemd-logind 1210

.rsyslogd 1212

https://github.com/ufrisk/pcileech
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Thunderbolt 3 — Security Modes

NONE

No Security. Doh.

All devices are authorized
by default.

USER

Thunderbolt devices need to
authorized. Only then are
PCle lanes activated.

DP ONLY

Display Port only.
You guessed right.

SECURE

Thunderbolt devices need
to authorized. Their
identity can be verified via
a key.
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Thunderbolt 3 — Security Modes

In the land of the dialogs ... ... no we are not doing that.

New Thunderbolt™ devices have been attached

Thunderbolt™ devices were attached. In order to approve them for use this application
must be run with administrator privileges.

Click OK to run the Thunderbolt™ software with administrator privileges.

5:37 PM

A Doz ) B 5/23/2016

€9 Approve Thunderbolt™ Devices
The following Thunderbolt™ device chain has been plugged in and one or more devices
require your permission to connect to this system.

Select the devices you wish to connect:

Plugable, TBT3-DP2X Do Not Connect

o Not Connect

Note: Selecting "Do Not Connect” will prevent that device
the chain from b 1sed on the s
Install the driver included with the device before approv
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Thunderbolt and GNU/Linux



Thunderbolt & GNU/Linux

Overview

& Linux 4.13

sysfs/udev

other DE integration

gnome-control-center

i

System deaemon

(0

D-Bus

gnome-shell

:/‘I

boltctl
>

10
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Kernel Interface

Linux kernel 4.13+ provide a sysfs interface

/sys/bus/thunderbolt/

L— devices

domain®@ - 0-0/ security subsystem@ uevent [..]

0-0 - 0-1/ authorized device device name vendor name unique id [..]
0-1 - 0-301/ authorized [..] key [..] unique id

0-301 - [..] nvm active2/ nvm non active2/ nvm version nvm authenticate

echo 1 > /sys/bus/thunderbolt/devices/0-1/authorized
key=$(openssl rand -hex 32)

echo $key > /sys/bus/thunderbolt/devices/0-1/key
echo 1 > /sys/bus/thunderbolt/devices/0-1/authorized

echo $key > /sys/bus/thunderbolt/devices/0-1/key
echo 2 > /sys/bus/thunderbolt/devices/0-1/authorized
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Thunderbolt firmware updates

fwupd & Linux Vendor Firmware Service (LVFS)

Intel® S1200RP Firmware

2

# get current version
nvm version

# write new firmware to
nvm_non_active2/nvmem

# start updating
nvm_authenticate

* https://fwupd.org/

Installed Updates

This test update just disables early-boot debug output from the serial port.

ColorHugALS Firmware

ColorHugALS Firmware

Firmware for the ColorHug Ambient Light Sensor

sheet values

Details

Hughski Limited

Restart & Install x

nce and adds new features.
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Thunderbolt & GNU/Linux

boltd

boltd

System deaemon

D-Bus

(0

System daemon, activated on demand

D-Bus API to manage devices, signal device “changes”
Authorize, enroll (authorize and store)

Polkit to secure the D-Bus API

Device “database” of previously enrolled devices and their policy
Paranoid (now fortify) mode

. Needs a policy agent to do the initial authorization, enroliment
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boltd

D-Bus APIl: manager interface

Address: unix:path=/var/run/dix t
Name: org.free top.bolt C
Unique name:
Object path -
Interfaces
org.free top.DBus.Introspectable
top.DBus.Peer
org.free
org.free
Methods
Device [String uid) = (O Path device)
EnrollD tring uid, UInt32 policy, UInt32 flags) = (O | Path device)
ing uid) = ()

ct Path] devices)

32 Version (re

Signals

DeviceAdded (O
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boltd

D-Bus API: manager interface

forg/freedesktop/bolt/devic

Interfaces
org.fre op.DBus.Intro table
org.freedesktop.DBus. Peer
org.freedesktop.DBus.Properties
org.freedesktop.bolt] Device
Methods
Authorize (UInt32 flags) = ()

Properties

g Name (read)

g Parent (read)
String SysfsPath (read)
String Uid (read)
String Vendor (read)
UInt32 Key (read)

UInt32 Policy (read)

forgffree top/bolt/dey 000_00b1_9f08_aZle_f:
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boltctl

cli interface

/1~ + H .3 Bolt

1: gicmo@hanada [Code/sro/bolt]

A ~/C/s/bolt — boltctl
) Dell Thunderbolt Dock

uuid: c9030000-0091-8718-a2f6-
vendor: Dell
status: disconnected
stored: yes
policy: auto
key: yes
® T478s
— uuid: dc@10000-00a2-2088-2059-
— vendor: Lenovo
— status: authorized
- security: secure
— stored: no

® ThinkPad Thunderbolt 3 Dock

- security: secure

— uuld: d8030000-0060-5708-23a1-
— vendor: Lenovo
— status: authorized

11~ + [

H

1: gicmo®@hanada [~] «

Tilix: Default Q

A~ =+ boltct]l --help

Usage:

boltctl [OPTION..] [COMMAND]

Commands :
authorize
enroll
forget
info
list
monitor

Help Options:
-h, --help

Ao~ =

Authorize a device

Authorize and store a device in the database
Remove a stored device from the database
Show information about a device

List connected and stored devices

Listen and print changes

Show help options
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gnome-shell

Acts as a policy agent

Listen to “device—added” D-Bus signal from boltd

'

user logged in &
session unlocked

yes

user is admin

yes

Enroll device

admin

no

Polkit

authorization

no

Notification: new

Unauthorized device
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gnome-shell

Acts as a policy agent

¥2=19

Tue!{ay,
erbolt
ification

Thund
1 new notific

oy
30 J

a)uary
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gnome-shell

provide Ul feedback about thunderbolt bus activity

-

=)

[ 1]

en - +++?Q‘|}(Dv

drahtlos b
5:23 Remaining (67%) b
Scanning peripherals...

Rupert 3
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gnome—-control-center

manage devices, provide feedback

= Devices Thunderbolt H

Thunderbolt devices

Lenovo ThinkPad Thunderbolt 3 Dock

Dell Thunderbolt Dock

ThinkPad Thunderbolt 3 Dock

Lenovo ThinkPad Thunderbolt 3 Dock

Authori
¥

authorize

Forget Device

20 « rednat



gnome—-control-center

manage devices, provide feedback

= Devices Thunderbolt

Printers

Authorization issues

out not autho
ard

Thunderbolt devices

Lenovo ThinkPad Thunderbolt 3 Dock

Dell Thunderbolt Dock

Colour

ThinkPad Thunderbolt 3 Dock

This device is connected but not authorized.
Re-plug the device to authorize it. Learn more

Lenovo ThinkPad Thunderbolt 3 Dock

Conne

Mo
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« redhat

THANK YOU

Q github.com/gicmo/bolt

christian.kellner.me
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