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JAVASCRIPT

Most Popular Technologies

Programming Languages

% of This Category % of All Respondents % of Professional Developers
JavaScript 62 5%
SQL 51.2%
Java 39.7%
C# 34.1%
Python 32.0%

Latest standard: ECMAScript 2017



STATIC ANALYSIS

= Static source code analysis is a software
testing approach performed without
compiling and executing the program itself.
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STATIC ANALYSIS TOOLS

= C = JavaScript
o lint -> linters o ESLint

= Java o Facebook Flow
> FindBugs o Tern.js
o PMD o TAJS

1. NO GLOBAL RULES OR
2. DIFFICULT TO EXTEND



PERFORMANCE CONSIDERATIONS

= Checking global rules is computationally expensive

= Slow for large projects, difficult to integrate even to ClI

Unit tests ~— M- -
Code analysis ____

= Workaround #1: no global rules (ESLint)
= Workaround #2: batching (e.g. 1/day)

Unit tests — S
Code analysis —

= Workaround #3: custom algorithms (e.g. Flow)



PROJECT GOALS

Goal
= Static analysis for JavaScript applications

Design considerations

= Custom analysis rules
o Both global and local
o Extensible

* High-performance
o “real-time” responses




ARCHITECTURE AND WORKFLOW



PROPOSED APPROACH

Design considerations
= Custom analysis rules
= High-performance

Approach

= Use a declarative query
language

= Use incremental processing
o 1in lieu of batch execution

o file-granularity
o maintain results




VCS

ARCHITECTURE

Workspace

+--- discoverer
+--- ChangeProcessor.js
+--- CommandParser.js
+--- FileIterator.js
+--- iterators

Abstract Syntax
Tree

Abstract Semantic
Graph
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CODE PROCESSING STEPS CODE

code

v
tokenizer ?
a sequence of statements:
tokens
v
parser
? var foo =1/ 0
AST
¥

scope analyzer ?

ASG



CODE PROCESSING STEPS TOKENS

code

M

tokenizer é

parser ?

AST

M

scope analyzer ?

ASG

tokens: the shortest meaningful
character sequence

var foo =1/ ©

Token type

var VAR (Keyword)
foo  IDENTIFIER (Ident)
ASSIGN (Punctuator)
1 NUMBER (NumericLiteral)
/ DIV (Punctuator)
0 NUMBER (NumericLiteral)



CODE PROCESSING STEPS AST

Abstract Syntax Tree
o Tree representation of

Module
o the grammar structure of i.n

VariableDeclarationStatement
o sequence of tokens.  dectaration
VariableDeclaration
declarators
VariableDeclarator

binding init

Bindingldentifier
name = "foo"

BinaryExpression
operator = "Div"

left right

LiteralNumericExpression LiteralNumericExpression
value = 1.0 value = 0.0



CODE PROCESSING STEPS ASG

Abstract Semantic Graph

o Not necessarily a tree pvvs
‘ Sc% dule ‘ Module
o Has scopes & hildren m ~ P item! @
. e e VariableDeclarationStatémenty;riableDeclarationS
Semant]C ]nfo variabl@? aration declaration
‘ eVariableDeclaratiOn . VariableDeclaration
o Cross edgeS declarafors fgme = "foo" declarators
VariableDeclarator . VariableDeclarator

binding

init

enfiEifhratiol ) )Bibanybxpressiorer () Binary

y operat
right left right

LiteralNumericExpressio ' ‘: |NiteratNumerdeExpressio
value = 1.0 value vdlde = 0.0



AST VS. ASG

var foo =1/ ©

1 LOC -> 20+ nodes

GlobalScope
Scope
'type' ='Global' : String
| 'dynamic' =true : boolean
s N\
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( List |
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( Scope

type' ='Module' : String \
| 'dynamic' =false : boolean
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VariableDeclarationStatement
‘ Statement
| declaration
VariableDeclaration
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PATTERN MATCHING

= Declarative graph patterns
with Cypher

VariableDeclarator

binding init

BinaryExpression
operator = "Div"

binding Bindingldentifier be

name = "foo"

left right  Match result

LNExpression right LNExpression
MATCH (binding:BindingIdentifier) value = 1.0 value = 0.0

<-[:binding]-()-->
(be:BinaryExpression)
-[ :right]->(right:LNExpression)

WHERE be.operator = 'Div
AND right.value = 0.0

RETURN binding



WORKFLOW

Version source code
control ‘
system tokenizer
\ 4
, tokens transformation
Developer’s . 7
IDE parser ? graph
database
AST
)4
scope analyzer ?
ASG traceability

/

Git, Visual Studio Code ShapeSecurity Shift Java, Cypher Neo4j



USE CASES TYPE INFERENCING

function foo(x, y) {
return (X + y);

}
function bar(a, b) {

return foo(b, a);

¥

var quux = bar("goodbye", "hello");

Source: http://marijnhaverbeke.nl/blog/tern.html



http://marijnhaverbeke.nl/blog/tern.html

USE CASES GLOBAL ANALYSIS

Reachability:
= dead code detection

= async/await (ECMAScript 2017)
= potential division by zero



TECH DETAILS



IMPORTS AND EXPORTS

exporthame
export { name1,

exportDefaultName
export default names1;

b

export { name1 as exportedMamei,

export { namei as default,

exportEmptyLetDe
export let name1i,

i

portEmptyvVarDeclarat
export var namei, ... ;
exportLetDeclaratior
export let namei = .
cportivarD I ar M
export var namei = .

portConsth "'.. Aratlio

export const namei = .

exportClass
export class namei
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FIXPOINT ALGORITHMS

= | ots of propagation algorithms

= ,Run to completion” scheduling
o Mix of Java code and Cypher

VariableDeclaration

FunctionDeclarationClassDeclarationVariableDeclaration Varli‘able w
expression VariableDeclarationBinding | :
VariableDeclarationExpression [ 'name’ = 'foo :Strmg)
[ 'kind' = 'var': String
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EFFICIENT INITIALIZATION

= |nitial build of the graph with Cypher was slow
»= Generate CSV and bulk load
= Two files: nodes, relationships

$NEO4]J HOME/bin/neo4dj-admin import
- -database=db
- -nodes=nodes.csv
--relationships=relationships.csv

= 10x speedup



REGULAR PATH QUERIES

= Transitive closure on certain combinations

= Workaround:
o Start transaction
o Add proxy relationships
o Calculate transitive closure
o Rollback transaction

= openCypher proposal for path patterns
(:A)-/[:R1 :R2 :R3]+/->(:B)



INCREMENTAL QUERIES



OPENCYPHER SYSTEMS &) openCypher

= The openCypher project aims to deliver a
full and open specification of the industry’s
most widely adopted graph database query
language: Cypher.” (late 2015)

= Research prototypes
o Graphflow (Univesity of Waterloo) [incremental

1 : . rocessin

o ingraph (incremental graph engine) [*>*"
e ®e iNarar ' | GAPS . 90 LINKURIOUS
s, INgraph - @neosj §g@redis MM ED WS R
IntelliJ IDEA xnlogic ir+ableau @oamawe otalend structr - Keulines /

Tom Sawyer

(Source: Keynote talk @ GraphConnect NYC 2017)



FOSDEM 2017: INGRAPH




_ Mapping openCypher to relational algebra

Combining and filtering pattern matches
: MATCH <«p> Fedges of p (P)
Incremental Graph Queries WIGH pt, <pos Fasges o o1 st 2 (P14 1)

MATCH <«pi» . .
B #edges of p1 {p'i) [l ?(':edgss of p2 (DZ)

with openCypher TCH <p2>

MATCH «pl»
OPTIONAL MATCH «p2»

‘#-edges of p1 {pW) ™ %edges of p2 (p2)

Ocondition()» Where condition may

4 4 MATCH «p» o . .
Ga bOr Sza rnyaS P specify patterns and arithmetic
WHERE «condition» . = .
constraints on existing variables

G ra p h DeVI'OOm @ FOS D E M 20 17 Result and sub-result operations. Rules for RETURN also apply to WITH.
RETURN «variables» Ty ariables()
Budapest University of Technology and Economics RETURN €vi» A8 ¢aliasis ... Tt saliast.... ()
McGill University, Montréal SETUNI ISR THCT S Sulees 8 (#yariables(r))
RETURN «variables», <aggregates» Pvariables.aggregates (")
m @ M G' ll List operations
A A LT Cy C 1 ORDER BY «v1» [ASCIDESC] ... 0, ()
LIMIT «1» A(r)

Budapest University of Technology and Economics
Department of Measurement and Information Systems

Relational Relational Rete
algebra algebra network
model model model

openCypher Query
query syntax tree

Rete
network

Relational Transformer Query
algebra and optimizer deployer
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|
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WHERE sw.position = 'diverging’ oot — | o ;'omi s Py
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RETURN t.number, sw L e [ ]




STATE OF INGRAPH IN 2018

= Cover a substantial fragment of openCypher
o MATCH, OPTIONAL MATCH, WHERE
o WITH, functions, aggregations
o CREATE, DELETE

= Features on the roadmap
o MERGE, REMOVE, SET
o List comprehensions

J. Marton, G. Szarnyas, D. Varro:

Formalising openCypher Graph Queries in Relational Algebra,
ADBIS, Springer, 2017

G. Szarnyas:

~| Incremental View Maintenance for Property Graph Queries,
——| SIGMOD SRC, 2018



https://arxiv.org/abs/1712.04108
https://arxiv.org/abs/1712.04108
https://link.springer.com/chapter/10.1007/978-3-319-66917-5_13
https://link.springer.com/chapter/10.1007/978-3-319-66917-5_13

RELATED PROJECTS



JQASSISTANT

Code comprehension: software to graph

>

_ o ® Cypher
QASsSsistant Q\ N O/ Query [Lahguage
—> N S
SCah Software and )
stores graph allows arbitrary
queries
) heoy
Dirk Mahler,

' | Pushing the evolution of software analytics
—= | With graph technology,
= 3 B8] Neo4j blog, 2017



https://neo4j.com/blog/evolution-software-analytics-graph-technology/
https://neo4j.com/blog/evolution-software-analytics-graph-technology/

SLIZAA

slizaa uses Neo4j/jQAssistant and provides a front end with a
bunch of specific tools and viewers to provide an easy-to-use
in-depth insight of your software's architecture.

JQASSiIsStant requests Via .
’< Sl1Z
(Neo4J) — [IZaa

{ JARS, WARS, )

s Gerd Wutherich,
Core concepts,
slizaa



http://www.slizaa.org/documentation/core_concepts.html
http://www.slizaa.org/documentation/core_concepts.html

SLIZAA: ECLIPSE IDE

- -
= Slizaa

File

O

X

7 Visualize Dependencies % Cross-Referencer

uGraph DBs | OModels - -

dIDSM "_‘SﬂDiagram

» @ /netflix-eventbus-0.3.0 jar
> i fnetflix-infix-0.3.0.jar

> i fservo-core-0.10.1.jar

» @ fservo-internal-0.10.1 jar

» o fslfdj-api-1.7.12 jar

> b fslfdj-log4j12-1.6.1 jar

> b /stax-api-1.0-2.jar

> b /stax-api-1.0.1.jar

> o /stax2-api-3.1.4.jar
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Property Value

“EDependency Tree

~ 0 HG Root Node
v @ /netflix-eventbus-0.3.0,jar
v # com.netflix.eventbus.utils
> © EventBusUtils
v # com.netflix.eventbus.impl
> @ EventBusimpl

» © EventConsumer
> @
> @

o~

i Dependency Table

~ 0 HG Root Node
v b /servo-core-0.10.1.jar

~ # com.netflix.servo
> © DefaultMonitorRegistry
> © MonitorRegistry

~ # com.netflix.servo.monitor
> © BasicGauge
> O Stopwatch
> © Monitors

S e -




SLIZAA: XTEXT OPENCYPHER

= Xtext-based grammar

= Used in the ingraph compiler

= Now has a scope analyzer

= Works in the Eclipse IDE and web Ul

oC *hello.cypher &3

1-MATCH (p:Person)-[:LIVES]->(c:City)

2 WITH p AS p, count(c) AS cities

3 MATCH (p:Person)-[:VISITED]->(city:Country)
4 WITH p, cities, count(/city]) AS countries

5 RETURN *
6

|_E/r\1ter new name, press Enter to refactor « ‘



WRAPPING UP



PUBLICATIONS

Static analysis algorithms
for JavaScript

Graph-Based
Source Code Analysis
of JavaScript Repositories

Daniel Stein:
Graph-based source code
analysis of JavaScript
repositories,

Master’s thesis, 2016

Soma Lucz:

Static analysis algorithms
for JavaScript,

Bachelor’s thesis, 2017

Rearchitecturing the Codemodel-Rifle Framework 31

41.6 Summary of Refactoring

Figure 4.2 presents a high-level overview of the refactored architecture of the Codemodel-
Rifle framework. Besides becoming modular, the framework has gone through a series of
optimisations to simplify testing and developing new analyses.

!

X

Shift Parser and
Scope Analyser

Codemodel-Visualization

Object-Gragh

Mapping layer Logger ":‘E

Built-in Analyses

Cyphear
Query Builder

Codemodel-Rifle

Neodj-compatible
database driver

Official Neodj driver

Non-embedded database instance
Meod] with Cypher queries

ImpermanentGraphDatabase

Neodj remote database

— PEmOtE, local, in

Visualisation logic

Figure 4.2 The new architecture of Codemodel-Rifle with my contributions emphasised



http://docs.inf.mit.bme.hu/thesis-works/pdfs/stein-daniel-msc.pdf
http://docs.inf.mit.bme.hu/thesis-works/pdfs/stein-daniel-msc.pdf
http://docs.inf.mit.bme.hu/thesis-works/pdfs/lucz-soma-bsc.pdf
http://docs.inf.mit.bme.hu/thesis-works/pdfs/lucz-soma-bsc.pdf

CONCLUSION

= Some interesting analysis rules require a
global view of the code

= Good use case for graph databases
o Property graph
o Cypher language

= Very good use case for incremental queries
o Incrementality on multiple levels



RELATED RESOURCES

Codemodel-Rifle github.com/ftsrg/codemodel-rifle

ingraph engine github.com/ftsrg/ingraph

Shape Security’s Shift parser  github.com/shapesecurity/shift-java

Slizaa openCypher Xtext github.com/slizaa/slizaa-opencypher-xtext

Thanks to Adam Lippai, Soma Lucz, Daniel Stein, David Honfi and the ingraph team.

. | & Room: UD2.119
Source Code Analysis devroom | Calendar: (Cal, xCa
09 10 1 12 13 14 15 16 17 18
Sunday; i ! i . La... i T... P... D ! i !
; ; ; ; 5 N . Rl T al v . I P ; ;
Event Speakers Start End
Sunday
Graph-based analysis of JavaScript repositories Adam Lippai 16:20 16:40
Incremental static analysis of JavaScript source code defined by declarative queries

@®ncosj & < MBradle

- - =
JS & operCrpher adl) Java E) tresorit



https://github.com/ftsrg/codemodel-rifle
https://github.com/ftsrg/ingraph
https://github.com/shapesecurity/shift-java
https://github.com/slizaa/slizaa-opencypher-xtext




VISUAL STUDIO CODE INTEGRATION

= Language Server Protocol (LSP) allows
portable implementation

1

: function jpegParsingError(code) {

4 return {

type: 'JpegParsingError’,

6 code: code

7 ¥

s )

9 This function is never used or not accessible.
16 (parameter) len: any
11 functlon 11+‘~n\Jra(bytes,_ptr,ulgn) {

]2 ' 1f ('buf has(bytes, ptr, leﬁ)) ‘hrov jpegParsingError(’RangeOutOfBounds’);
I R e e e e e
14
15 function buf has(bytes, ptr, len) {
16 return ptr + len < bytes.length;
17 j»ffﬁfﬁ P R

a



USE CASES CFG

= Control Flow Graph
o graph representation of

o every possible (‘statement |
statement sequence .

statement ]

Y

condition

= Basis for type
inferencing and
test generation

[ statement] [ sta(tement]

[ statement ]- -7

[ statement ]




