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Mission Statement

Connect any computers
by just knowing their public keys




Bulletinboard: Kademlia Protocol
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Bulletinboard: General Purpose DHT

« UDP-based, implemented in Rust

- DBus Service
- Put(str app_id, byte[] key, byte[] value)

- Get(str app_id, byte[] key) = byte[]1[] values

- TODO: Subscribe(byte app_id, byte[] key)
- byte[][] values

« Max. value size: Soft: MTU, Hard (2KB)

—



Wireguard VPN

€¢) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

 UDP-based
* Using Noise protocol
« Almost Linux mainline kernel

$ wg genkey
6KRW+XV/ET6+zDtS6T00Ype7gXcUzSs01ZDCVijWLyWg=
$ wg genkey | wg pubkey
+LrzGOqVx21DJ5yOmpgvXdTmnOm4EsH1Z3XtCnix9QU=

—



wireguard-p2p: Concept

lo port B

lo port A

lo port C

Internet




wireguard-p2p: Configure

# /etc/wireguard-p2p.conf

[wgO0]
Peer1=L33UsFS1bqI914MZ7sHMUTF. . .
Peer2=ANGjhuZ5bwmOcUAKZMU14ed. . .
Peer2=qgJoFLslpa/1cBSGIN6T4hO0. ..

$ wireguard-p2p daemon

—



Wireguard Network Manager

Editing VPN 1 x

Connection name: | VPN 1

General VPN Proxy IPv4 Settings IPv6 Settings

General

Local Private Key: | wFbe34UGtT/jsqn7hwK6tOOrsonF7agvE &g Generate

Local Fublic Key: | s8vltibVEWEbeGXMSepOxiZhQVRyM
Local Port: Key Fingerprint
Peers

Selected Peer:

Remove

Remote Public Key: | ru+8

Endpoint Address: . . 0 .00+00+=0
0 .+.+D+=+E=|

Allowed IPs: 0+0+.+&0=* |
- 000000000 |

» More Peer Settings

Advanced Settings...

Cancel Save




Packaging

e Bulletinboard

- Debian and Fedora packages available
- cargo install bulletinboard

 wireguard-p2p
- cargo install wireguard-p2p

(Rust nightly required)

—
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Add a bio

Edit profile

oy hitps:/fwww.gittip.com/manuels

Pull requests Issues Marketplace

ProTip! Updating your profile with your name, location, and a profile picture helps

other GitHub users get to know you.

Overview Repositories 104 Stars 70

Pinned repositories

= texlive.js

Compiling LaTeX (TeX live) in your browser

®Tex Hosl Yol

= hulletinboard-dht

Your internet-wide general-purpose DHT to store keyivalue
pairs

Rust W36 %2

376 contributions in the last year

Followers 50

Explore

2 Edit profile RS

Following 1

Customize your pinned repositories
= wireguard-p2p

Atool for setting up WireGuard connections from peer to
peer.

Rust 26 Y2

= unix-toolbox.js

The power of Unix command line tools ported to Javascript

JavaScript %56 ¥4

Contribution settings =
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