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About me

Anne Jan Brouwer

Developer / Hacker
Co-founder of IJhacK

Sr. Developer at NoProtocol




QtPass

Current version 1.1.6

Working on 1.2 release



In the beginning

Working at a full service bureau
Lots of clients, lots of projects

Many secrets per project
- Login

— Social

- APlIs

— etc..

Sometimes working with external developers
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No sane way to share

I“~J ISE TO SICNAL

“ob Cottingham - socialsignal.com,

But we can't break up! Think of all the passwords
we'd have to change!




What we needed

Store passwords securely
Able to share with co-workers
Able to share with externals
Preferably open standards
Preferably open source

Easy to use
— Developers

- Managers



Pass

The standard UNIX password manager
passwordstore.org

Bash

GPG

Git

Tree

Pwgen



Pass

[annejanGanuspad ~]15% pass
Password Store
share
—— another
L — test
—— another test
— lol ok
— testl123
— test
— testing 1 2 3

—— another test

— little nmore

— lol

—— more

— more testing here
— new file

— some longer name goes here
— test

— lol

— nice :=)

— rest

— test

— test
[annejan®anuspad ~15 |




Developers loved it
Automatable

Can use tokens
- GPGcard

- Yubikey

- Etc..

Management fears CLI

~(

Pass
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Config

QtPass is a gui for pass

personal

services ALPHA release

TODO
1. edit
2. insert
3. gpg-id management

Documentation

o oy g g
Source code
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* PoC created in 2 nights
* Using pass and git

* Read only

 Put on github

* Mail to passwordstore mailinglist
- 1 August 2014

 Quick little hackathon for translations

e Added “native” mode
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O This repository Pull requests Issues Gist
IJHack / QtPass @® Unwatch~ 35 W Unstar
<> Code Issues 42 Pull requests 0 Projects 2 Pulse Graphs Settings

QtPass is a multi-platform GUI for pass, the standard unix password manager. https://qtpass.org/ Edit
c-plus-plus git apg password-generator password-manager password-vault qt5 Manage topics
1,878 commits 6 branches 24 releases 41 contributors GPL-3.0
|
master v New pull request Create new file Upload files Find file
annejan Travis Qt58 Latest commit 3e60ed8 8 hours ago
artwork
icons
localization
src
tests

) .appveyor.yml

) .coafile

] .gitignore




Delete | | Users | | Config Personal -

X

QtPass iz a S| for pass, standard unix
g rd ’

£S5 test

lol ok
test
testlZ3
testing1 2 3
test
* [ test
* [ test
lol
nice :-)
rest
test
another test
little more
lol
more
more testing here
new file
some longer nam...
test
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Easter 2015

Pull requests

Reimar Doffinger
Adding / Editing

Basic user management

Windows Fixes



v

Select which users should be able to decr’yp p asswords stored in this folder.
Mote: Existing files will not be modified and retain the old permissions until you edit
them.

Blue entries have a secret key available, select one of these to be able to decrypt.
Red entries are not valid, you will not be able to encrypt to these.

| [| X Show unusable keys

Aldert |.B.P. Hazenberg =alde E a
15C9349261B84E created 12 1: 1CI 15 PM
Anne Jan Brouwer (JinX} <brouwer@annejan.com>
15B63ADCAD034BOE created 11/18/13 4:05 PM
Anne Jan Brouwer =the jinx@etv.cx>
F9826B4794711486 created 11/19/13 12:24 PM expires 1/19/38 12:56 AM
Brenno de Winter -brennc-.-a gwobber.nl=
1 /14/14 10:05 AM expires 2/13/19 10:05 AM

28 PM

Henk de ‘u’rlen {QtPa-_:E}I -:hen @ annE]an COm>
AB5AA1936D84B969 created 5/26/15 3:40 AM
Henk de Vries (QtPass) <henk@annejan.cl
E53D8112A4039CFC created 5/26/15 3:21 AM
Joe Tester (with stupid passphrase) <joe@foo.bar=
8DBSABALFC394D00 created 5/24/15 2:29 PM
Joe Tester (without passphrase) <joe@foo.bar=
S5CFOABBB5BATOCTA created 5/24/15 2:38 PM
Joe Tester (without passphrase) <joe@foo.bar>
B3BD116684D522AB created 5/24/15 4:03 PM
kevbase.io/crvptoron =crvptoronmkevbase,io=

Cancel
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v . Configuration

Programs Settings Profiles | Template

v | Use clipboard v | Autoclear - | Seconds

v | Hide password Hide content Autoclear panel

. Use qgit
\ !

¥
v Use pwgen Include special symbols

v| Use Traylcon Hide on close Start minimized

version 1.0.1
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1 August 2015

1 year celebration

1.0 release party
Cafe Batavia 1920

Translation
|Jduino wor

Beers

nackathon

kshop
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@ QtPass

Update Users Config Anne Jan

QtPass is a GUI for pass, the standard unix password manager.

add
insert

Internal Please report any issues you might have with this software.

= git Documentation

= git.gpg
<« router Source code

test-add
Projects
=« bhack

« information
share
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QtPass is a GUI for pass, the standard unix
password manager.

Please report any issues you might have with
this software.

Documentation

SourceCode




Clear the password display after some time

karlgrz o

karlgrz comme

| briefly searched through the open and closed issues to see if this was already mentioned, so forgive me

if | missed it.

| see the "Hide Passw

content w

For example, if | hav

Lnchecke

If this is Notifications

right direction. | haven't touched C++ in ages, heh. 4x Unsubscribe
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annejan commented on Aug 5

| would prefer adding a separate checkbox (and number box) for this option.

In short adding a configurable feature requires you to:

) Add (private) variable(s) in mainwindow.h
2) Add the stuff in dialog.cpp (and .h and .ui ) for the config interface.

3) In mainwindow.cpp read variables from settings in checkCenfig method.

In config set variables in dialog, read them back (after ok) and update settings.
4) Use them new variables -}

| think it's a smart thing to do this kind of thing in a separate branch in git.




Issue 86 clear panel

annejan merged 2 commits into 12

™ Conversation 3 - Commits 2

karlgrz commented on Aug &

Implemented a "Autoclear panel” checkbox and corresponding duration control in the Config tab.

& @ configuration
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QtPass

Add || Edit | | Delete || Users || Config Perzonal

X

v B share < | url http://gtp

5 another
5 test
another test
lol ok

rest

test
another test
little more

login lol
nog een veld | met info
hihi cool

meer info




T

@ . Password /homefannejan/ password-storeftest. . w

(T T TS Generate

. Show password
o P

url http://gtp
login lol

nog een veld | met info
hihi cool

meer info
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* Doing CI

 Travis
— Linux
- macQOS

 Coverity

— Static code analysis
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language: cpp

0S:

- linux

- 0SX

compiler:

- gcc

- clang

script:

- gmake -v

- gmake -Wall qgtpass.pro

- make -j$(nproc)

notifications:

irc:

channels:
- chat.freenode.net#IJhack
on_success: change
on_failure: always
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Recycle Bin Host Name: IEIOWINT
IE Version: 10.0.9200.16721
0S5 Version: Windows 7
Service Pack: Service Pack 1 http//mOdernlE
tﬁ User Name: IEUser
Password: PasswOrd!
license -
At Snapshot/backup:

Create a snapshot (or keep a backup of downloaded archive) before first booting and working with
this VM, so that you can reset quickly after the OS trial expires.

ation period:
e evaluation versions of Microsoft Windows, and are therefore time
: to the full license on the desktop.

Connect to a Proj

IEUser . . .
nachines, you need to connect to the Internet in order to activate the

tion will be done automatically after a few minutes, but you can also
in administrative command prompt. This will give you 90 days.

ays after first boot.

5 after first boot. You will see a toast notification pop up a few

ipping Tool I s | the days left (in the system tray).
USIC |

ynnection

Documents

Pictures

ommand Prompt Open

T Es ST TS e , and 7}, it may be possible to further extend the initial trial period if

Calculator following commands can be run from an administrative command
Pin to Taskbar »mmand Prompt and select the 'Run as Administrator option).
Pin to Start Menu ng re-arm count (all except Windows XP):

Remaove from this list requires reboot.

Properties ‘hat no error is given in the case no rearms are left.
Help and Support ‘tupQobeBnk

All Programs |OT be able to re-arm the trial.

=[5 e )
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install:
- set QTDIR=C:\Qt\5.7\mingw53_32
- choco install -y InnoSetup
- set PATH=¥QTDIR¥\bin;C:\Qt\Tools\mingw53@_32\bin;%PATH%;"C:\Program Files (x86)\Inno Setup 5"
build_script:
- gmake qtpass.pro CONFIG+=static
- mingw32-make
#after_build:
- cmd: copy README.md src\release\README.txt
- cmd: copy LICENSE src\release\LICENSE.txt
- iscc gtpass.iss
artifacts:
- path: Output\gtpass-*.exe
- path: src\release\qtpass.exe
deploy:
provider: GitHub
auth_token:
secure: YfscG1DRO+kApThPXxQSr+ZEjUOULIGOTqc5+90IFsUInyICRRMdblsbxR2ghqg/p
artifact: /qtpass-[0-9]+\.[0-9]+\.[0-9]+\.exe/
draft: true
prerelease: false
on:
appveyor_repo_tag: true
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More people contributing
UX changes

lconography
— Native
— Fallback SVGs

Lots of features

1.1 release









QtPass

Currently working on 1.2 release
Active contributors

Refactoring

Unit tests

Ul and UX changes
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@ QtPass

Edit | S Delete Update Users Anne Jan

Projects/share/LoL/lol 123

add Password secccssessssesssse
insert

Internal login test

Projects

&« bhack url https://annejan.com/

& information

share test more testing
LoL

= lol123 testing
“« lol indentation
= lol.gpg more indentation
Services
Social
test-fail
test-lol
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M

qtpass.org
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M

qtpass.org
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