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= OSINT introduction

= Server information(Censys,Shodan)
» OSINT tools developed with python
* Geolocation,Metadata

* Twitter,Footprinting,FullContact



OSINT

Define a specific target and data you wish to
obtain

Technical-Accounts,servers,services,software
Social-Social Media,Email,Photos
Physical-Address,Home IP address,Footprinting
Logical-Network,Operational intelligence



OSINT

Geolocation

IP address

Email address

Telephone Number

Usernames in social network profiles
Metadata information from images
Server information & vulnerabilities



Censys.io

& censys About Search Reports API Raw Data

IPv4 Snapshots His

This dataset contains the latest information we know about each public host in the IPv4 address space. Each record describes a single host and matches the data that
is available in the IPv4 search index. All protocols are updated at least weekly.

Latest Snapshot

Our last snapshot was taken at 2016-09-15 06:48:05.

Name ipv4-2016-09-15.json.lz4
FileSize 685.5GB

SHA-256 Checksum 23769379fabdbc88e9ef121d13ef75dff2fdcbff19816b8b576beda®7778399b




Censys.io

https://www.censys.io/api/v1/view/ipv4/ip _address
https://www.censys.io/api/v1/view/websites/domain

def get censys data(ip,domain):

if ip is not None:
res = requests.get (API URL + "/view/ipv4/"+ip, auth=(UID,SECRET))

if domain is not None:
res = requests.get (API URL + "/view/websites/"+domain, auth=(UID,SECRET))

if res.status code != 2
print ("error occurred: %s res.json() ["error"])
sys.exit (1)

print(json.dumps (res.json(), indent=4))

with open('data censys.txt', 'w') as file:
json.dump (res.json(), file, ensure ascii=False,indent=4)



https://www.censys.io/api/v1/view/ipv4/%3cip_address
https://www.censys.io/api/v1/view/ipv4/%3cip_address
https://www.censys.io/api/v1/view/ipv4/%3cip_address
https://www.censys.io/api/v1/view/ipv4/%3cip_address
https://www.censys.io/api/v1/view/websites/%3cdomain
https://www.censys.io/api/v1/view/websites/%3cdomain

python censys_data.py -d python.org

.python.org
15
"organization": [

"Python Software Foundation"

1,
"locality": [
] "Beaverton"

"issuer": {4
"country": [
IIILII
|
organization": [
"StartCom Ltd."
i

"common_name": [

"StartCom Class 2 Primary Intermediate Server CA"

"organizational_unit": [

"Secure Digital Certificate Signing"

"organization": "Rackspace Hosting",
"asn": 27357,
"rir": "unknown",

"description": "RACKSPACE - Rackspace Hosting,US",

"name": "RACKSPACE",
"routed_prefix": "104.130.0.0/18"

|
"updated_at": "2016-09-24T710:30:10+00:00",
"lTocation": {
"province": "Texas",
"registered_country_code": "us",
"postal_code": "78218",
"latitude": 29.4889,
"registered_country": "United States",
"country": "United States",
"longitude": -98.3987,
"country_code": "us",
"city": "San Antonio",
"continent": "North America'",
"timezone": "America/Chicago"




Shodan

agn in with Shodan
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H Developer API

¥ Sign in with
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Shodan

import shodan

SHODAN _ API KEY = "insert your API key here"
apl = shodan.Shodan(SHODAN_API_KEY)

# Lookup the host
host = api.host{hostname)

# Print general info
print 7"
IP: ¥s

Operating S
"t ¥ (host['ip str

f Print all banners
for item in host['data’]:
print """Port: ¥s
Banner: %77 X% (item[ 'port’], item[ 'data’])




Shodan

aster/Shodan % python demoShodanSearch.py -target fosdem.org

IP: 312222135
Organization: Tigron BVBA
Operating System: MNone

Port: 806

Banner: HTTP/1.1 288 0K
Server: nginx/1.18.1
Date: Sat, 28 Jan 2017 21:12:81 GMT
Content-Type: text/html
Content-Length: 612
Last-Modified: Sun, 25 Sep 2016 19:13:43 GMT
Connection: keep-alive
ETag: "57e82le7-264"
Accept-Ranges: bytes

Port: 873

Banner: @RSYNCD: 31.0
video Recorded wvideos from the FOSDEM conferences
ARSYNCD: FXTT




Shodan

https://www.shodan.io/host/31.22.22.135

Tielt-
winge’

o Has‘selt:._ Pl

Waanrade - T
i i % Diepenbeek

@31.22.22.135

Country Belgium

Tigron BVBA

Tigron BVBA
Last Update 2017-01-28T21:12:06.837628
Hostnames www-public.fosdem.org

ASN AS56837



https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116
https://www.shodan.io/host/144.76.246.116

Shodan CVE vulns

# Print yuln information
for iten in host['vulns']:
CVE = item.replace('!','"')

print 'Vulns: %s' % 1item
explolts = api.exploits.search (CVE)
for 1tem in exploits['matches']:
if 1tem.get('cve') [0] == CVE:
print i1tem.get('description')




Shodan Developer API

https://developer.shodan.io/api

REST API Documentation

The base URL for

Shodan Methods
[BEd /shodan/host/{ip}

[EER /shodan/host/count
[EEd /shodan/host/search
[EEd /shodan/host/search/tokens
[EER /shodan/ports

[EEd /shodan/protocols
[E85§ /shodan/scan

[E8S§ /shodan/scan/internet
[EEd /shodan/scan/{id}

[BEd /shodan/services

[BEd /shodan/query

[BET /shodan/query/search
[BET /shodan/queryitags



https://developer.shodan.io/api
https://developer.shodan.io/api

Recon-ng
https://bitbucket.org/LaNMaSteR53/recon-ng



https://bitbucket.org/LaNMaSteR53/recon-ng
https://bitbucket.org/LaNMaSteR53/recon-ng
https://bitbucket.org/LaNMaSteR53/recon-ng

Recon-ng dependences

http://www.dnspython.org/
https://github.com/quandyfactory/dicttoxml/
https://github.com/joshmarshall/jsonrpclib/
http://Ixml.de/
https://code.google.com/p/slowaes/
https://github.com/imcnamara/XisxWriter/



http://www.dnspython.org/
https://github.com/quandyfactory/dicttoxml/
https://github.com/joshmarshall/jsonrpclib/
http://lxml.de/
https://code.google.com/p/slowaes/
https://github.com/jmcnamara/XlsxWriter/
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[recon-ng v4.8.1, Tim Tomes (@LaNMaSteR53)]

[76] Recon modules

[7] Reporting modules
[2] Import modules

[2] Exploitation modules
[2] Discovery modules

[recon-ng] [default] > show modules

Discovery

discovery/info disclosure/cache snoop
discovery/info disclosure/interesting files

Exploitation

exploitation/injection/command injector
exploitation/injection/xpath bruter




Recon-ng modules

D master~ &, ~ Recon-ng / modules / recon /

Recon-ng / modules /

compa nies-contacts

companies-multi

discoveryl/info_disclosure entiaciseaniocte

exploitation/injection contacts-credentials

’ contacts-domains
import
contacts-profiles
recon . )
credentials-credentials

reporting domains-contacts

. S
]
|
|
B
0O
B
S
]
Bs

domains-credentials/pwnedlist




Recon-ng modules

Description:
Leverages the freegeoip.net API to geolocate a host by IP address. Upda
'hosts' table with
the results.

Options:

Name Current Value Required Description

SERVERURL http://freegeoip.net vyes overwrite server url (e.g. T
1 installations)

SOURCE default yes source of input (see 'show i
r details)
Source Options:

default SELECT DISTINCT ip address FROM hosts WHERE ip address I
ULL

<string> string representing a single input

<path> path to a file containing a list of inputs

query <sql> database query returning one column of inputs
Comments:

* Allows up to 10,000 queries per hour by default. Once this limit is r
all requests will
result in HTTP 483, forbidden, until the quota is cleared.

[recon-ng] [default] [freegeoip] > set source 31.22.22.135
SOURCE => 31.22.22.135
[recon-ng] [default] [freegeoip] > run
31.22.22.135 - 50.85,4.35 - Belgium
[recon-ng] [default] [freegeoip] > l



Recon-ng subdomains

lass Module(BaseModule):
meta =

HERE ¢

def module_run(
for domain in domains:
elf.heading(domain
url
payload

p.status
< .error(’G
continue

p.text ==
self.output(’
continue
line in resp.text.split(
line = line.strip()
if line == "":

continue

host, addr = line.split(",")

% resp.status code)

self.add_hosts(host=host, ip_address=address)




Recon-ng Shodan

Searching Shodan API for: hostname:fosdem.org

[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]
[port]
[host]

31.22.22.135 (80) - www-public.fosdem.org
www-public.fosdem.org (31.22.22.135)

51.15.48.19 (9100) - streambackend3.video.fosdem.org
streambackend3.video.fosdem.org (51.15.48.19)
31.22.22.130 (143) - apeiron.fosdem.org
apeiron.fosdem.org (31.22.22.130)

31.22.22.132 (5432) - phronesis.fosdem.org
phronesis.fosdem.org (31.22.22.132)

51.15.49.18 (80) - streambackendl.video.fosdem.org
streambackendl.video.fosdem.org (51.15.49,18)
51.15.42.23 (9100) - control@.video.fosdem.org
control@.video.Tosdem.org (51.15.42.23)
2001:67c:1808::4 (5432) - phronesis.fosdem.org
phronesis.fosdem.org (2001:67c:1808::4)

31.22.22.135 (873) - www-public.fosdem.org
www-public.fosdem.org (31.22.22.135)

51.15.50.139 (22) - streamfrontendl.video.fosdem.org
streamfrontendl.video.fosdem.org (51.15.50.139)
163.172.142.127 (80) - crap.video.fosdem.org
crap.video.fosdem.org (163.172.142.127)

51.15.49.176 (9100) - streambackend®.video.fosdem.org
streambackend®.video. fosdem.org (51.15.49.176)
51.15.49.18 (9100) - streambackendl.video.fosdem.org
streambackendl.video.fosdem.org (51.15.49.18)
51.15.49.176 (80) - streambackendO.video.fosdem.org
streambackend®.video.fosdem.org (51.15.49.176)



The harvester

https://github.com/laramies/theHarvester

Aplicaciones + Lugares « Terminal + dom 01:59 e es v o~
root@kali: ~

Archive Editar Ver Buscar Terminal Ayuda

* Edge-Security Research 3
* cmartorella@edge-security.com %

Usage: theharvester cptions

-d: Domain to search or company name

-b: data source: google, googleCSE, bing, bingapi, pgp
linkedin, google-profiles, peoplel23, jigsaw,
twitter, googleplus, all

-s: Start in result number X (default: 8)
-v: Verify host name via dns resclution and search for virtual hosts
-f: Save the results into an HTML and XML file
-n: Perform a DNS reverse query on all ranges discovered
-c: Perform a DNS brute force for the domain name
-t: Perform a DNS TLD expansion discovery
-e: Use this DNS server
-1: Limit the number of results to work with(bing goes from 50 to 50 results,
-h: use SHODAN database to gquery discovered hosts
google 100 to 108, and pgp doesn't use this option)

Examples:
theharvester -d microsoft.com -1 580 -b google
theharvester -d microsoft.com -b pgp
theharvester -d microsoft -1 200 -b linkedin
theharvester -d apple.com -b googleCSE -1 500 -s 300

= |


https://github.com/laramies/theHarvester
https://github.com/laramies/theHarvester
https://github.com/laramies/theHarvester

The harvester modules

asksearch.py
bingsearch.py
bingsearch.pyc
DNS

dnssearch.py
dnssearch.pyc
dnssearch-threads.py
dogpilesearch.py
dogpilesearch.pyc
exaleadsearch.py
exaleadsearch.pyc
googleCSE.py
googleCSE.pyc

googleplussearch.py
googleplussearch.pyc
googlesearch.py
googlesearch.pyc
googlesets.py
googlesets.pyc

__init__.py
__init__.pyc
IPy.py

IPy.pyc

jigsaw.py
jigsaw.pyc
Linkedinsearch.py

Linkedinsearch.pyc
peoplel2l.py
peoplel23.pyc
pgpsearch.py
pgpsearch.pyc
shodan
shodansearch.py
shodansearch.pyc
twittersearch.py
twittersearch.pyc
yvandexsearch.py
vandexsearch.pyc



Python modules

import string
import httplib

import sy

import os

from socket import *
import re

import getopt

try:
import requests

except:
print "Request library not found,
sys.exit ()

from discovery import *
from lib import htmlExport

from lib import hostchecker



The harvester

[-] Searching inm Bing:
:~# theharvester -d pycon.org -1 500 -b google

[+] Emails found:
contacto2@l6@es.pycon.org

e e e o e e o e e e e e o e e e o e e e e e e e o s e e e o o e e e e e e e o o e e e o o e e e o e o e e e e e e o o e e e o o o e i
info@pycon.org

" 2 swc@za.pycon.org
H e
I I |_I !_\ — jf} ff>_‘_| F AL — | |_j_ — | [+] Hosts found in search engines:
o | |_| | | | _/' / . Y '[_| | | A _f”\_ \ | | _f | # [-] Resolving hostnames IPs...
i C I I [ | i AN oy || AT 2] " 148.251.113.227 :www.pycon.org
* * 144 .76.246.116:2016.es.pycon.org
* * 69.164.212.224:za.pycon.org
L gthzr;eséﬁr.vir' ZHG t 1 * 151.101.60.223:us.pycon.org
oded by Lhristian Martoreila “ 82.166.0.152:11 .pycon.org

* Edge-Security Research 151.101.60.133:na.pycon.org
* cmartorella@edge-security.com 106.187.52.176:tw.pycon.org
e s o e Sk S S S S S0 0 0 S 342 5 4 S S Sk K S S S S S S 342 340 0 o6 S S S S S S S S 3K 542 2 0 380 38 54 54 ok S o K K S Sk S S 3 3 54 3 o e ok ok ke ok 144 .76.246.116:2015.es . pycon.org
205.147.96.46:in.pycon.org
188.166.192.28:ua.pycon.org
52.50.6.3l:cz.pycon.org
[-]1 Searching in Google: 94.23.84.75:es.pycon.org
Searching @ results... 87.204.59.165:pl.pycon.org
; 106.187.52.176:Tw.pycon.org
SearCh%ng Ll it it s 158.69.9.197:ar.pycon.orq
Searching 200 results...
Searching 300 results...
Searching 400 results...
Searching 500 results...



OSR framework

pip install osrframework

Developed in python 2.7

Integrates with maltego transforms
https://pypi.python.org/pypi/osrframework/0.13.2
https://github.com/i3visio/osrframework



https://pypi.python.org/pypi/osrframework/0.13.2
https://pypi.python.org/pypi/osrframework/0.13.2
https://github.com/i3visio/osrframework
https://github.com/i3visio/osrframework

OSR python modules

BeautifulSoup

Requests

Mechanize

pYDNS—resolving name servers

python-whois—to recover the whois info from a domain
tweepy—for connecting with Twitter API

SkypedPy— for connecting with Skype API
Python-emailahoy—for checking email address
Multiprocessing—import Process, Queue, Pool



OSR python scripts

&) alias_generator.py Added osrfconsole script to control de utilities in the framework to ...
E) domainfy.py Check information against DNS instead of making HTTP GET queries
B entify.py Added osrfconsole script to control de utilities in the framework to ...
B enumeration.py Added osrfconsole script to control de utilities in the framework to ...

E) mailfy.py Added osrfconsole script to control de utilities in the framework to ...

E) osrfconsole.py Fix issue #166 by adding a split to information in PLATFORMS

[E] phonefy.py Added osrfconsole script to control de utilities in the framework to ...
[E) searchfy.py Added osrfconsole script to control de utilities in the framework to ...

E) usufy.py Added osrfconsole script to control de utilities in the framework to ...




ﬁythﬂn searchfy.py -q "fosdem” -p "twitter"”

i3visio_uri

S twitter.com/ ruby fosdem

1/ /twitter.com/PHP_ FOSDEM PHP_ FOSDEM Twitter




PpPyLthon wuswufy._ py -—-m

i3wvisio uri

m/susers/fosdem




OSR python scripts

B checkIfEmailWasHacked.py Added Tor 4 ——

B checklfHashlIsCracked.py Ad [or search platform to searchfy.py = - = ' cet 2 z - g
B checkInSkype.py 1 that mailfy.py work on Linux.

B checklpDetails.py Added Tor search platform to searchfy 0 : s _: - ! s
B checklpFromAlias.py that mailfy.py work on Linux -

B checkPhoneDetails.py Ac i Tor rch platform to searchfy.py 5 e .

B getBitcoinAddressDetails.py Added Tor search platform to searchfy.py =

apiuUrRL = "http://ip-api.com/j "+ query e e

apiData = jso

jsonData = []




B adblockparser
i} bs4

il dns

il exifread

il gexf

il ispell

B metapdf

i openxmllib
@8 phonenumbers
| pyPdf

@ pythonwhois
il stem

B _init_py

B socks.py

< parser module.
ing to utilis utifulSoup parsing

ed the DNSPython libr

Identifying names in content.

Extracting d optx and pdf meta data.

Extracting pdf meta data.

ort for identifying phone numt

ptx and pdf meta data.

ernal module added.
Stem license.
dule re-shuffle.

ation support.

configuration.




SpiderFoot-data sources

AVG Site Safety Report
Bing

Blocklist.de
Checkusernames.com
DMS

DomainTools

Google Safe Browsing
Linkedin

mmialcide.com
malwaredomalnlist.com

Location

hittp:/ fensras abuse. ch

hittps:f feasylist-
downloads_adblockplus.orgfeasylist b
hittps: freputation. allemault com
hittp:/fansraautoshun.org
hittp:/fassnacavgthreatlabas.com

[ ikt fansnac. bing.com

hittp:/flists blocklist.de
hittp: araenar. checkusernames. oom
Your configurad DMS server.

http:/fwaw. domaintools.com

hittpe/ Narsrar dronebl_org

hittp:/Nansnar facebook.com
hittp:/ffreegeoip.net

hittp:ffwnnee google.com

hittpe/fplus google com
hittp:farana google comfsafebrowsing
it fansrar linkedincom
hittpe/ffmalcOde.com

hittp:/ femsrn. malwaredomalndist.com

Motes
Various malware trackers.
AdBlock pattern matches

AlbenVault's IP reputation database.
Blacklists.
Site safety checker.

|Scraping but future version to also use AP

Blacklists.

Look up username availability on popular sites.
Defaults to your bocal DMS but can be configured to
whatever IF address you supply Spiderfoot.

Scraping but future version to also use APL

Scraping but future version to also use AP
Scraping but future version to also use AR
Site safety checker.

Scrapdng but future version to also use APL
Blacklists.

Blacklists.




SpiderFoot-Results

Eg SpiderFoot 4 New Scan iE Scans # Settings

fosdem

@ Status iZ Browse #* Graph £ Scan Settings H Log

Browse Public Code Repository

Data Element

Name: awvdyk.github.io
URL: https://github.com/avdyksavdyk.github.io
Description: Personal website

Name: chri
URL: https://github.com/mikanyman/chri
Description: Cultural Heritage Research Infrastructure

Name: chris
URL: https://github.com/beyondyuefei/chris
Description: chris2—TE#HIDBCEHREEILT S ErER




SpiderFoot-Results

.. Name: fosdem-ruby.github.io URL: https://github.com{fosdem-ruby/fosdem-ruby.github.io Description: The primary devroom website

.Newsv'rne {Categor}.fﬁﬁ]

= .Twiner (€ategory: social) <SFURL=https:/ftwitter.comfwouter</SFURL>
._fﬂsdem.org

.Name: fosdem-companion-android URL: https://github.com/cbeyls/fosdem-companion-android Description: FOSDEM Companion for Android

Name: wout
.Imageshack tegory: imag

. slideshari

.http:ffpastebin.comeQMpg4CB
.sporcle (Category: gaming) <SFURL>http:/fwww.sporcle.com/user/wouter/connections</SFURL=>

. MyLot (Category: social) <SFURL=>http:/fwww.mylot.com/wouter</SFURL>




Github repositories

GITHUB URL REPOS
GITHUB URL USERS

https://api.github.com/repos
https://api.github.com/users

import argparse
import reguests
import json

def search repositories(author, search for):
url = "%s/%s/repos"” S{GITHUE URL USERS, author)
print("Searching Repositories URL: %s" %url)
result = reguests.get(url)
iflresult.ok):
repo_info = json.loads(result.text or result.content)
print("Github repository info for: %s" %author)
result = "No result found!"
keys = []
for value in repo_info:
for key,value2 in value.items():#p
if strisearch_for)in strikey):
result = value
return result

if name == main
parser = argparse.ArgumentParser(description="Github search’)
parser.add_argument(’'--author', action="store", dest="author",required= )
parser.add argument( --"epo , action="store", dest="repo",required= )
parser.add _argument(’'--search for', action="store",dest="search for", default='owner', required=

given_args = parser.parse arga()
if given args.repo is not

result = search rep051t0ry(g1uen args.author, given args.repo,given _args.search for)
else:

result = search_repositories(given_args.author,given_args.search_for)



Github repository info for: fosdem

Got result for 'owner'...

issues url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/issues{/number}
deployments url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/deployments
stargazers count => B

forks url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/forks

mirror url => None

subscription url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/subscriptic
notifications url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/notificat
collaborators url == https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/collaborat
updated at => 2016-12-85T17:01:34Z

private => False

pulls url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/pulls{/number}
issue comment url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/issues/co
labels url => https://api.github.com/repos/FOSDEM/frontdesk-t-shirt tracker/labels{/name}
has wiki => True

full name => FOSDEM/frontdesk-t-shirt tracker




[+] Metadata for file: images\img.jpg
: 42016 - value: 2BF3A9E97BC886678DE12E6EB8835720
: YResolution - value: (300, 1)
: ResolutionUnit - value: 2
: Copyright - value: Frank Noort
: Artist - Vvalue: Frank Noort
: Make - value: Canon
: GPSInfo - value: {'Lat': 32.07874722222222, 'Lng': -131.4675777777778}
: XResolution - value: (300, 1)
: Exifoffset - value: 146
: Exifversion - value: 0220
: DateTimeOriginal - value: 2002:10:28 11:05:09
: Model - value: Canon EOS-5
: DateTime - Vvalue: 2008:03:09 22:00:01
: Software - value: Adobe Photoshop €S2 windows




[ |
G e O L O Cat I O n http://dev.maxmind.com/geoip/geoip2/geolite2/

import geoip2

import geoip2.database
python GeoIP.py --target 8.8.8.8

s ApYE
sponse . . . . =
city: Mountain View
region_code: CA
area_code: 650
time_zone: America/Los_Angeles
dma_code: 807
metro_code: San Francisco, CA
country_code3: USA
latitude: 37.3845
postal_code: 94040
longitude: -122.0881
country_code: US
country_name: United States
continent: NA
city: Mountain View
region_code: CA
area_code: 650

if not os.path.exists('GeoLite2-City.mmdb"):

y.mmdb is not found ..."

1 1r i
PO Y T

/r i
PO Y PO

return response

/rrrr | | T T 1
L 3 3= 3 3% 2 2 5 2 . 2 2 e 2 . L
S 3 3 3 e 3 3 3 3= 3 3 3 3 3 N
L IL I L IL IL IL I L IL IL I L 1

m
5


http://dev.maxmind.com/geoip/geoip2/geolite2/
http://dev.maxmind.com/geoip/geoip2/geolite2/

FootPrinting tools

Orb(Python 2.x)

https://github.com/epsylon/orb

python-whois - Python module for retrieving WHOIS information
python-dnspython - DNS toolkit for Python

python-nmap - Python interface to the Nmap port scanner

InstaRecon(Python 2.x)
https://github.com/vergl4s/instarecon
Dnspython,ipaddress
ipwhois,python-whois

requests,shodan


https://github.com/epsylon/orb
https://github.com/epsylon/orb
https://github.com/vergl4s/instarecon
https://github.com/vergl4s/instarecon

python instarecon.py -v -s <SHODAN_API_KEY> python.org

# Scanning python.org

] WARNING: PTR lookup failed for 23.253.135.79 - NXDOMAIN
] Domain: python.org

[
[
[*] IPs & reverse DNS:
23.253.135.79
[
n

*] NS records:
sl.pll.dynect.net
208.78.70.11 - nsl.pll.dynect.net
.pll.dynect.net
204.13.250.11 - ns2.pll.dynect.net
.pll.dynect.net
208.78.71.11 - ns3.pll.dynect.net
.pll.dynect.net
204.13.251.11 - ns4.pll.dynect.net

[*] MX records:
mail.python.org
188.166.95.178 - mail.python.org




status.python.org
52.35.72.202 - ec2-52-35-72-202.us-west-2.compute.amazonaws.com
54.149.249.224 - ec2-54-149-249-224 .us-west-2.compute.amazonaws.com
54.148.61.28 - ec2-54-148-61-28.us-west-2.compute.amazonaws.com
https://status.python.org/

testpypi.python.org
151.101.12. 075
https://testpypi.python.org/

arehouse.python.org
151 101L.606.175
https://warehouse.python.org/
https://warehouse.python.org/project/whitenoise/

iki.python.org

140.211.10.69 - virt-y8pzvf.psf.osuosl.org
https://wiki.python.org/jython
https://wiki.python.org/jython/JythonDeveloperGuide
https://wiki.python.org/jython/JythonFaq
https://wiki.python.org/jython/Jythonusers
https://wiki.python.org/jython/PackageScanning
https://wiki.python.org/jython/PoiExample
https://wiki.python.org/jython/Readlinesetup
https: .python org/jython/RoadMap
https: .python.




Python modules

BeautifulSoup for parsing web information
Requests,urllib3 for synchronous requests
Asyncio,aiohttp for asynchronous requests
Robobrowser,Scrapy for web crawling
PyGeolP,geoip2,geojson for GeolLocation
python-twitter,tweepy for connecting with twitter
Shodan for obtain information for servers
DNSPython,netaddr for resolving ip address

.

o



root@kali:~/wig# ./wig.py --help

usage: wig.py [-h] [-1 INPUT_FILE] [-n STOP_AFTER] [-a] [-m] [-ul
[--no_cache load] [--no cache save] [-N] [--verbosity]
[--proxy PROXY] [-w OUTPUT FILE]
[url]

WebApp Information Gatherer

DL
positional arguments: ?_ -

url The url to scan e.g. http://example.com

optional arguments:
-h, --help show this help message and exit
-1 INPUT_FILE File with urls, one per line.
-n STOP_AFTER Stop after this amount of CMSs have been detected. Default:
1
-a Do not stop after the first CMS is detected
-m Try harder to find a match without making more reqguests
- User-agent to use in the requests
--no_cache load Do not leoad cached responses
--no_cache save Do not save the cache for later use
-N Shortcut for --no_cache load and --no_cache save
--verbosity, -v Increase verbosity. Use multiple times for more info
--proxy PROXY Tunnel through a proxy (format: localhost:8080)
-w OUTPUT FILE File to dump results into (JSON)
root@kali:~/wig#

l




wig - WebApp Information Gatherer

Redirected to https://fTosdem.org
Continue? [Y|nl:y
Scanning https://fosdem.org. ..
SITE INFO
Ip Title
31.22_.22_.135 FOSDEM 2017 - Home

VERSION
Versions Type

1.18.31 Platform

ia | 11 0s

5.0 0s
openSUsE tumbleweed 05

SUBDOMAINS
Mame Page Title IP
http://m. fosdem.org: 88 FOsSDEM I1L.22.22.138
http: //mail. fosdem.org: 88 FOSDEM 31.22.22.138
https://mail. fosdem.org:443 FOSDEM 31.22.22.138

Time: 164.6 sec Urls: 618 Fingerprints:


https://github.com/jekyc/wig
https://github.com/jekyc/wig

Tinfoleak-fosdem

python tinfoleak.py -u fosdem -i -s --sdate 2016-01-01 --hashtags --mentions --meta --media media
--social --top 10 --conv -o report.html

Screen Name: fosdem

Account Created at: 11/28/2007
Verified: False

Twitter ID: 10680742

URL: hitp://fosdem.org/

Location: Europe

FOSDEM Time Zone: Brussels

FOSDEM is a free and non-commercial event Geo enabled: False
organized by the community, for the community.
Followers: 7,928 | Following: 187 | Likes: 235 Listed count: 351
Tweets: 1,215 (0.36 tweets/day)
Language: en




Tinfoleak-python dependences




optional arguments:

-h, --help show this help message and exit

-v, --version show program's version number and exit

-t TWEETS, --tweets TWEETS
number of tweets to be analysed (default: 200)

-i, --info general information about a user

-s, --sources show the client applications used to publish the
tweets

--sdate SDATE filter the results for this start date (format:

yyyy/mm/dd) _
--edate EDATE filter the results for this end date (format:

yyyy/mm/dd)

--stime STIME filter the results for this start time (format:
HH:MM:SS)

--etime ETIME filter the results for this end date (format:
HH:MM:SS)

--hashtags show info about hashtags included in tweets

--mentions show info about user mentions

--meta show metadata information from user images

--media [D] [no value]: show user images and videos, [d]: download
user images to "username" directory

YA A




Tinfoleak

HASHTAG DETAIL

Date (since)
01/13/2016
01/31/2016
01/30/2016
01/31/2016
01/30/2016
01/30/2016
01/24/2016
01/27/2016

TOP MENTIONS

Date (since)
01/26/2016
01/30/2016
02/02/2016
01/04/2016
01/26/2016
01/26/2016
11/27/2016
01/23/2016
01/04/2016
01/04/2016

Date (until)
01/31/2016
01/31/2016
01/31/2016
01/31/2016
01/30/2016
01/30/2016
01/30/2016
01/27/2016

Date (until)
02/05/2016
02/11/2016
11/28/2016
11/28/2016
01/26/2016
01/26/2016
12/07/2016
01/30/2016
01/04/2016
01/04/2016

o =
]

W W o W o h

Name
FOSDEM

#Hashtag

#FOSDEM

#fodem

#line71
#unwithpublictransport
#hsbxl

#ByteNight
#FOSDEM2016
#opensource

Mention
{@fosdem

Peter Van Eynde {@pvaneynd

JJ Merelo

Alessio Fattorini

Simon Phipps
christian
Kenneth Hoste
lefred

Rob Bosch
Su-Shee

@jjmerelo
{@ale_fattorini
{@webmink
[@csgui
[@kehoste
@lefred
{@robb_nl
{@sheeshee




Tinfoleak-get auth configuration

class Configuration():

nnne -

- ’ i
onfiguration 1nformatic

def 1init (self):

try:

# Read Linfoleak configuration file ("finfoleak.conf")
config = ConfigParser.RawConfigParser()
config.read('tinfoleak.conf"')

self.color = config.get('colors', '"INFO')

self.eoler hdr config.get('colors', 'HEADER')
self.coler Tun config.get('colors', 'FUNCTION')

CONSUMER KEY = config.get('Twitter OAuth', 'CONSUMER KEY')

CONSUMER SECRET = config.get('Twitter OAuth', 'CONSUMER SECRET')

ACCESS TOKEN = config.get('Twitter OAuth', 'ACCESS TOKEN')

ACCESS TOKEN SECRET = config.get ('Twitter OAuth', 'ACCESS_TOKEN_SECRET')




Tinfoleak-Geolocation

def set geofile information(self, tweet, user):
try:
tweet geo = 0

place = ""

geo = nn

# Get place from tweet
if tweet.place:
place = tweet.place.name.encode('utf-8")

# Get coordinates from tweet

i1f tweet.geo:
geo = tweet.geo['coordinates']
tweet geo =




Tinfoleak-Geolocation

if tweet.geo:

sgeo = tweet.geo['cm@rdiﬂates'ﬂ

add = 1

lat = str(sgea[0]) [ :stelsgeall] ) - Eind (. " }+4]

lon strisgeol[l]l) [:str(sgeoll]l) :Tind (".™)+4]
ion ="[" + lat + ", " + lon + "]"

for i1 in range (1, 20-=len (lecation)):
location 4= " "

location = location + "\t" + splace




FullContact API




FullContact API

mFuHContact

INTRODUCTION
EEaR Email APl Overview
COMPANY API

CARD READER API

EMAIL API
Email APl Overview

Detect Disposable Email
Addresses

Disposable Email API Diagram Detect Disposable Email Addresses
NAME APl
LOCATIOM API
BATCH PROCESS
ACCOUNT STATS

LIBRARIES

OVERVIEW

METHODS




FullContact API

def get fullcontact (email):
apl key = 'a82ad9009f6blbl’
base url = 'https://e ont “ DEerson. |

payload = {"emalil'femalrl, ‘apiKey'idpi key}

resp = requests.get(base url, params=payload)
1f resp.status code

# parse contact information

if "contactInfo' in resp.json{):



python checkFullContactAPI.py -e gvanrossum@gmail.com

Guido van Rossum - gvanrossum@gmail.com
staff Engineer at Dropbox
at Google
at Elemental Security
at Zope Corporation
at CNRI
at BeOpen.com
at CwI
at SARA
San Francisco Bay Area
Github - https://github.com/gvanrossum
witter - https://twitter.com/gvanrossum
Quora - http://www.quora.com/Guido-van-Rossum
Gravatar - https://gravatar.com/gvanrossum
Flickr - https://www.flickr.com/people/gvanrossum
elp - http://gvanrossum.yelp.com
Blogger - http://blogger.com/profile/12821714508588242516
GooglePlus - https://plus.google.com/u/0/115212051037621986145
Klout - http://klout.com/gvanrossum
LinkedIn - https://www. linkedin.com/pub/guido-van-rossum/0/756/4a0
Cconfidence: 88%




python checkFullContactByDomain.py -d fosdem.org

*tinks® + I §
"url™ : "http://fosdem.org/2817/rss.xml",
"label”™ : "rss"

"http://fosdem.org/2016/rss.xmlL",

},
"spcialProfiles” : [ {
"bio" : "FOSDEM is a free and non-commercial event organized by the community for the community. The goal is to provide Fr
rce developers and communities a place to meet to: * get in touch with other developers and projects; * be informed about the
e Free Software and Open Source world; * attend interesting talks and presentations held in large conference rooms
roject leaders and committers on various topics; and * to promote the development and the benefits of Free Software
pation and attendance is totally free, though the organization gratefully accepts donationals and sponsorships.",
"typeId” : "linkedincompany”,
"typeName" : "LinkedIn",
"url" : "https://www.linkedin.com/company/fosdem",
"username"” : "fosdem",
"id" : "349978"
¥ I
=traffic™ : I
"topCountryRanking"
"rank"” : 466884,
"locale™ : "us"

[ {
"global"”

"rank" : 466884,
"locale™ : "us"




Aplicaciones v Lugares v &0 B~

Q Escribir para buscar...

Frecuentes
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