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Open source password
manager for teams




“80% of security incidents
are due to poor password
management policies.”

~ Trustwave

passbolt-®>



“Each year, over 125 millions
hours of productivity are lost
due to passwords management
problematics.”

~ Programmez.com
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& Passbolt - The simple pass... % | =+

€ | @ passbolt.dev/#

® passwords

users

passbolt-$

All items
Favorite

Recently modified
Shared with me
Iltems | own

& copy [ edit * share more -

All items
Resource Username

B Inkscape vector
~I ¥ Enlightenment efl
g free software foundatio... fsfe
5 ftp user
| W% Docker docker
B Grogle grd
= Debian jessy
& framasoft framasoft
s Gnupg gpe
& Git git
B composer getcomposer
cakephp cake
= apache www-data
=] Canjs yeswecan
B centos root
= hnwer hnwer

success The password has been added as a favorite

Password
sssssses

POOVOPOOOOOOOOOOOO

&

Q search wBe ¥+ & P

Ada Lovelace
ada@passbolt.com

logout

i
cakephp x
Information
Username cake
Password
URL cakephp.org
Modified 10 days ag
Modified by ada@pass 0 % 4 #1840
Owner ada@pass =
= ]

Description
The rapid and tasty php develof Anonymous User

(anonymous@passbolt.com)

created and account for you!
Comments : .

ANONYMOous ju:

emo.p:

Welcome Remy,

ist invited you to join

sholt.com/. Passholt is

password manager that s designed to
allow sharing credentials with your team
Ter without making compromises on security!

Let's take the next five minutes to get you
started!

<

get started




®

Libre

Passbolt is distributed
under AGPL. It can be
hosted on premises for
complete control of data.

Extensible

Passbolt can be integrated
with emails and as well as
other tools using the API.

Easy to use

Provide advanced features
for power users and stay
out of the way for everyone
else.

e

Open standards

Passbolt provides a tested
and auditable codebase with
a security model based on
OpenPGP.

Made for teams

Passbolt is primarily
designed for teams, to make
secure collaboration easier.
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J

Login | Passbaolt ® |+

€ @ | passbolt.dev/authflogin ¢ | Q Search B 4+ A& D =

P home register  login

Welcome back! passbolt-®

Username *

| moata Nice one! Firefox plugin is installed and ada@passbolt.com
) Firefox configured. You are good to go!
Master password *

The server identity is verified! Please enter your secret key password
eGnuPG ¥ y Y P

We ¥ open source Chrome Extension
Passbolt is free and open source. It A Chrome Extension for Passbolt is
uses OpenGPG.js, Can]S, Cakephp also under development but not
and more. available at the moment.

€ github c chrome web store

Terms  Privacy  Credits
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ece |/ “& Passbolt - The simple pass.. * | +
€ @ passbolt.dev/# o Q search ﬁ a4 4 ’ =
P passwords users logout

Ada Lovelace
ada@passbolit.com

) copy # edit * share more ~ i}

passbolt-®» Q

All items All itemns cakephp %
Fawarts ! Resource Username Password
::;::);:: :zEd 3 Inkscape vector e g Information
ffems i own ~| % Enlightenment efl P T ek
free software foundatio... fsfe sssssose D Password ssssssss D
D ftp user sessssse O URL cakephp.org
| % Docker docker sssssmee -a Modified 10 days ago
& Grogle grd sesesese D Madified by ada@passbolt.com
= Debian jessy S Owner ada@passbolt.com
framasoft framasoft > Description =
- Gnupg grg o
it Git git > The rapid and tasty php development framework
] composer getcomposer S ]
cakephp cake sesessse H Comments ©
apache www-data ssecnnee P
D Canjs yeswecan sescsese D
2 centos root ssscsese D 4
=] hwrar hrwar sasssaan N
success The password has been added as a favorite Terms  Privacy  Credits @7

passbolt-®>



ece -° Passbolt - The simple pass... K\+
. @ passbolt.dev/# ¢ | Q search B + & P | =

Edit cakephp x
Edit Share

Name *

cakephp

URI

cakephp.org

Username *

cake

Password

complexity: strong

Description

The rapid and tasty php development framework

Terms Privacy Credis @

passbolt-®>



L L -° Passbolt - The simple pass... K\+

@ passbolt.dev/# o S ﬁlﬁ & ” o | -
Share cakephp ®
Edit Share
. Ada Lovelace |
ada@passbolt.com is owner j [x]

Betty Holberton

betty@passbolt.com can update 19
Carol Shaw

carol@passbolt.com can read [x]
Dame Steve Shirley —
dame@passbolt.com | canread j [x]

Share with people

Frances Allen l
98DA33350692F21BDSFA3A17EBDCS617477FB14C

i

Kathleen Antonelli
14D07AFFDES16BCI04F1 7TAFBAD203642A73AE279

Jean Bartik
8F758E3BDDB445361ABAGADO73BAC2B524AA11..,

Terms Privacy Credis @
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ece |/ “& Passbolt - The simple pass.. * | +
€ @ passbolt.dev/# 2 [ Q search AE s A S =
P passwords users logout

passbolt-® Q et

1]
Allusers Altisers mm Carol Shaw x
Recently modified User Username ﬁu‘lf\z carol@passbolt.com
& . Frances Allen frances@passbolt.com infoimatien
& m Kathleen Antonelli kathleen@passbolt.com
Role User
D L Jean Bartik jean@passbolt.com Madifled 11 days ago
@ Edith Clarke edith@passbolt.com
a P Public Key
@ 1 Irene Greif irene@passbolt.com
E Key id 82945D3E
[ Betty Holbert: betty@passbolt.
etty Holberton etty@passbolt.com Tipe RSA
7 X Grace Hopper grace@passbolt.com Created 2015-07-02 16:55:12
E] l Lynne Jolitz lynne@passbolt.com Expires 2019-07-02 16:55:12
” Public key copy
L Hedy Lamarr hedy@passbolt.com
’ 1 Nancy Leveson nancy@passbolt.com TTTTRAGHN AR puRme sy smociee
Comment: GPGTcols - https://gpgtools.org
o Ada Lovelace ada@passbolt.com
mQINBFWVH5gBEADI 3Pyvzhoiv 7|

Carol Shaw carol@passbolt.com

Terms  Privacy  Credits

passbolt-®>



ece |/ “& Passbolt - The simple pass.. ¥ | +

€ @ passbolt.dev/#

P passwords users

passbolt-»

& edit
My proﬂle All users » Ada Lovelace » Profile
Manage your keys
Profile
Name
; Email
o~ Role
o A
L R AR Modified
a Click here to upload
a new picture. Created
Public
key

€ | Q Search wBa 4+ 4 9

Q Ada Lovelace
PeSRY ada@passbolt.com

logout

Ada Lovelace
ada@passbolt.com
user

10 days ago

10 days ago
5D9B054F

Note: Sorry, it is not possible to change your
key at the moment.

Terms  Privacy  Credits

passbolt-®>



I ewemy — -bah — 172046

Last login: Wed May 18 1B:37:24 on ttys@o2

~ % passholt find

NAME USERMAME URT MODIFIED uuID

Inkscape vector https://inkscape.org/ 2016-085-15 X 17c66127-0c5e-3510-a407-2e6a105109db

Enlightenment efl https://wew.enlightenment.org/ 2016-85-15 16: 9 Z2afd@3d44-b330-30aB-ac26-64b2776T07el

free software foundation europe fsfe https://fsfe.org/index. en.html 2016-085-15 16: 31bf093f-dd27-391d-ae0d-f511ef41dd12
user ftp://192.168.1.1 2016-95-15 1 4a2f98e8-b326-3384-aa2b~c3c0nB1be3fT
docker https://wew.docker. com/ 2816-85-15 16:84: 664735b2-4beT-36d9-a91 8-RBd42998 af8
grd http://fr.groland.wikia.com/wiki/Grogle 2816-85-15 e 8018a5ef-1e57-3981-abd 1-98521c2622d6
jessy passbholt.dev 2016-085-15 : afb3ae3c-9d12-39a3-afda-a4863b918989
framasoft https://soutenir. framasoft.org/ 2016=-085=15 H:LH c1al19589=752f=3b9f-adbe-e258a07Taf59
opg gnuUpg.org 2016=05=15 = cfibf684=8f30=-338d=-aTcl-65011eTd3ded
git git=scm.com 2816-085-15 4 eShde2bd=29fd=3dcB-acad-401e55a343ae
getcomposer getcomposer.org 2016-85-15 d547dd43a-9f21-30f6-ae31-6679258bbel?
cake cakephp.org 2016-085-15 HLE 524b4fBc-bB42-38d6-a542-6bFT14d @9
www—data http://www.apache.org/ 2016-05-14 8 1a3db9dd-7840-342f-a%e5-cfBA123a5443
yeswecan Canjs.com 2816-05-08 i a93321f2-Taed-3d77-a2d1-7ed58f41b703
root centos.org 2816-84-15 16: bB4163c2-3b50-3258-a5bb-3fb2272c3cca
bower bower. io 2815-85-15 | 4241e122-62d8-348c-a607-158d8caboScs

~ % passbolt get cfGbf684-Bf38-338d-aTcl-65011e7d3ded

BEGIN PGP MESSAGE-——--
Version: GnuPG w2

hOIMALPS80K1IHA+ARAAmPSIn 0 ybdawhBo9x32Vna1ggw? 757 1EG ) nBABgOXWID
+mAN § 9 1U9W= BvMT TWulloBoT05uX z f Gapo,/ DgH1py ol LAn0v iAYUoKdTul 2dUKG
5e580Ub4aSA/ XDL0SywkRkRdwDe,/BL0v FWCFPgX1kacivBa3RBR2 tuo] GMSwhs j Ag
ZUZZ51DIMMUhvCzgALcAr84NalfB5Th1VLArVDadGx5/qzGFCa2Fris+mBa2dVuk
X0 y+]mWXaob2EDjVmd9r cK rMWBHD teWK L4eAd ZnWrhs 0T 1PBALSX0or ILLd KD
VFCSX4a8hKESeW043 fwC/0BNBCK7at3zvst rie+aole/ gMOhcHTUUGAZ /hBhCNww
JhxfyTdLGHG] 7] PRUPgkwl355vYpeYaNzk 78/ heT tODBEYD gV E TNATAVYV LAHN
GO4qk jwIogTWly@FQ+DaAG-+WANYpVDT jODUZLwWr5e f7 2k fWedXk fGBoRSyIfuidd
95uaTeT4n61TId e AVp2uPUT nLR+mRASuXqy./tdinI7j ENS 2198 i KX+0xUSOIv
M+xLWLKKWY-+h]jUchlz36UhT i2D5TeWdGLT0ECpT /mteMw3gHPBk ] ECAKgBR0SXET
Li6hsKABI+13013 ib0KLIGOHH22 tCdIMYGPS0 j0wjafy2Uiyid IwB+TAcRAWLmNS
00FAAEITc202B05CLIVD/ rhP/ z3] AVIuUQnIweBEExpMTLIIWIENZ j +qdV] fRw2q
INNh5] 1+27LC1CHNmMHERNVPCE

=Bbft

END PGP MESSAGE————

“I must be a cranky system administrator because I find idea
of using nodejs for a CLI extremely tiresome in a ‘get off my
lawn’ sort of way.” ~ bithive123

passbolt-®>




“Can you please develop faster?”

~ LLaura

passbolt-®>



In progress

Q1 2016 Q2 2016

Groups Import / Export
B Associate people and passwords with S@ Import and export your passwords

groups to manage access rights. from/to other password managers.

APl Documentation Audit logs
@ Api documentation done in swagger. - Browse the access logs to see who is
You can build on top of passbolt! doing what on passbolt.

Risk analysis : Email notifications
0 A complete review of the security [ Get nudged when someone change a
risks and counter measures. password, posted a comment, etc.

* timelines and priorities can change
passbolt-®>



Share Passboit

Edit Share

Ada Lovelace & -

Unchanged

Carol Shaw @ :
l Unchanged Can edit

Fran;eg Alerl'u (i ] e

Permission will change

IT Support & .
L’I Will be added Can edit

You need to save to apply the changes.

Share with people or groups

enter one name or email

v X
v X
* X
v X

CKR

Checkout

the specs &

fill out the
survey!

passbolt-®>


https://docs.google.com/document/d/1b7hwleV0VrU45ARErCutgNBQTD48mjoFVfD_OEE4le8/edit#
https://passbolt.typeform.com/to/WKV53Q
https://passbolt.typeform.com/to/WKV53Q

Security audit

An independent 3rd party security
review of the code.

Categories and tags

QOrganize passwords using tags and
folders, just like on a file system tree.

Form saving and filling

The plugin can save passwords from
web pages and populate login forms.

Internationalization

The interface and documentation are
translatable in multiple languages.

What's next

2

t

Accessibility

Better support for screen readers
and higher contrast ratio options.

Mobile support

Android and iphone clients. Choose
which password is available for
which device.

LDAP Integration

Integrate passbolt with your
organization user directory.

Advanced keyring
management

Manually approve and sign keys to
build a network of trust.

Second factor authentication

Login requires an additional code
sent to your phone.

Guided tour

Get familiar with passbolt features
the first time you login.

Secure notes

Store other secrets than a password
such as notes.

passbolt-®>



How does it work?

passbolt-®>



Open source stack

3’
PHPUnn GnuPG
docker . a

More at https://www.passbolt.com/credits



https://www.passbolt.com/credits

users

id : uuid
username : string
active : bool
deleted : date
modified : date
created : date
role_id : uuid

roles

id : uuid
name : string

gpgkeys

id : uuid

user_id : uuid
fingerprint : string
key : text

resources

id : uuid

uri : string

name : string
username : string
deleted : date
modified : date
created : date
created_by : uuid
modified_by : uuid

secrets

id : uuid

user_id : uuid
resource_id : uuid
data : text
modified : date
created : date
created_by : uuid
modified_by : uuid

profiles

comments

favorites

controller_logs

user_agents

authentication_tokens

email_queue

permissions_types

permissions

passbolt-®>



datasource

using cakephp core
v.2.9, going v3.x
Q1/Q2 2017

Layout

behavior
sql views models
dispatcher — routes controller
bootstrap components
configs

View

Elements

passbolt-®>



Client

Server

(o

s oleow

Optional

1. Generate noncel

2. POST lauthiverify
send encrypted nonced and key fingerprint

Encrypt nonced
Stores nonce0

-
5. Check noncel [

4. 200 with decrypted nonce 0

R

o

J

3. Check user
Decrypt noncel
Check token format

1. POST llogin
send key fingerprint

.

2. Check user

Generate noncel
3. 200 with Store nonce1
encrypted signed nonce1 Encrypt sign noncel
4. Enter passphrase B -
Decrypt nonce <
Check token format 5. POST flagin :
send key fingerprint and noncel e . Check user
Check nonce1
Set auth cookie & redirect
S e D e e e T -
4. Set cookie B
9. GET/ L2
send auth cookie
11. 200 10. Check session
Send main app page
B o e e e e e i e A AR D -+—
if user public key 200 2b/6b/10Db
check or nonce1 Send loai log attempt
check fail or session i encoonpagewivemor
id is not valid

if nonced check fail J

5.b. Display emor

message.

R e




controllers
File, clipboard, toolbar Iocal Storage
. Json

EE—— main events models > .

api

create uses
libs
pagemOd worker openpgpjs, etc.
Addon code dispatch

Content code

vendors
............................. »| port S, I [AVER
insert l
content script template

\ DOM & passbolt.js
ég passbolt-®>



Code Coverage - 72.4% (4936/6816 elemenis)

Methods 46.7% Statements 73.9%
| 72.4% e
100
80
M | E——
60 -
$ —
40 S —
20
0
REEEEEPEEERERELE REguigERnae

ROERORS
$iggagd
ent — total |

WO oot L SN

£ 500
=0
8 400

#T11
#730
#749

More at: https://github.com/passbolt/passbolt_selenium

4 Testsuites:

Integration: selenium (~ 300)
API: phpunit (~500)

JS App: chai/mocha (~120)
Web Extension: jpm (~10)

2 Continuous Integration stacks:

jenkins + selenium

chrome & firefox on linux
travis + saucelab

More config (windows, etc.)

passbolt-®>


https://github.com/passbolt/passbolt_selenium

$ grunt styleguide-update

Button test

Normal size

button ot m .disabled

Big size
.big .big.disabled .primary.big ok
More at:

e http://github.com/passbolt/passbolt_styleguide

e https://qithub.com/passbolt/passbolt_wireframes
passbolt-®>


http://github.com/passbolt/passbolt_styleguide
http://github.com/passbolt/passbolt_styleguide
https://github.com/passbolt/passbolt_wireframes
https://github.com/passbolt/passbolt_wireframes

Thank you!

passbolt-®>



