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Programming is Hard

= Need to think of ALL possible cases
» Keep track of all possible values

= [f it can be null, it will be null!

= Shipping bugs has consequences

= [0, users need to upgrade to get the fix



Code Quality

®x Coding Good Practices: Tests, Code architecture, More Tests...
®x | anguage Support: Null values? Try-with-resources? Type system?

®x Cannot always choose your language (legacy code, mobile
apps, ...)



Static Analysis/Program Analysis

= Additional signal to developers

®x Check all program paths and values
= complement testing

= Palliative for tricky language features

= complement compilers/type systems



INnfer

= [nfer is a static analyzer written in OCaml for:
x Java
x C, C++, Objective-C

= \Vith the characteristics of being:
= |[nter-procedural

% |ncremental



Infer Community

facebook / infer ® Watch 398 % Star 6,274  YFork 828

<> Code Issues 87 Pull requests 3 Projects 0 Pulse Graphs

A Shubi _

VBER ol Collaboration with Spotify

FRAMEWORKS FOR CODING CONFIDENCE

kiuwan / thirdparty-report-importer

Added support for facebook Infer analyzer

Changed documentation, added a parser class for infer output and changed
the Main class to support the infer option

I master (#2)

a jsalado committed on Feb 23




tbinfer.com

|— Infer Docs Support Blog Twitter Facebook GitHub

A tool to detect bugs in Android and
I0S apps before they ship

Facebook Infer is a static analysis tool - if you give Infer some
Objective-C, Java, or C code, it produces a list of potential bugs.
Anyone can use Infer to intercept critical bugs before they have
shipped to people's phones, and help prevent crashes or poor
performance.

‘ GET STARTED H TRY INFER IN YOUR BROWSER

wsr Lo



http://fbinfer.com

tbinfer.com

I Infer Docs Support Blog Twitter Facebook GitHub

@ Project~ Edit~ View ~ Actions ~ & Compile = ® Ru

Infer Java Tutorial Hello.java Pointers.java Resources.java

1,’y**

— Root
i * The Infer "Hello World" Java example.

=l Hello.java

:u Pointers.java Click the "Analyze" button to run Infer.
=] Resources.java Learn more about Infer at http://fbinfer.com

*/

import java.io.File;

import java.io.FilelnputStream;
import java.io.FileOutputStream;
import java.io.IOException;
import java.io.QutputStream;
import java.util.Random;

public class Hello {

void doesNotCauseNPE() {

Pninterce A n = Pninterc mavRetiirnNul10100 -

This will display the output.



http://fbinfer.com

Demo




Infer Bug Types for C/C++

x Null Dereference
x Memory Leak

= Resource Leak
x Empty Vector Access [C++ only]
x Static Initialization Order Fiasco (using -a. checker) [C++ only]

= Premature nil- Termination Argument



Infer Bug Types for Objective-C

= Null Dereference
x Memory Leak
x Resource Leak

x Retain Cycle
= |var not null checked

x Parameter not null checked



INnfer Bug lypes for Java

x Null Dereference

x Resource Leak
x [aint Analysis (with -a quandary)

x Performance Critical Calls Expensive Method (with -a, checker)



INnfer Bug lypes for Androlo

x Context Leak

x Fragment Retains View (with -a checker)



In the Wild:
DuckDuckGo



DuckDuckGo’s bug report

Resource Leak with Cursor




e e D:g;?"'“aba"dffidj_["’samp'e—df°i RESOURCE_LEAK: resource acquired to c by
- — NN P call to query(...) at line 329 is not released

android 2 Src ) com » duckduckgo mobile android db » ¢ DdgDB »

C ) DuckDuckGo.java % ¢ DdgDB.java x C Torintegration.java X c DDGControlVar.java % after Iine 336

317 return new FeedObject(id, title, description, feed, urft,

318 }

319

320 private AppShortInfo getAppShortInfo(Cursor c) {

321 return new AppShortInfo(c.getString(0), c.getString(1));

322 }

323

324 private HistoryObject getHistoryObject(Cursor c) {

325 return new HistoryObject(c.getString(@), c.getString(1), c.getString(2), c.getString(3), c.getString(4)); —
326 }

327

328 public ArrayList<AppShortInfo> selectApps(String title){

329 Cursor ¢ = this.db.query(APP_TABLE, null, "title MATCH ?", new String[]{title+"%"} , null, null, null);
330 if(c.moveToFirst()) {

331 ArrayList<AppShortInfo> apps = new ArraylList<~>(20);

332 do {

333 apps.add(getAppShortInfo(c));

334 } while(c.moveToNext());

335

336 return apps;

337 b

338 c.close();

339

340 return null;

341 }

342

343 public ArraylList<FeedObject> selectAl1(){

344 Cursor ¢ = this.db.query(FEED_TABLE, null, null, null , null, null, null);
345 if(c.moveToFirst()) {

346 ArraylList<FeedObject> feeds = new ArrayList<~>(30);
A7 dn {
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Q Unregistered VCS roots detected: The following directories are roots of VCS repositories, but they are not registered in the Settings: // /Users/martinoluca... (today 9:51 AM) 303:5 LF: UTF-8: Context: <no context> o)




DuckDuckGo’s bug report

Null Dereference




2 DuckDuckGo.java - android - [~/sample NULL_DEREFERENCE: OijCt fEEdObjeCt IaSt
B fandod - po@ o Lo @ ¢ BBl gssigned on line 866 could be null and is
and::nde :-:k;rc-~ com » duck«'iuckgo mobile android activity » ¢ DuckDuckGo » dereferenced by Ca" to feedltemSEIectEd(".)
C ) DuckDuckGo.java % C) DdgDB.java X

858 syncAdapters(); atline 867

859 ¥

860 //BusProvider.getInstance().post(new RequestOpenWebPageEvent(url, SESSIONTYPE.SESSION_FEED));
861 searchOrGoToUrl(url, SESSIONTYPE.SESSION FEED);

862

863 }

364

865 public void feedItemSelected(String feedId) {

866 FeedObject feedObject = DDGApplication.getDB().selectFeedById(feedId);

867 feedItemSelected(feedObject);

868 }

869

870 @Override

871 «of protected void onActivityResult(int requestCode, int resultCode, Intent data) {//aaa to remove
872 super.onActivityResult(requestCode, resultCode, data);

873

874 if (requestCode == PREFERENCES_RESULT){

875 if (resultCode == RESULT 0K) {

876 boolean clearWebCache = data.getBooleanExtra("mustClearWebCache", false);
877 if(clearWebCache){

878 BusProvider.getInstance().post(new WebViewClearCacheEvent());

879 }

880 boolean clearedHistory = data.getBooleanExtra("hasClearedHistory", false);
881 if(clearedHistory)<{

882 clearRecentSearch();

883 }

884 boolean startOrbotCheck = data.getBooleanExtra("startOrbotCheck", false);
885 if(startOrbotCheck){

886 searchOrGoToUr1l("https://check.torproject.org");

887 }

888 boolean switchTheme = data.aetBooleanExtra("switchTheme". false):
= TODO i 6: Android Monitor Terminal 1 Event Log [£] Gradle Console

[ ] Unregistered VCS roots detected: The following directories are roots of VCS repositories, but they are not registered in the Settings: // /Users/martinoluca/s... (a minute ago) 854:1 LF: UTF-8: Context <no context> v 8
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= DdgDB.java - androd - [-/sample_ord NULL_DEREFERENCE: object feedObject last
W Mandrod - pode o Lo 2 L Bl assigned on line 866 could be null and is
android ~  :src com > duckduckgo mobile android db » ¢ DdgDB
. ETTTYT dereferenced by call to feedltemSelected(...)

469 ' c.closé(f; at"ne 867

470 }

471 }

472 return out;

473 }

474

475 public FeedObject selectFeedById(String id)<{

476 FeedObject out = null;

477 Cursor ¢ = null;

478 try {

479 c = this.db.query(FEED_TABLE, null, " _id=?", new String[]l{id}, null, null, null);
480 if (c.moveToFirst()) { cursor is empty
481 out = getFeedObject(c);

482 ¥

483 } finally {

484 if(c!=null) {

485 c.close();

486 }

487 }

488 return out; outis null

489 }

490 / %

491 public boolean existsVisibleFeedById(String id){
492 Cursor ¢ = this.db.query(FEED_TABLE, new String[]{"_id"}, "_id=? AND hidden='F'", new String[]{id} , null, nu
493 if(c.moveToFirst()) {

494 return true;

495 }

496 return false;

497 }x/

498

AQQ nuhlic hanlaan avictecFavanritaFoaadRuTAlC+rina id)Y S
== TODO i 6: Android Monitor Terminal 1 EventLog  [=] Gradle Console

Q Unregistered VCS roots detected: The following directories are roots of VCS repositories, but they are not registered in the Settings: // /Users/martinoluca/... (2 minutes ago) 461:1 LF: UTF-8% Context: <no context> -
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2 DuckDuckGo.java - android - [~/sample NULL_DEREFERENCE: OijCt fEEdObjeCt IaSt
B fandod - po@ o Lo @ ¢ BBl gssigned on line 866 could be null and is
and::nde :_:kscrc-- com » duck(.iuckgo mobile android activity » ¢ DuckDuckGo » dereferenced by ca" to feedltemselectEd(".)
C ) DuckDuckGo.java x* C) DdgDB.java X

858 syncAdapters(); atline 867

859 ¥

860 //BusProvider.getInstance().post(new RequestOpenWebPageEvent(url, SESSIONTYPE.SESSION_FEED));
861 searchOrGoToUrl(url, SESSIONTYPE.SESSION_FEED);

862

863 }

364

865 public void feedItemSelected(String feedId) {

866 FeedObject feedObject = DDGApplication.getDB().selectFeedById(feedId); feedObject is null
867 feedItemSelected(feedObject);

868 }

869

870 @Override

871 «of protected void onActivityResult(int requestCode, int resultCode, Intent data) {//aaa to remove
872 super.onActivityResult(requestCode, resultCode, data);

873

874 if (requestCode == PREFERENCES_RESULT){

875 if (resultCode == RESULT 0K) {

876 boolean clearWebCache = data.getBooleanExtra("mustClearWebCache", false);

877 if(clearWebCache){

878 BusProvider.getInstance().post(new WebViewClearCacheEvent());

879 }

880 boolean clearedHistory = data.getBooleanExtra("hasClearedHistory", false);

881 if(clearedHistory)<{

882 clearRecentSearch();

883 }

884 boolean startOrbotCheck = data.getBooleanExtra("startOrbotCheck", false);

885 if(startOrbotCheck){

886 searchOrGoToUr1l("https://check.torproject.org");

887 }

888 boolean switchTheme = data.aetBooleanExtra("switchTheme". false):
= TODO i 6: Android Monitor Terminal 1 Event Log [£] Gradle Console

[ ] Unregistered VCS roots detected: The following directories are roots of VCS repositories, but they are not registered in the Settings: // /Users/martinoluca/s... (a minute ago) 854:1 LF: UTF-8: Context <no context> v 8
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® @ DuckDuckGo.java - android - [~/sample NULL_DEREFERENCE: ObjeCt fEEdObjeCt IaSt
A O AL SR e B aned bG8 LBl assigned on line 866 could be null and is
android »  :src com » duckduckgo mobile android activity » ¢ DuckDuckGo »
S Docrouckee e x | (© DicbElon » dereferenced by call to feedltemSelected(...)

840 } S at line 867

841

842 public void feedItemSelected(FeedObject feedObject) {

843 // keep a reference, so that we can reuse details while saving

844 DDGControlVar.currentFeedObject = feedObject;

845 DDGControlVar.mDuckDuckGoContainer.sessionType = SESSIONTYPE.SESSION_FEED;
846

847 String url = feedObject.getUrl(); NullPointerException

848 if (url '= null) {

849 //1f(!DDGApplication.getDB().existsVisibleFeedById(feedObject.getId())) {
850 if(!'DDGApplication.getDB().existsFavoriteFeedById(feedObject.getId())) {
851 DDGApplication.getDB().insertFeedItem(feedObject);

852 //BusProvider.getInstance().post(new RequestSyncAdaptersEvent());

853 syncAdapters();

854

855 } else {

856 DDGApplication.getDB().insertFeedItemToHistory(feedObject.getTitle(), feedObject.getUrl(), feedObjec
857 //BusProvider.getInstance().post(new RequestSyncAdaptersEvent());

858 syncAdapters();

859 }

860 //BusProvider.getInstance().post(new RequestOpenWebPageEvent(url, SESSIONTYPE.SESSION_FEED));
861 searchOrGoToUrl(url, SESSIONTYPE.SESSION FEED);

862

863 }

864

865 public void feedItemSelected(String feedId) {

866 FeedObject feedObject = DDGApplication.getDB().selectFeedById(feedId);

867 feedItemSelected(feedObject);

868 ¥

869

Q7 1M AMNviarridao
== TODO i 6: Android Monitor Terminal 1 Event Log [=] Gradle Console

Q Unregistered VCS roots detected: The following directories are roots of VCS repositories, but they are not registered in the Settings: // /Users/martinoluc... (3 minutes ago) 831:27 LF: UTF-8: Context: <no context> -
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How does Infer work”?



Java
C
C++
ObjC

ant

buck
cmake
gradle
maven
make
xcodebuild

INnfer Architecture
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Capture: Intermediate Language

1 CodeSample {

2 String computeSomething(boolean flag) {
3 (flag) {

4 null;

5 ¥

6 {

7 "something"';

8 }

9 }

10

11 int doStuff() {

12 String s = computeSomething(true);
13 s.length();

14 }

e
y N
'



Capture: Intermediate Language

® | et’s focus on the “computeSomething” method

CodeSample {
String computeSomething(boolean flag) {

(flag) {
null;
¥
{
"something";
}
}
() {
s = computeSomething( IE
s. length();
}



Capture: Intermediate Language

» [nfer generate its Control Flow Graph (CFG)

CodeSample {
String computeSomething(boolean flag) {

(flag) { 1: Start
null; String CodeSample.computeSomething(boolean)
}
{
"something";
}
}
0O { 11: Prune (false branch) 10: Prune (true branch)
s - computeSomething( )s nS0=*&flag:_Bool [line 3] n$0=*&flag:_Bool [line 3]
s.length(); PRUNE((n$0 == 0), false); [line 3] PRUNE(!(n$0 == 0), true); [line 3]
}

13: method_body 12: method_body
*&return:class java.lang String *="something" [line 7] *&return:class java.lang.String *=null [line 4]

v

v
N

= S
Z S

* 2: Exit

String CodeSample.computeSomething(boolean)
Frontend
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Analysis: Pre- and Post-Conditions

= [he way Infer expresses the possible states of the program

This is called
PREcondition

flag = false |Statebefore| flag=true
[

String computeSomething(boolean flag) {
(flag) { g@g
null;
}
{

""'something"'; Analysis

) ) v
P1(-)hSI '7'c| (S; SS:L?;'“ return “something” |State after| return null




Analysis: Pre- and Post-Conditions

CodeSample { ' " e '
string computesmetning(bootean 119) { Infer finds two specifications
null;
}
! h
"something";
o Precondition Precondition
e S & flag = true flag = false
String s = computeSomething( );
s.length();
. Postcondition Postcondition
return = null return = “something”

oOrRroOFRLO®®
PPOFPOR
oOOrRrFPO®
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PRORRR

Specs



Analysis: Interprocedural

x [ et’'s now focus on the “doStuff” method

CodeSample {

String computeSomething(boolean ) {
(flag) {
} q Precondition Precondition
}
} Postcondition Postcondition
int doStuff() { return = “something” return = null
String s = computeSomething(true);
s.length();
}

0101001
0000001
e e - I R
0010000
1101011
0100001

Specs




Another Analysis for Java:
Eradicate

x Run with -a eradicate

x Checks that the code is consistently annotated with @Nullable
x \/alues not marked @Nullable are assumed non-null

x (Guarantees absence of runtime NPE



Another Analysis for C/C++/0bjC:
Linters

= Run with -a linters
x AST-based, syntactic checks

= Add your own checks using the DSL: infer --linters-def-file ./linters.al ...
// a property with a pointer type should not be declared assign
DEFINE-CHECKER ASSIGN_POINTER_WARNING = {
SET report_when = WHEN is_assign_property()
AND is_property_pointer_type()

HOLDS-IN-NODE ObjCPropertyDecl;
SET message = ...; SET suggestion = ...; L J

}; linters.al




Deploying Infer






Deployment Model

Nightly, Bug List




Deployment Model
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Code reviewers
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Phabricator Comments

B infer_report_example/CodeSample.java View Options ¥

This file was added.

1
2
3
4
5
6
7
8
9

(R T
w N Rk e

public class CodeSample {
public String computeSomething(boolean flag) {
if (flag) {
return null;
}
else {
return "something"';

public int doStuff() {
String s = computeSomething(true);
return s.length();

Line 13 Previous - Next - Reply

There may be a Null Dereference: object s last assigned on line 12 could be
null and is dereferenced at line 13



Code reviewers

141 L/i [V

Developer Phabrlcator

0, & & |t

Clsystem

Product

Cl system

Performance tests
Continuous Ul correctness tests




Diff Analysis

1.RBun infer on top revision — report-top.json
2.Bun infer on lbase revision = report-base.json
3.Compute set of new reports: report-top.json - report-base.json

4.Report new Issues only

Upcoming support for this workflow in infer itself



Current status:
INn a typical montn...

x |nfer runs on thousands of modifications to Facebook's mobile
code bases

= Hundreds of potential bugs are reported by Infer and fixed by
FB developers. (Fix rate: 70% approx in recent months)
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