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Public

Advisory releasge CVE(s) Title
HSA-164 ig_lﬁEéu' 17 CVE-2015 8554 gemu-dm buffer overrun in MSI-¥ handling
HSA- 152 gg;ﬁ%ll—aﬂ CVE-2015 7504 heap uffer overflow vulnerability in pcnet emulator
A 140 El:l.lEn-I:IB-CIS CVE.2015. 5166 QEMU lealk of uninitialized heap memory in rtl8139 device
Se=——===12:00 model
HSA-139 ig_lﬂEéCIE-DE CWVE-2015- 5166 Use after free in QEMU/Xen block unplug protocol
2015-07-27 QEMU heap overflow flaw while processing certain ATAPI

#A5A-138 12:00 CVE 20155154 comrmands.

- 201506 10 Heap overflow in QEMU PCHNET controller, allowing
£58-135 13:10 CVE-20153209 guest-=host escape
HSA-133 ig_llﬁéﬂﬁ'la CVE-2015 3456 Privilege escalation via emulated floppy disl drive
mof-131 ig_lﬂiﬂam CWVE-2015-4106 Unmediated PCI register access in gemu
HSA-130 ig_lﬂﬁéﬂﬁ'm CVE-2015 4105 Guest triggerable gqemu MSI-X pass-through error messages

from Xen Security Team advisories page, htt p: // xenbi ts. xen. or g/ xsa/



Xen on x86 modes, and device model bug implications

Current statusfor usersof upstream Xen and distros

Status Device model
bugs mean

Notes

PV

HVM qgemuin domO

HVM qgemu stub DM

Fully supported Safe (no DM)

Fully supported Vulnerable

Upstream but not Safe
In most distros.

Only modified guests

Current default

Ancient gemu
Build system problems



Xen on x86 modes, and device model bug implications
Current statusfor usersof upstream Xen and distrosand future plans

Status Device model Notes
bugs mean

PV Fully supported Safe (no DM) Only modified guests
HVM qgemuin domO | Fully supported Vulnerable Current default

as root
HVM qgemu stub DM | Upstream but not Safe Ancient gemu

gemu-xen-trad| in most distros. Build system problems
HVM gemu stub DM| In progress Safe Rump build system

rump kernel Hard work! IS mini distro
HVM gemudomO Targeting No privilege esc. Defence in depth

not as root Xen 4.7 Maybe domO DoS Hopefully, will be default
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