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3 sections 



1. Be ready to respond 



OpenSSL Security Advisory [07 Apr 2014] !
======================================== !
!
TLS heartbeat read overrun (CVE-2014-0160) !
========================================== !
!
A missing bounds check in the handling of the TLS 
heartbeat extension can be used to reveal up to 64k 
of memory to a connected client or server. !

https://www.openssl.org/news/secadv/20140407.txt !
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Challenges 



Which services need SSL reissue? 
(and which have already been attacked?) 



Who can fix them? 



How? 



Solutions 
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2. Monitor everything  
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At the SSL vendor? 



At the SSL terminator? 



Somewhere else? 



All three? 





https://github.com/netflix/lemur https://letsencrypt.com 



3. Misc recommendations 



Use EC if you can 
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 Authority Information Access: !                OCSP - URI:http://ocsp.digicert.com !                CA Issuers - URI:http://cacerts.digicert.com/DigiCertSHA2HighAssuranceServerCA.crt !

!
            X509v3 Basic Constraints: critical !                CA:FALSE !            CT Precertificate SCTs: !                Signed Certificate Timestamp: !                    Version   : v1(0) !                    Log ID    : A4:B9:09:90:B4:18:58:14:87:BB:13:A2:CC:67:70:0A: !
                                3C:35:98:04:F9:1B:DF:B8:E3:77:CD:0E:C8:0D:DC:10 !
                    Timestamp : Dec 16 15:50:03.515 2015 GMT !
                    Extensions: none !                    Signature : ecdsa-with-SHA256 !                                30:44:02:20:28:C8:7D:86:5D:F1:14:32:9D:3A:50:3E: !
                                2F:C2:99:80:EC:13:C8:F9:1F:5D:9F:8A:0A:81:FB:F9: !
                                EA:02:8C:F5:02:20:28:6F:7F:97:B3:27:01:66:BB:89: !
                                4D:C5:A8:53:3A:34:CE:F6:AB:46:AE:F1:70:BD:B8:27: !
                                2D:C2:03:28:F6:2C !                Signed Certificate Timestamp: !                    Version   : v1(0) !                    Log ID    : 68:F6:98:F8:1F:64:82:BE:3A:8C:EE:B9:28:1D:4C:FC: !
                                71:51:5D:67:93:D4:44:D1:0A:67:AC:BB:4F:4F:FB:C4 !
                    Timestamp : Dec 16 15:50:03.453 2015 GMT !
                    Extensions: none !                    Signature : ecdsa-with-SHA256 !                                30:45:02:21:00:FB:7B:CE:FA:1D:74:6B:EB:76:20:77: !
                                16:E3:C0:58:72:B3:21:35:9A:C0:43:2D:A8:90:77:E1: !
                                B7:9A:DA:5F:6D:02:20:04:AA:8B:42:D2:AC:CA:D1:87: !
                                DF:70:54:C7:1E:22:20:53:36:DF:93:5B:B8:1F:5B:FC: !
                                80:05:D1:9A:5A:AB:B0 !                Signed Certificate Timestamp: !                    Version   : v1(0) !                    Log ID    : 56:14:06:9A:2F:D7:C2:EC:D3:F5:E1:BD:44:B2:3E:C7: !
                                46:76:B9:BC:99:11:5C:C0:EF:94:98:55:D6:89:D0:DD !
                    Timestamp : Dec 16 15:50:03.663 2015 GMT !
                    Extensions: none !                    Signature : ecdsa-with-SHA256 !                                30:45:02:21:00:FE:2C:B6:D4:EF:95:FF:FC:CD:78:71: !
                                81:88:AD:3A:B3:A3:12:0C:82:B2:D8:B5:4C:E6:F1:66: !
                                FE:D4:7E:34:A5:02:20:2D:2B:D5:D5:13:84:9C:99:D9: !
                                16:65:15:08:DC:59:65:C5:C0:2C:6A:95:E7:E9:83:9F: !
                                AF:26:8B:39:10:26:28 !

Use CT logs wisely 



Cache-Control: private, no-cache, no-store, must-revalidate !Expires: Sat, 01 Jan 2000 00:00:00 GMT !Pragma: no-cache !
Public-Key-Pins: max-age=500; pin-sha256= !Strict-Transport-Security: max-age=15552000; preload!X-Content-Type-Options: nosniff!X-Frame-Options: DENY !Vary: Accept-Encoding!Content-Type: text/html !Transfer-Encoding: chunked!Connection: keep-alive !

Use HPKP 



Detect + report MITM from clients 

https://www.linshunghuang.com/papers/mitm.pdf 



Performance 



Handshake optimisation 



Early termination 



OCSP stapling 




