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Payment Card Industry Data Security Standard (PCI DSS)

● Applies to all entities (somehow) associated with (credit / debit) payment cards
(merchants, financial institutions, card issuers, gateways...)

 It's clear why the organizations care!!!

But why I should care?

● Distributions are multi-purpose
(not insecure, but also not secure)

● Rules from PCI DSS standard can 
improve security of any system
(=> creation of derived own 
security policy)



Payment Card Industry Data Security Standard (PCI DSS)



Payment Card Industry Data Security Standard (PCI DSS)

● Rules are universal:

● Gap between the official requirements of the standard and
implementation details of the concrete OS / product 



Inspecting policy status of a single computer / host

● Components
○ Security policies
○ Security scanners

● Phases
○ Original assessment
○ Subsequent correction –  remediation



Inspecting policy status of a single computer / host

SCAP Security Guide (SSG)
● Represents security policies components
● Provides policies for many standards (not just PCI DSS)
● Policies shipped in both forms:

○ XML files suitable for automated processing
○ HTML guides

http://www.open-scap.org/security-policies/scap-security-guide/
http://static.open-scap.org/


Inspecting policy status of a single computer / host

SCAP Security Guide (SSG)
● Bridges the gap !!!

For example Requirement 8.2.3  of PCI DSS maps to the following SSG rules:

no_empty_passwords

accounts_password_pam_dcredit

accounts_password_pam_minlen

accounts_password_pam_ucredit

accounts_password_pam_lcredit

http://www.open-scap.org/security-policies/scap-security-guide/
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf


Inspecting policy status of a single computer / host

SCAP Workbench



SCAP Workbench – Customizing security policy 

Why to customize 
policy?

To improve 
security of the 
system!!! 



Inspecting policy status of a single computer / host

OpenSCAP Base:
● Represents security scanner component
● CLI tool suitable for script engines / playbooks
● Feature highlights:

○ Original host assessment
○ Remediation
○ ..

http://www.open-scap.org/tools/openscap-base/


Installing PCI DSS compliant system – OSCAP Anaconda Addon:

http://www.open-scap.org/tools/oscap-anaconda-addon/


Installing PCI DSS compliant system – OSCAP Anaconda Addon:

Caution:

● Will the system be truly compliant once the installation is 
complete?

http://www.open-scap.org/tools/oscap-anaconda-addon/


Inspecting multiple systems

OpenSCAP Daemon:
● Supports scans on various assets (local, remote, virtual machines, containers)

● CLI suitable for script engines / playbooks

● Feature highlights:
○ Regular (daily, weekly, ..) or custom evaluation
○ Evaluation on demand
○ Parallel task processing
○ Results history
○ ..

https://www.open-scap.org/tools/openscap-daemon/




Thanks!

Additional information:

https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf

http://www.open-scap.org/security-policies/scap-security-guide/

http://www.open-scap.org/tools/

Contact us:

https://www.redhat.com/mailman/listinfo/open-scap-list

https://lists.fedorahosted.org/mailman/listinfo/scap-security-guide

https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf
http://www.open-scap.org/security-policies/scap-security-guide/
http://www.open-scap.org/tools/
https://www.redhat.com/mailman/listinfo/open-scap-list
https://lists.fedorahosted.org/mailman/listinfo/scap-security-guide
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