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What Do Code Reviews

at Microsoft and in Open Source Projects
Have in Common?
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Modern code review

A

informal

My code is better,
after the review!!

Code Review
Change 18f3eb7d2: Compile fix

CRMNO-AT.  $10007 62707 Set0tal PO Kl 514419620 Jue
Owney Frndemarn Kaes

Projct qt-creaioc o -Creator
Banch master
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Upaced May 23, 2011 04T AM
Upctaied May 23, 2011 8.49 AM
Status Merged
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Modern code review

Nice! He
implemented all
my suggestions..

My code is better,
after the review!!

N v sawe
Open  Shosd  Imegatng  Memed  Atandoned

Qt Open Governar

Code Review
Change 18f3eb7d2: Compile fix

CRINOE-KI. $ant @27 shectOsed Makietddiaite2lee ). Compile
Owner Fredemarn Kined Change-z
Froject qt-Croaionsol-Creator
Banch master

Tope
Upaced May 23, 2011 847 AM
Upcieg’ May 23, 2011 8.49 AM

Status Merged
Eemmalnk &£
Revewe Code Revew
Christan Kamm v od

" tool-based asynchronous



Code review tools: Gerrit

All Projects Documentation Change #, SHA-1, tr:id or owner:emalil

Open Merged Abandoned

CANDOI0ID Browse Repositories

open source project

Change-ld: 126c40daB3accadi216206ect1741c25712188¢e2 (]  Commit Message Permalink
Owner jp abgrall sock_diag: Fix out-of-bounds access to sock_diag_handlers|]
Project 2 kemel/common Userland can send a netlink message requesting SOCK_DIAG_BY FAMILY
Branch ancroic.4 el e e T
Topic condition therefore is wvulnerable to an out-of-bound access opening

doors for a privilege escalation.

Uploaded Feb 25, 2013 10:05 PM

Updated Feb 25, 2013 10:12 PM Signed-off-by: Mathias Krause <minipli <at> googlemail.com>
Status Merged
Reviewer Code-Review Venfied
jp abgrall v v
Nick Kralevich +1

» Included in

» Dependencies

Old Version History: | Base *

¥ Patch Set 1 26cd0daB3accdi2162b6ect174fc25712f68de2 (gitiles)
Author Mathias Krause <minipli at> Feb 23, 2013 12:13 PM
Committer JP Abgrall <jpa@google.com> Feb 25, 2013 9:57 PM

Parent(s) 1aé6ci4e0dssféca028fi6cid794fect£8543bbeb gpu: ion: Add support for sharing buffers with dma buf kemel handles
~ ., Checkout | checkout | pull | cherry-pick | patch |

Search ' Sign In
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https://android-review.googlesource.com/%23/c/52175/

Code review tools: GitHub pull requests

~

cameronmcefee commented 2 years ago

| made some changes. Please review.

cameronmcefee added a commit 2 years ago

ﬁ Made some changes for a pull request a4610fa

Q octocat commented 2 years ago

Awesome, thanks!

-

cameronmcefee commented 2 years ago

Why yes, of course.



https://android-review.googlesource.com/%23/c/52175/

Code review tools: Atlassian Crucible

®+M Dpashboard  Source  Projects  People ‘ ¢ + Edwin Dawson ~ CENEEEEEEEEED

/7 A\ Testing Project » TEST.75 e 22 Toole ~
\.Y_/ Blink Java Example Review

Author: & Edwin Dawson reated: 23 May 2010

import java.awt.*;

import java.util.*;

public class Blink extends java.applet.Applet | .
yrivate Timer timer: wechedules the blinking H ’
E . o ~ . _ , { Brendan Humphreys
private String labelString: e abel ! he vindoy

private int delay; the delay time betveen blink consider using HTMLS

- v
public void init() reply

blinkfrequency = getParameter (“speed”);

delay = (blinkFrequency == null) 7 400 : E ; S
re AR i .:?-‘.'.‘\.L’
L~

~t

arselnt (blinkFrequency) )

.
< e
o

abelString = getParameter("1bl") ; Absolutely
if (labelString == null)

labelString = "Blink";: Reply
Font font = new java.awt.font("Serif", Font.PLAIN, 2%):

E Seb Ruiz

This will fail when blinkFrequencyis an

public void start() |
timer = new Timer ()

empty string. Consider pulling this out into an if
statement for greater readability

timer.schedule (new TimerTask() |

.



https://android-review.googlesource.com/%23/c/52175/

Code review tools: Microsoft Codeow

o~

o Code

File Chan
- description.txt
B S/ eseresearch/Code/CBirdUtil/He

£ Hello.csproj
44 Program.cs

+ %X Test.cs

Reviewer Status

2 Christian Bird (author)
(O Alberto Bacchelli

\Tom Zimmermann
J Nachi Nagappan

Make the greeting changeable - CodeFlow

-

& Program.cs

for (int 1 = @; 1 < Times; i++)

{ |
Console.NriteLindZ“Hella'{E}!", Name) ;
Console.WriteLine("{@} {1}!", Greeting, Name);

Wouldn't it be better to put this as a parameter of
the SayGreeting method?

Alberto Bacchelli
Iwouldn't. Greeting is already a field! If you do that,
you'd want to make Times a parameter as well.

Tom Zimmermann

Good point. I'll leave it as is.

~/ Resolved ~

Status File name

4 ©) Active #] $/eseresearch/Code/CBirdUtil/Hello/Program.cs

4 [Tom Zimmermann] Den't forget to initialize.
[Christian Bird] Should we initialize to "Hello" or throw an error if the user does

4 ©// Resolved c#] S/eseresearch/Code/CBirdUtil/Hello/Proaram.cs
m

w
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Code review, an interactive online survey!

http://sback.it/fosdem.html

http://goo.gl/forms/hknZvilYUo



http://goo.gl/forms/hknZvi1YUo
http://sback.it/fosdem.html

Why research on modern code review?

ERRR... CAN'T STOP.
Too Busy!!

INoTANTANEOUGLY

And Cares: Deadaches,
Naeralgia, Cough, Cold,
Sneezing, Diccaps,
Gouat,Gonorrhea, Dyptheria,
Damplang, Mamps, |
Measles, Whooping coagh, |} TITEHEINEE I

Caubercalosis, And even a8 ||

Bowden's Malady. I G- SNAKE 5 &
+ 598 + &
OmaEaC |

) L
Gu. Yy pﬂ Y ‘_,O ;'
: LINANENT
- T z T B DS
Providing the Tinest in do-it- e
'\a 'N'M\'b;;g,e : @ et 3 mamrent

FOR BLINDNESS TRY (QUR RATTLESNAKE (Ll




Code inspections

Code “inspection is a method . .

: : i Advances in Software Inspections
of static testing to verify that M. E. Fagan
software meets its [IEEE TSE 1386]
requirements.”

“It engages developers and
others in a formal process
[...] that usually detects more
defects in the product than
does machine testing.”



Code inspections

Can you trust these results apply to
modern code review?

“It engages developers and
others in a formal process
[...] that usually detects more
defects in the product than
does machine testing.”



Modern GCode Review @ Microsoft
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Modern Code Review @ Microsoft

R , , -~ Windows
A : ‘ BRI Phone
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The CodeFlow review tool

a XBox
Used across all Microsoft product teams

by more than 70,000 developers, so far.

Code
Chan( |52 : ] Inline = JShCWBht

File
B description.tt for (int 1 = @; i < Times; i++)
1

-'S,weseresearch/Cf)d&tCBWdUhl,wHe Console.WriteLinel("Hell {E}!": Name) ;
& Hello.csproj Console.WriteLine("{@} {1}!", Greeting, Name);
43X Program.cs
+ @& Test.cs

paad SMeN H

J =

B b r;; Y

Wouldn't it be better to put this as a parameter of
the SayGreeting method?

IS

Alberto Ba

Iwouldn't. Greeting is already a field! If you do that,
you'd want to make Times a parameter as well.

Tom Zimmermann

Good point. T'll leave it as is.

Christian Bird

Reviewer Status \ o/ Resolved ~ m-

L Christian Bird (author)
@Alberto Bacchelli

\_ Tom Zimmermann Stavtus File name
o/ Nachi Nagappan 4 @ Active t#] $/eseresearch/Code/CBirdUtil/Hello/Progra 5

4 [Tom Zimmermann] Den't forget to initialize.

[Christian Bird] Should we initialize to "Hello" or throw an error if the user does

4 /7 Resolved i#] S/eseresearch/Code/CBirdUtil/Hello/Proaram.cs
"
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interviews

18 interviews with observations
~40 minutes long
developers, testers
different roles
signed off at least 50 reviews







interviews

survey to 165 managers



List of motivations for doing code review

. Alternative | | AvoidBuild | | Code |
- Solutions f = Breaks | Improvement |

. | Assessment =& Ownership | Awareness |

~ Knowledge | | Improve | = Track |
| Transfer | Dev.Process | | Rationale |
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survey to 165 managers survey to 873 developers




Why do Microsoft developers do code reviews?

finding defects

code improvements
alternative solutions
knowledge transfer
team awareness
iImproving dev process

share code ownership

1st reason

200

400

2"d reason

600

3rd reason



Why do Microsoft developers do code reviews?

“Finding defects is the main reason for doing code review.” ‘s
72 managers and 384 developers @ Microsoft l

om Hnaing defects B B -

code improvements ]
alternative solutions ]

knowledge transfer

]
team awareness ]
]
L

improving dev process

share code ownership

1st reason 2"d reason 3rd reason



Let’s look at the survey’s answers!
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What is the outcome of code review at Microsoft?




What is the outcome of code review at Microsoft?

Code A ¥ viewing Iteration |

File @ELIN 4] Program.cs J Inline &[] Show Both B = |la-b
.description.txt u 357 for (int 1 = @; 1 < Times; i++)

f f I 4 - - f - _|;3 {
B S/ eseresearch/Code/CBirdUtil/He Console.WriteLine("Hello {E}!": T

& Hello.csproj 39 Console.WriteLine("{@} {1}!", Greeting, Name);
& Program.cs ’
+ %X Test.cs

P34 SMEN B

Wouldn't it be better to put this as a parameter of
the SayGreeting method?

Alberto Bacchelli

Iwouldn't. Greeting is already a field! If you do that,

you'd want to make Times a parameter as well.
Tem Zimmermann

Good point. I'll leave it as is.

Christian Bird

~/ Resolved ~

Reviewer Status

2 Christian Bird (author)
(O Alberto Bacchelli
W Tom Zimmermann Status File name

o/ Nachi Nagappan 4 ©) Active #] $/eseresearch/Code/CBirdUtil/Hello/Program.cs

4 [Tom Zimmermann] Don't fOl’g&t to initialize.

[(Christian Bird] Should we initialize to "Helle" or throw an error if the user does

4 ©// Resolved c#] S/eseresearch/Code/CBirdUtil/Hello/Proaram.cs
m




Recorded code review comments

s Code
File

B description.txt

£ Hello.csproj

I -~ & Program.cs
I +3X Test.cs

Reviewer Status

/T\ A N
l\_\)AIberto Bacchelli

%_ Tom Zimmermann
J Nachi Nagappan

£ Christian Bird (authc

Chant

B S/ eseresearch/Code/CBirdUtil/He

Edit
Add

] Program.cs

for (int 1 = @; 1 < Times; i++)

r

.L . - P
Console.Writeline("Hello {@}!", Name);
Console.WritelLine("{@} {1}!", Greeting, Name);

Wouldn't it be better to put this as a parameter of
the SayGreeting method?

@ Alberto Bacchelli

Iwouldn't. Greeting is already a field! If you do that,
you'd want to make Times a parameter as well.

e Tom Zimmermann

Good point. T'll leave it as is.
@ Christian Bird

o/ Resolved ~

File name
%] S/eseresearch/Code/CBirdUtil/Hello/Program.cs
Deon't forget to initialize.
Should we initialize to "Helle" or throw an error if the user does

Resclved #] S/eseresearch/Code/CBirdUtil/Hello/Proaram.cs
1

pPo54 SMSN H |
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survey to 165 managers survey to 873 developers classification of
570 review comments




Example stack of cards







Card sort results

code improvement
understanding

social communication
defects

external impact
testing

review tool
knowledge transfer
misc

0%

10%

20%

30%

% of comments



Card sort results

‘code improvement
understanding

social communication
defects

external impact
testing

review tool
knowledge transfer
misc

0% 10% 20% 30%

% of comments



Card sort results

0% 10% 20% 30%
| | | |
code improvement ST, o e TPy
understanding B lNEN SN
social communication

defects |

external impact
testing

review tool
knowledge transfer
misc

% of comments



Card sort results defects

“Is it possible that “should this end
this statement date be current
never match?” date?”

“what If they are
all used?”

“does it work if “any doubt about
you put 0 here?” the precedence “should be &&?”

here?”




Card sort results

0% 10% 20% 30%
| | | |
code improvement ST, o e TPy
understanding B lNEN SN
social communication

defects |

external impact
testing

review tool
knowledge transfer
misc

% of comments



Code review at Microsoft: Expectations vs. Reality

hot chocolate




What is the outcome of code review in 0SS?







What is the outcome of code review in 0SS?

GROMACSHi=«

R — 1" S

We manually analyzed
1,400 review-induced changes

| —— -
108 ‘es Yalidity timer for concatinated SMS of. 108 ** Max time value between concatenated SMS segments *
Wink Saville Maybe reword as: Max time value between concatenated SMS seq l |
private static final int VALID TIMER CONCAT SEGMENT = 256000; private static final int MAX_CONCATENATED SEGMENT TINE =
Wink Saville Hename 1o MAX_CONCATENATED _SEGMENT ME l |
private static final int PDU COLUMN = 0; private static final int PDU COLUMN = 0;
private static final int SEQUENCE_COLUMN = 1; private static final t SEQUENCE_COLUMN = 1;
private static final int DESTINATION_ PORT COLUMK = 2; private static final int DESTINATION PORT COLUMN = 2;
private static final int DATE COLUMN = 3; //check validity time private static final t DATE_COLUMN = 3;
Wink Saville Remove commen! I |
575 if (Arrays.equais(old?du, pdu)) { 575 if (Arrays.equais(oldeu, pdu)) {
| cursor.close();
return Intents.RESULT SMS HANDLED: return Intents.RESULT SMS HANDLED;
\v".‘k Sav"o Bafnre rot iming we should 3 I |




What is the outcome of code review in 0SS?

0O ConQAT GROMACS

documentation

visval
representation

structure

resource

check

interface

logic

larger defect

support

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%




What is the outcome of code review in 0SS?

0OConQAT mGROMACS

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%




What is the outcome of code review in 0SS?

evolvability changes [ functional changes

ConQAT |43/ 22%




What is the outcome of code review?

ConQAT

GROMACS

Microsoft

evolvability changes [ functional changes

78% 22%
69% 31%
1% 19%




What is the outcome of code review?

evolvability changes [ functional changes

ConQAT 743+ 22%

GROMACS |5 31%

Microsoft |:7 'Y/ 19%

Industrial case | /74 23%

Students review |25/ 15%




What Do Code Reviews

at Microsoft and in Open Source Projects
Have in Common?




What Do Code Reviews
at Microsoft and in Open Source Projects
Have in Common?

The outcome
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Why do expectations not matcl



Code reviews

... "‘[if] executed properly, [they] find
bugs faster and more effectively than

testing or other known debugging
techniques”

— Jason Cohen, 2011 Makmg S()f'twal’e

What Really Works, and Why We Believe It

Edited by
O REILLY® Andy Oram & Greg Wilson




Code reviews

... "‘[if] executed properly

—but when done
inefficiently they can quickly become
unproductive. ”

— Jason Cohen, 2011 Makmg S()f'twal’e

What Really Works, and Why We Believe It

Edited by
O REILLY® Andy Oram & Greg Wilson




Code review
Is (still) a
fully manual task




Tools only supports logistics of code review

Code qF ¥ viewing Iteration |

Eile Chanc¢ |3 Program.cs Inline = aShow Bothi = |a-b|/ = BB
B description.txt 57 for (int 1 = @; 1 < Times; i++)

f f f M -V - -IB {
S eseresearch,Céde'CBlrdUtll_,Hc Console.WriteLine{(CHe1lg {E}!": Name);
& Hello.csproj Console.WriteLine("{@} {1}!", Greeting, Name);

& Program.cs
+%X Test.cs

Poa] SMON [

Wouldn't it be better to put this as a parameter of
the SayGreeting method?
Alberto Bacchelli
[ wouldn't. Greeting is already a field! If you do that,
you'd want te make Times a parameter as well.
Tem Zimmermann

Good point. T'll leave it as is.

Christian Bird

Reviewer Status %/ Resolved ~

3_, Christian Bird (author)
(O Alberto Bacchelli /7 ~ \ [ T
\Tom Zimmermann Status File name

V Nachi Nagappan 4 @Active #] $/eseresearch/Code/CBirdUtil/Hello/Progra

4 [Tom Zimmermann] Don't forget to initialize.

[(Christian Bird] Should we initialize to "Hello" or throw an error if the user does

4 ¢// Resolved c#] S/eseresearch/Code/CBirdUtil/Hello/Proaram.cs
"




Let’s look at the survey’s answers!
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What are the challenges of code review at MSFT?



What are the challenges of code review at MSFT?

“understanding the code takes most of

the reviewing time.”
e ——— - - ——— |




Understanding needs, by outcome

Level of Understanding Needed

None

Low

High

Complete [N

finding defects
alternative solutions
share code ownership
knowledge transfer
team assessment
code improvements
improving dev process
team awareness

track rationale

avoid build breaks

500

0
Responses

500



Understanding needs, by outcome

Level of Understanding Needed

None Low High Complete 1
finding defects ] |
alternative solutions [ ]
share code ownership B
knowledge transfer ]
team assessment ]
code improvements ]

improving dev process |
team awareness ]
track rationale ]
avoid build breaks |
500 0 500

Responses



Understanding needs, by outcome

Level of Understanding Needed

None

Low

High

Complete [N

finding defects
alternative solutions
share code ownership
knowledge transfer
team assessment

code improvements |

improving dev process
team awareness
track rationale

avoid build breaks

500

0
Responses

500



Effect of code ownership on reviews

Does it take longer to review files that you are not
familiar with (or files that are new)?

ttYES JJ
798 developers (91%)
e — -~~~

Is there a difference in comments/feedback you
receive when a reviewer is very familiar with or the
owner of the files you changed in a code review?

tlYES JJ
716 developers (82%)
e ——— - - e



Effect of code ownership on reviews

Is there a difference in comments/feedback you
receive when a reviewer is very familiar with or the
owner of the files you changed in a code review?

tlYES JJ
716 developers (82%)
R— D e

“Comments reflect their deeper

understanding — more likely to find subtle
defects, feedback is more conceptual
(better ideas, approaches) instead of g

superficial (naming, mechanical style, etc.)”
D e — i :




Code review
needs the right data and the right tools
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Software analytics

... IS analytics on software data for
managers and software engineers with
the aim of empowering software
development individuals and teams to
gain and share insight from their data to

make better decisions.”
— Menzies and Zimmermann, 2013

FOCUS: GUEST EDITORS’ INTRODUCTION

issue of IEEE Soft-
ware, we invited submissions that re-
flected the benefits (and drawbacks) of
software analytics. The response was
overwhelming. Software analytics is
an area of explosive growth, and we
had so many excellent submissions
that we had to split this special issue
into two volumes—you’ll see even
more content in the September/Octo-
ber issue. We divided the articles on
conceptual grounds, so both volumes
will feature equally excellent work.

To better frame these articles, we of-
fer some definitions and historical per-
spectives on software analytics. Specifi-
cally, we describe where the field was, where
it is, and where it might be going.

Thanks to the Internet and open source, there’s
now so much data about software projects that it’s
impossible to manually browse through it all:

e As of late 2012, our Web searches show that Mozilla
Firefox had 800,000 bug reports, and platforms such as
Sourceforge.net and GitHub hosted 324,000 and 11.2 mil-
lion projects, respectively.

JULY/AUGUST

2013 | IEEE SOFTWARE 31




Software analytics

.. "is analytics on software data ‘or
managers and software engineers with
the aim of empowering software
development individuals and teams o
gain and share insight from their data to

make better decisions.”
— Menzies and Zimmermann, 2013

 emecmwooms

Software Analytics:

What Is Software Analytics?
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Software analytics’ workflow

software engineering f fi
tasks helped B 4G

programming debugging maintenance testing

l’ \|
-
,.
€ p

classification patterns clustering

data mining and
software analysis
techniques

-

software data e\ -

source versioning issue tracking
code system system




Software analytics for code reviews

software engineering f
tasks helped —bd
code review
data mining and ]
software analysis / &
techniques —
classification patterns clustering

=

4 N

N ¥\ —H NG . 2 |
software data B\ - ) O

source versioning issue tracking review
code system system data




My research: Data-supported code review

recommender
for reviewers

7

change
untangler

automatic
risk detection




My research: Data-supported code review

recommender change automatic
for reviewers untangler risk detection

:




Who should review my code changes?

recommender
for reviewers

i S
; By

most appropriate &

reviewer #1 g“-
@ most aﬁ'opriate
— reviewer #3
e,
most af)ﬁopriate
reviewer #2

i
&Ly
=y chahgesto
EI ) Treview

versioning code review
system data




My research: Data-supported code review

change
untangler




How should | split my code for easier review?

change
untangler g
(1
L~ H B self-contained
/‘ A, change
| Lo LT ) | |
changes to a ) | i
review | ' d
| ‘.
- self-contained
‘ { change
versioning

system



My research: Data-supported code review

recommender
for reviewers

change
untangler

automatic
risk detection




Which changes should | review more carefully?

rmhartog wants to merge 33 commits into master from trigger pr
~ — .
- Commits 33 [£) Files changed 5

Showing 5 changed files with 17 additions and 3 deletions

src/main/java/nl/tudelft/ewi/sorc erers/model/WarmningRepository .java

Warning add(Warning
Octopull warnings

naracters (Tthils

Octopull

automatic

risk detection
*

\

i .
MR e .
L T s
Wi TR @
carm—
e
t L

"1#
7
i f

_ chahgesto
EI ,  review %

veréioning issue tracking
system system



My research: Data-supported code review

recommender
for reviewers

7

change
untangler

automatic
risk detection




Add code review analytics support to GitHub

hubot / Spoon-Knife @ Watch ~
forked from octocat/Spoon-Knife
L‘l octocat:master hubot:master

[t} Commits on Sep 10, 2014

= hubot Change description of the repository

Showing 1 changed file with 1 addition and 1 deletion.

2 0m README.md
### Well hello there!

~This repository is meant to provide an example for *forking* @ repository on GitHub.
+This is my fork of the octocat/Spoon-Knife repository.

social coding at GitHub.

0

<O

% Star 0
1
Unified
B View

Creating a *fork= is producing a personal copy of someone else's project. Forks act as a sort of bridge
between the original repository and your personal copy. You can submit *Pull Requests* to help make other
people's projects better by offering your changes up to the original project. Forking is at the core of

Y Fork

Edit

Split

34,641

o




Software analytics for code reviews

— e
software engineering ¢
tasks helped B

code review

data mining and
software analysis
techniques

_‘

classification patterns clustering

=

4 N

N \¥\—H N - |
software data B\ N \® =

source versioning issue tracking review
code system system data
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What Do Code Reviews
at Microsoft and in Open Source Projects
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Why research on modern code review?

Ennp... Can'r sror.
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What Do Code Reviews
at Microsoft and in Open Source Projects
Have in Common?
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Code review
is (still) a
fully manual task

My research: Data-supported code review

recommender change automatic
for reviewers untangler risk detection
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Would you like to work on these topics (with me)?

We have 3 fully funded 4-year
PhD (or postdoc) positions!

And we are always looking for
great students to work
on fantastic Master theses!

Find me at the end of the talk,
at a.bacchelli@tudelft.nl ,
or at @sbhack _
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Would you like to work on these topics (with me)?

We have 3 fully funded 4-year
PhD (or postdoc) positions!

And we are always looking for
great students to work
on fantastic Master theses!

Find me at the end of the talk,
at a.bacchelli@tudelft.nl ,
or at @sback




