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Overview of IEEE 802.15.4

Standard for Physical Layer and Media Access Control Layer for several network protocols
and application stacks

o ZigBee - requires licensing / certification for commercial purposes

o 6LowPan - royalty free

o RIME - used in the Contiki OS
Low-Rate Wireless Personal Area Networks (LR-WPAN)

Typically use in wireless sensor and control networks
o Smart Switches, Door Locks, Thermostats, Blinds, Lighting, Fans
o Appliances, Coffee Makers, Dishwashers, Laundry, Solar

o Power Metering, Security Systems, Electric Vehicle Chargers, Light Rail

Similar technologies: Z-Wave, Insteon - proprietary, not IEEE ratified
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Overview of IEEE 802.15.4: Spectrum

PHY Frequency Spreading parameters Data parameters
band
(MHz) MH Chip rate . Bit rate Symbol rate
(MHz) (kehip/s) | Modulation |00 (ksymbol/s) Symbols
780 779-787 1000 0-QPSK 250 62.5 16-ary orthogonal
780 779-787 1000 MPSK 250 62.5 16-ary orthogonal
868-868.6 300 BPSK 20 20 Binary
868/915
902-928 600 BPSK 40 40 Binary
868/915 868-868.6 400 ASK 250 12.5 20-bit PSSS
(optional) 902-928 1600 ASK 250 50 5-bit PSSS
268915 868-868.6 400 0-QPSK 100 25 16-ary orthogonal
(optional) 902-928 1000 0-QPSK 250 62.5 16-ary orthogonal
950 950-956 — GFSK 100 100 Binary
950 950-956 300 BPSK 20 20 Binary
2450 DSSS | 2400-2483.5 2000 0-QPSK 250 62.5 16-ary orthogonal [1]
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UWB As
sub-gigahertz 250-750 defined in
(optional) 144.1
As 167 (as
defined in 250 defined in
13.2 13.4.2)
2430CSS 154002483 5
(optional) As 167 (as
defined in 1000 defined in
13.2 13.4.2)
UWB low
band 3244-4742 As defined in 14.4.1
(optional)
UWB high
band 5944-10 234 As defined in 14.4.1
(optional)

[1]
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Overview of IEEE 802.15.4: ISM Channels

IEEE802.15.4

Center Frequency 2405 2410 (2415 2420 2425 2430 24352440 24452450 2455 24602465 2470 2475 2480 MHz
Channel Number 11 12 {13 14 15 16 17 {18 19 20 21 22123 24 25 26

IEEE 802.11b
Channel Frequency 2401

Channel Number

2412 2423 2426 2437 2448 2451 2462 2473 MHz
1 6 11 [2]
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Overview of IEEE 802.15.4: O-QPSK PHY

The PHY Protocol Data UNIT (

)

e Synchronization Header ( ), Physical Header ( )
e PHY Service Data Unit ( ) - from MAC layer
e Preamble is 4 octets - all zero
e Start of Frame Delimiter ( ) - 1 octet OxA7
e Maximum frame length of 127 octets
e transmitted I
Octets
1 variable
Preamble SFD Frame length Reserved PSDU

(7 bits)

(1 bit)

SHR

PHR

PHY payload

[1]
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Overview of IEEE 802.15.4: O-QPSK PHY

The PHY transmitter maps 4-information bits to for chips

O-QPSK modulator —»

Modulated
Signal

Im

E'rgﬂyp%%tﬁ — Bit-to-symbol — Symbol-to-chip —
— 2TC -—
I-Phase co | ¢ | ca C30
Q-Phase cqe | c3 | c5 C31
To—| |-
sin(n d ), 0<t<2T,
p(t) = 1 2 Tc

\ 0, otherwise

2
R

Re

p
..

W

[1], [4]
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Data symbol Chip values (¢g ¢ ... €39 ¢31)

Symbol-to-Chip Mapping 0 11011001110000110101001000101110
1 11101101100111000011010100100010
* Block code characterized as 2 00101110110110011100001101010010
(n,k,d)q®(4,32,12)2 3 00100010111011011001110000110101
4 01010010001011101101100111000011
° RecallfromChanneICoding101 5 00110101001000101110110110011100
dmlnlmumHammlngdlstance 6 11000011010100100010111011011001
between dissimilar chips 7 10011100001101010010001011101101
) P 8 10001100100101100000011101111011
n.datasymboIS|ze 9 10111000110010010110000001110111
k:channelsymbolsize 10 01111011100011001001011000000111
q: alphabet cardinality 11 01110111101110001100100101100000
12 00000111011110111000110010010110
« More about that later 13 011000000111011110111000110010071
14 10010110000001110111101110001100

15 11001001011000000111011110111000 [1]
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Overview of IEEE 802.15.4: O-QPSK PHY

The PHY is additionally responsible for providing
e Link Quality Indicator (LQ1I)
o measure of
o propagated up to the Application Support Sublayer ( )
e Receiver Energy Detection (ED)
o often called Received Signal Strength Indicator ( )
o measure of in-channel power
o propagated up to APS

[1]



MMB
Networks

iy

Overview of IEEE 802.15.4: MAC

The MAC Frame Format and Frame Control Field

Octets: 2 1 072 0/2/8 0/2 0/2/8 | 0/5/6/10/14 | variable | 2
et MAC Header( )’ MAC FOOter ( ) Frame Sequence | Destination | Destination Source Source Auxiliary Frame FCS
[ Frame CheCkSum ( ) = CRC16 Control Number PAN Address PAN Address Security Payload
Identifier Identifier Header
e Acknowledgement Request (AR) Addressing fields
MHR MAC | MFR
Payload
Bits:
0-2 3 4 5 6 7-9 10-11 12-13 14-15
Frame | Security Frame AR PAN ID Reserved Dest. Frame Source
Type Enabled | Pending Compression Addressing | Version | Addressing
[1] Mode Mode




Networks

The MAC is additionally responsible for providing

Transmission of data
Purge data (opt)
Reception of data
Beacon management
Transmit beacons (opt)
Receive beacons
Channel access mechanism
Frame validation

ACK delivery

Security

Unsecured mode

ED

Passive scanning
Orphan scanning

Store one transaction

[1]
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Overview of IEEE 802.15.4: Network

e Mesh networking topologies
o star - devices connect to a single
coordinator
o tree - devices connect to a router,
routers connect to coordinator
o mesh - devices communicate with
multiple routers and 1 coord.
e Nodes are either

o coordinators (1 per net, powered, often o, SwerTorclsy Poer-to-Peer Topology
acts as gateway or bridge)

o routers (powered) T /

o end-devices (do not forward packets, o\,o /C e

often battery powered)

PAN

@ Full Function Device
Coordinator l'e)

O Reduced Function Device
<—> Communication Flow
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Some 802.15.4-Enabled Devices: Consumer
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Open-Source IEEE 802.15.4 Stack / HW?

Why?
e Quickly develop application logic in a native application
e Design & extensively test new products before costly certification
e Develop IEEE 802.15.4 compatible networking stack
e Security research
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Hardware Components

USB Module from RapidConnect Kit* USRP B200 from Ettus Research

2pidSE (ST

Rapi
2ig Smart Ene:
9y
ZGB.357 PA.
FCC ID: o

* nproducts of MMB Networks



21 MMB -
@ Networks Simply Connected

Simply Connected

Overview of IEEE 802.15.4
Some 802.15.4-Enabled Devices

Open-Source 802.15.4 Stack?
Hardware Components
Software Components

Radio & Network Architecture
Observations / Discussion
Questions?

Citations



iy

MMB
Networks

Software Components

FreakZ Zigbee* Stack

BSD (+ ZigBee Clause) License

i.e. you must be part of the ZigBee
Alliance to use ZigBee spec for
commercial purposes

Portable code - | added autotools support
added native shared library (libfreakz)
modified test_sim => test_udp

no requirement for Contiki runtime

discussion...

gr-ieee802154

Code originally came from UCLA (Shmid)

Seemingly lost for some time when CGRAN
was down

Updated to use Protocol Data Unit (PDU)
(Bloessl et al), on GitHub. RIME support
added

removed RIME block from demo
discussion...

* MMB Networks does not endorse the FreakZ stack as being ZigBee certified.
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Radio & Network Architecture

FreakZ Zigbee* Stack
* NWK Layers & Above
» Simply connected to GRC via UDP socket

gr-ieee802154
* PHY implemented as hierarchical block
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FreakZ Zigbee Stack Socket PDU
Type: UDP Sarvar
NWK Layers & Above - | Host: —---
Port: 52001

Simply connected to GRC via UDP socket : MTU: 10k

Debug: Enabla

IEEEBO2.15.4 MAC D‘— il
| -

|IEEEB802.15.4 PHY
based on

[3]
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gr-ieee802154
« PHY implemented as hierarchical block

Packed to Unpacked Chunks to Symbols
Pad Source PDU to Tagged Stream Repeat
— Sy Bits Chunk: 4 Symbol Table: [(1+1]), (-1...
Label: tin |1~ = — P[] Access Code Prefixer [} — - -~ B[ | o tag name: pelu,tength Endiunness: LS8 Domaraions 16 ¢ Interpolation: 4
Note
Note: delay qu...o gat 0-QPSK Note
Mote: half sina pulsa shapa

]“—'_E D:E:'z :l"._‘—[

Burst Tagger
Tag Name: pdu_length
Multiplier: 128

Complex To Float Multiply Vector So
Vector: 0, 707...1, 707.107m
Tags:

Repeat: Yas

Float To Complex

Label: txout
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Radio & Network Architecture

gr-ieee802154
« PHY implemented as hierarchical block

Clock Recovery MM

L e Oag: 225U PacketSink |y g | PadsSink
Single Pole IIR Filter _ Goins Mo 30m Threshold: 10 Label: ncaut
Alpha: 160u ]

Omega Relative Limit: 200u
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bservations / Discussion

@ Terminal Shell Edit View Window Help Q 2 B HlEE Y = 0 BY TueddrPM Q =
Transceiver |X| transceiver-freakz.grc - /I
txgain: 100 — File Fdit View Run Tools Heln
® o cfriedt@Chri Work-Mac:~/Desk ieee802154 — java — 80x24
Sque'Ch db: -70 " cfriedt@Chri: /( 802154 ‘ cfriedt@Chris 154 ‘+ g a [
_ _| matlab
~ mpsk_stagel.grc
squelch_alpha: 500m mpsk_stagel.py WX GUI Slider
_| mpsk_stage6. py 1D: squekh_db
nbnfioulu-201301251016.pdf :’::::l:.“:;ﬂm
rxgain: 0 qa_symbol_to_chip_2450_bi.py
| qpsk_txrx_complex.grc Maximum: 0

apsk_txrx_real.grc

FFT Plot

read_int_from_file
read_int_from_file.c

Amplitude (d8)

rediscover.ieee802154.bin

symbol_to_chip_2450_bi_impl.cc

4 thomas_project_report.pdf

tone.grc

top_block.py

udp.grc

uvic_gre.txt

write_int_to_file

write_int_to_file.c

cfriedt@Christophers-Work-Mac ~/Desktop/ieee802154 $ nano -wz UDPClient.java
cfriedt@Christophers-Work-Mac ~/Desktop/ieee802154 $ java UDPClient
“~Ccfriedt@Christophers-Work-Mac ~/Desktop/ieee802154 $ java UDPClient

| iCcfriedt@Christophers—work—l’lac ~/Desktop/ieee802154 § java UDPClient |

fhold (dB): -85
2 500m

Options

Loop Bandwidth: 62.8m

Converter: Integer

MTU: 10

IEEEB02.
Debug: Er

2|

. . i oo o oot
Gain Mu: 5m message length 14

msg len 25 len 14

- (41 88 fb cd ab ff ff 40 eB 48 65 6¢ 6¢ 6f 2c 20
KZA%’7ZGC' 64:'21 0a b5 2e

~ : received new message
Dotlarge ¢ message length 14
msg len25 len 14

Marker:

141 88 fc cd ab ff ff 40 eB 48 65 6¢ 6¢ 6f 2c 20

Stop ;77 61 72 6c 64 21 0a b1 aa
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Observations / Discussion

gr-ieee802154 :
GNURadio

 shift register was encoded incorrectly

upstream * might have found a bug in block execution

(max_noutput_items)

« chip 0 eventually shifted into MSB rather than ,
LSB « for that purpose, PDU’s / messages / tagged

stream worked much better

* FEC: block code (n,k,d)q (4,32,12), code can

theoretically only detect d-1 = 11 errors, and
can correct up to floor((d-1)/2) = 5 errors.

« PDU’s / message passing still a bit unclear
for (at least 1) beginner

» packet_sink.threshold = 10. Best effort ->
CRC16? Needs additional check < 5 =>
MMSE gives correct result. « surprisingly easy to get started with

gr_modtool

« Still requires improved CR & freq / phase
compensation
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Thanks!

the various people on #gnuradio on FreeNode

Philip Ballister, Matt Ettus for answering some USRP questions
Marcus Muller and others on the gnuradio-discuss mailing list
Thomas Schmid, Bastian Bloessl for initial work on gr-
ieee802_15 4

Hongbo Zhong for the BSD+ZigBee licenced FreakZ stack
GNURadio authors and contributors
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