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Automated
configuration rocks!

Save time Improve reliability
Deploy faster & be more Avoid manual errors,

responsive to changes harmonize configurations
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Automated configuration rocks! normation

Automated
configurat

Save time
Deploy faster & be more
responsive to changes
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Improve reliability
Avoid manual errors,
harmonize configurations
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“Typical” IT team
® 6 6 o o o

TRTRTY

Develop applications and deploy them,

manage IT operations, security, etc etc etc ...




“Typical” IT team adopts CM
e 6 o o

IR

A minority of the team will learn a tool and it's
language. Let's call them “the experts”.




What about the others?
® © o o

TRy

Changes, deployments, new features...
all end up requiring <your chosen CM tool>,
therefore the “experts”.




On automation and sharing normation

What about the others?

TRTRTY

They have a choice: learn or get left behind.




On automation and sharing normation

Does this look good?

¢ ©© & o @ O
Are we actually standing in the way of automated
configuration by pushing ahead?




On automation and sharing normation

What are we asking users to do?
BEFORE

package { 'apache': AFTER

ensure => present,

name => $%::operatingsystem 7 {
J(?1:Ubuntu|Debian|Mint)/ => 'apache2',
default => 'httpd',

} (or similar!)

; and more, and git/svn, etc...



Getting everyone on board for
infrastructure as code is hard

Steep learning curve Lack of motivation
New concepts, non obvious “What do I have to gain
syntaxes, paradigm, ... from using this tool?”

Frustration
“I can do it quicker by
hand or with a shell script”
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“I SPEND A LOT OF TIME ON THIS TRSK.
T SHOULD LIRITE A PROGRAM AUTOMATING IT!™

THEDRY":
WRITING
CODE
WORK — FREE
WJORK ON-? FUBHATON  THE-
ORIGINAL TASK
THME

ANYVIORE
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http://xkcd.com/
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) FCCBY-NC-SA 2.0 from https://www.flickr.com/photos/albaum/



Let's make it easier for
everyone to use CM!

~_ Steep learning curve Lack of motivation
| = New concepts, non obvious “What do I have to gain
£¥=  syntaxes, paradigm, ... from using this tool?”

Frustration
. “I can do it quicker by
hand or with a shell script”




1) Separate content and controls

2) Provide access to key parameters without
hacking {CFEngine,Puppet,Chef,etc} code




c L
miﬁ'».- sThave to gain

rom using thisTe

1) Show the benefits to all users

2) Provide nice reports showing what
works, how many machines are impacted




"= rustration
)ﬂ-» gt quicker by
and or with ashke

1) Make it easy and quick to achieve success

2) Provide ready-to-use configuration
techniques and share in-house ones simply




Idea for IT team and CM stack

Decision level

Consolidation layer

Main IT level

Abstraction layer

Expert level

Define Analyse
goals reports
Use available Focus on

methods task at hand
Fine tune Manage
modules stack
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Idea for IT team and CM stack

Define Analyse

Decision level
goals reports

Consolidation layer — — — — — — — — — — —

Use available Focus on

Main IT level methods task at hand

Abstraction layer

Expert |eve|St¢ffowélr eMngeO d at °




Idea for IT team and CM stack

Decision level

Define
goals

¥

Analyse
reports

AT ERINAEA T YN

Main IT level

Use available
methods

®d & ©
Focus on
task at hand

Ahetraction laver — ——

Expert level S T ¢ flfWé '

re'gdod at




An example based on
ncf and Rudder

Rudder{-

www.rudder.cm

Open source - GPLv3




What is ncf? normation

ncf

ncfis a framework
that runs in pure CFEngine language,
to help structure CFEngine policy and
provide reusable, single purpose components
distributed under the GPLv3 license.



Idea for IT team and CM stack

Decision level

Consolidation layer

Main IT level

Define Analyse
goals reports
Use available Focus on

Abstraction layer

Expert level

methods task at hand
Fine tune Manage
modules stack
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ncf: A layered approach normation

A layered approach

Unit tasks: “Copy file”, o
Generic methods “Install package”, ... w T
Implement the “how”




A layered approach

Use the provided

Techniques methods, keep focus
l Supply “data”
Unit tasks: “Copy file”,
Generic methods “Install package”, ... e
Implement the “how” W




A layered approach

Services

|

Techniques

|

Generic methods

Use the provided
methods, keep focus
Supply “data”

Get an overview ’IIT
Benefit from CM

Unit tasks: “Copy file”,

“Install package”, ...

Implement the “how” | 1)
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Example === 1000 words

With ncf;:

bundle agent ntp

methods:

"package” usebundle package install ("ntpd"):

L .
i

config"” usebundle file from template("ntp.cont",
"reload" usebundle service restart("ntp")

F
ifwvarclass "file from template etc ntp co
"running"” usebundle service ensure running ("ntp");:

Normation — CC-BY-SA
normation.com 27




An even nicer interface normation

Simple web interface - ncf builder

ncf builder  Create and modity your own ncf technique

TECHNIQUE

LIERARY METHOD
Techniques NTP Service restart Resel
) % General information
Q| Filter O New % Conditions
Bla Techni :
a lec quue Name: NTP CFEngine class context:
for evaluation >
of parsingness file_from_template_ ete_ntp_conf_repaired
Description: Install, configure and ensure ntpd is running. . S —————— P
Message Of ] ] .
The Day > Uses a template file for configuration. p
MOTD -
( ) ¥ Parameters
NTP < Version: 0.1
OpenSSH > Name of the service to restart in /etc/init.d:
server
. = ntp
Package install & om>>
ntp
Install or update a package in its latest version available
File from template € QO »
fete/ntp.cont
This is a bundle to build a file from a template
Service restart € OO0 Tm<¢
ntp
Restart a service using the appropriate method
Result classes defined by this method
Comdan amanes w0 0T . Success:| service_restart_nip_kept

Repaired: i i
© Add methods Delete Reset Save pa service_testart_ntp_repaired

Error: service_restart_ntp_error




Rudder normation

Rudder

Rudder sets up an environment with
sane defaults to automate configuration,
building on nct methods without any code

and including automatic feedback,



Overview normatfion

Simplified configuration

Parameters e

¥ Section: General
Which S5H configuration file should be edited?: |.|’etu'sshfsshd_m nfig
¥ Section: Service settings
Address family used by sshd: | Any j| £
Do you want to define the Ports 7: (]

¥ SSH ports #1

Port number that SSH listens on: |22 ]

Add another

Supported protocol version(s): |2 | o I
Maximum open sessions per network connection: |10 | o

¥ Section: Authentication settings
Allow challenge-response authentication (e.g. via PAM): Cves COno @ pont change
Allow password authentication: @ves COno O Dontchange
Allow public key authentication: @ves U'No O Dontchange
Allow empty passwords for password authentication: Cves @ No O Dontchange i ]
Allow root to login using SSH: | No j|

Maximum authentication attempts per connection: 6 | (i )
Time hefore disconnect if not lonoed in (seconds): 1120 | i -




Overview

normMation

Built-in reporting

CATEGORIES RULES » Services » Web
New Category New Rule & Display Rules from subcategories
Show =| entries | Search
_—
Web database Services » Web In application
= E‘ Default OS setup Web front Services » Web In application 100% Edit
- () Security rules
- £ Desktops Showing 1 to 2 of 2 entries (filtered from 5 First = Previous 1 Mext Last
- {7} Debian Servers total entries)
t [ RHEL servers '




Overview normatfion

Built-in reporting

¥ Configure database @ A Repaired 0%
Component Status Compliance
¥ File Repaired 0%
¥ Post-modification hook Success 100%
¥ Line deletion regular expressions Success 100%
¥ Permission adjustment Success 100%
¥ Line replacement regular expressions Success 100%
¥ Enforce content by section Success 100%

» Database @ ‘A Success 100%

Showing 1 to 2 of 2 entries First | Previous 1 | Next Last




Dashboard overview

3 (1016 Mode Management ~ Configuration Poli utilities « Administration - Search nodes Status User manual L admin ~

Statistics Global compliance Global compliance details
Nodes
Pending nodes
Rules
Directives

Groups

Techniques Nodes by overall compliance Node breakdown

By machine type By OS By agent version

'® :)

W Fhysical Virtual W Debian Red hat M Fedora W 3.00 2114 m211.3

100% 75-100% 50-75% MWO0S50%



Idea for IT team and CM stack

Decision level

Consolidation layer

Main IT level

Define Analyse
goals reports
Use available Focus on

Abstraction layer

Expert level

methods task at hand
Fine tune Manage
modules stack
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Next IT team?

TRIRT




Questions?

Check it out on: Check it out on:
http://lwww.ncf.io/ http://rudder.cm/
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