Hybrid Cryptography
Wbl




romek

* an applied cryptographer since 1995




ellie

e commercial developer since 1995
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Su bruar :26 by Keith Micallef

New iD cards to be rolled out this week

The new cards may have a lifespan of 10 years. Photo: Matthew Mirabelli
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package main
import (

net/http

A Go DeveLoPer’s NOTEBOOK

ELeaNOR McHuGH

const ADDRESS = ":1024"
const SECURE_ADDRESS = ":1025"

func mainQ) {
message := "hello world"
HandleFunc("/hello", func(w ResponseNriter, r *Request) {
w.Header().Set("Content-Type", "text/plain")
Fprintf(w, message)
D

var servers sync.WaitGroup
servers,Add(1)
go func() {
defer servers,Done()
ListenAndServe(ADDRESS, nil)
10

servers,Add(1)
go funcQ {
defer servers.Done()
ListenAndServeTLS(SECURE_ADDRESS, "cert.pem", "key.pem", nil)
(0]
servers.Wait()

}

ections



hybrid cryptography?

* a mode of encryption that merges two or more
encryption systems

e |[ncorporates a combination of asymmetric and




Nyorid encryption IS
considered a highly secure




nyorid encryption Is
considered a highly secure
type of encryption as long




nistory

e rarely mentioned In the literature

 Cramer & Shoup (2004

*+ Dent (2005, 2009




encryption

1 1

Private Public K(M) + | PubKeyB(K) Private Public
Key Key : : Key Key

Symmetric
Key. K

M

A wishes to send Message (M) to B
1. A encrypts Message with Symmetric Key (K)
2. A encrypts Key, K with B's Public Key

3. A sends K(M)) and PubKey B(K)to B




encryption

e User A encrypts the Message with the
symmetric key




decryption

- User A

Private Public f f
Key Key | PubKeyB(K(M)) | + | PubKeyB(K) | :

B receives encrypted message from A
1. B decrypts PubKeyB(K) with their Private Key to obtain K

2. B uses this symmetric Key, K to decrypt K(M)




decryption

 User B knows how the Message is encrypted

* User B decrypts the symmetric key with his




an example workflow

1. create public key pair for user B (RSA-4096
2. create symmetric key K (AES-256-CBC

3. encrypt K(Mg) and Pubg(K) for message Mg

4. send Pubg(K) and K(Mg) to user B




key features

e a point-to-point cryptosystem

e fast, easy-to-use, user-specific system




weasel| words

e danger! experimental code presented here!

e all such code is provided for entertainment




a simple example

e hybrid encryption with text strings




#!/usr/bin/env ruby -w
require rubygems’
require ‘'openssl’
require 'basetc4’

class Hybrid
def initialize
@privkey=0
@pubkey=0
@sessionkey=
@iv=0




class Hybrid

end

def keygen

@privkey=0penSSL::PKey::RSA.new(4096,65537)
@pubkey=@privkey.public_key
puts "4096-bit Key generated"

@sessionkey=0penSSL.::Random.random_bytes(256/8){ putc "." }

end

MIICCgKCAgEAS5DL16QdI+0uaBpprF9InxmKOSmkgnWvcmoCMRBXFaEpwjSOCiiYjg
DdwX jChywMQQgx34nzqerXXKWjSIpLyy6szV0akudiQ00IxnIv0y+STKZStzeNgF
F1TT£SksVRIMGJ6JkRvtZQ3I+uYkuqyfSDpr4/rEivYk20z9Ru3Zj6WMEUeqgsYJA
sz27mc5iFR+1Sr7RVRSAYXgxe6wMOPicSZ0VRGKSCbCVHXKNi4HteTGTXFXVr+s41l
3XfyF8i46e7tEq/9skIf90aGxBhU26ALVQEH/xFc/TzFwCG5NDdVvdOcb8euE/sN
DG6SVCNJI5+C1lSevI74n4eSo8ScQUIt61nITQX1TaDYCibbjjknPBCE9e/puoD3KF
Y1vERwWPTXtarLE/huZrx1ll1EubNaJjxrMoeJSIrs57DP7U6v4uQoTDbQM6yauwJC
pJj7e0dd/s+HHpDLdad+mDEKJGwgFbafalb2WrkxYgkDg4Loeipmge/zIxZxBQASB
dkCY+rSn6lskPcagfTfoAmx+0A+0A3cIJP920Kzs0X2/£1huQAlrh5WmS6SSMVndt
988ayJ9z30ghxkNB590gN1eQjkKGxsoPTF/8YvgOUBC4tVeTVpvROMFKX81tbPos
yx£fnJ9xqUPaX0azMqZrOWPUMty2spyhZ4IMru/xviRoZ2NMjOY509dECAWEAAQ==
—-----END RSA PUBLIC KEY—

MIIJKAIBAAKCAQEAS5DL16QdI+0uaBpprF9InxmKO5mkgnWvcmoCMRBxXxFaEpwjSOCi
1YjgDdwXjChywMQQgx34nzgerXXKWjSIpLyy6sZV0akudiQ00JxnIv0y+STKZStz
eNgFF1TTfSksVRIMGJ6JkRvtZQ3I+uYkuqyfSDpr4/rEivYk20z9Ru3Zj6WMEUeq
sYJAsz7mc5iFR+1Sr7RVRSAYXgxe6wMOPicSZ0VRGKSCbCVHXKNi4HteTGTXFXVr
+s413XfyF8i46e7tEq/9skJf£90aGxBhU26ALVQEH/xFc/TzFwCG5NDdVvdOcb8eu
E/sNDG6SVCNJ5+C1lSevJ74n4eSo8ScQUIt61nITQX1TaDYCibbjjknPBCE9e/puo
D3KFY1vERWPTXtarLE/huZrx1l1llEubNaJjxrMoeJSIrs57DP7U6v4uQoTDbOM6ya
uwJCpj7e0dd/S+HHpDLdad+mDEKIGwgFbafalb2WrkxYgkDg4Loeipmge/zIXZXB
QAsBdkCY+rSn6lskPcagfTfoAmx+0A+0A3cIP920Kzs0X2/£1huQAlrh5WmS6SSM
Vndt988ayJ9z3QghxkNB590gN1eQjkKGxsoPTF/8Yvg0UBC4tVeTVpvROMFKX81t
bPosyxfnJ9xqUPax0azMqZrOWPUMty2spyhZ4IMru/xviRoZ2NMjOY509dECAWER
AQKCAgEAOkmn1RLyjSiRCg6! “W /NOg+Keyv3UXFstFr sqvtmm luiHB2K
0YzgmoTTFpDCSLDLUtuuGkw481




class Hybrid

def encrypt lS(?‘I)\GZSNMIipOZildLZ+0HVFKr13B3EiszvXDsBGqSBE
puts "256-bit Key generated’ "
string = "The cat sat on the mat’ 7B2vn1UB6uZhMbbQIBNwxg==

puts "String: #{string}\n"

c=0penSSL::Cipher::Cipher.new("'aes-256-cbc")
c.encrypt

c.key = @sessionkey
C.iv=@iv=@iv=c.random_iv

e=c.update(string)




class Hybrid

def decrypt
dec=0
@sessionkey=0 # Reset session key
@sessionkey=@privkey.private_decrypt(Base64.decodeb4(@g
dec=0penSSL::Cipher::Cipher.new("aes-256-cbc”
dec.decrypt
dec.key = @sessionkey
dec.iv=@iv
d=dec.update(Baseb4.decode64(@f))
d << dec.final




class Hybrid
def display
puts
puts "Ciphertext: #{@f}\n'
puts "Encrypted Symmetric Key:\n#{@g}\n'
end
end

h y keygen 4096-bit Key generated

h.encrypt 256-bit Key generated
. String: The cat sat on the mat
h.display

h, decrypt Ciphertext: Z8VZggOHDWXswdl+igZDH9CogMp6ZlCEmMW7xc41ZfzE=




a complex example

e ruby hybrid encryption with web pages
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#!/usr/bin/env ruby -w

require ‘rubygems’
require ‘'openssl’
require 'basetc4’
require 'nokogiri'
require ‘open-uri

class HybridHTML < Hybrid

end

h = HybridHTML.new

Allegra:FOSDEM eleanor$ ruby hybrid-html.rb
4096-bit Key generated
4096-bit Key generated

Enter Web Page
http://minimalsites.com/

Ciphertext: YCgpé6e

+Vngs84RtKdAVTcsmhX5C9xzb6mDxOwJ JSMESrAYTKgIi/pX1lulDH3a
2t30rhJCbiX7mcYxFagXfIJWgqHh6mhdVSGgFvgt7Qvg4zIr0Yo+nn9b4Z2YGM6
6shKQ+0L61uFVY3K70BQwQZJIyiGC8Y+6agOC7yMdOCTeYbFeaG6cuFuvLvb
IMGtdWWVoOmCls1BwBZutVn7+xNODcKBhvoHjpXnpsJZYLoSP6XUFnGHwWoCG
hbpkTdxFW3wJ1ly4cJyr8baX990xjgkLSeYjd9PL7efIJWXykIGI4£5359vzkI
4h79CX6yX3KR22rqWQtUzku3soILATIn38MRCC1CwOEBXpC3nP6cDLOUZNYV
muNdFJ3xY7ZSNgA8UiUQIeUFaIKhDfclhRQlgvseu8TVdww/vYrFXUEXEgvi
1nFMeLRnb/TroPSbCYvO/gUC3+wT5X8ScvzHiDla36w+PS0olDHeS2ren66S
RKs6DAyAnY4+9£f7hF97xAWGGNUEGiVSbam+5S/naiulya22dvVxZzaEVP8SVKL
4TLJEbS9EWm/MYDSjQEpzVmFA8esuPaIlikJ/r/ae7KO0xX+PE£IX9Wt+HiI+H1
UBEYLDWcC2LWktqcZzzLBgAOxP6kyHk7BYB47IZ0mfzwBsPR+sDcvgIUtLET
4QVsQc7sgCjDkPWWaVGU+AduIzHIpNpZNSJHNn/KGLsx+UIbCInSF1SSQM86P
SnleRHbIAtIXb7vmsFQDmMeRODJIINUpY6CEfkU6Lj6ATYdvVUWIFSQMwu2HXNr i
9SXLgcQ+2zV1IMwK90J1lwgF5HAAKPO2AKHU/j182zuh8S8xHQk7FZ1tk5T/cbdH
fP2DD1wkZdwX0J3nztXVmghjjAweTlRozZYdeYzLFheBf8773bCS6NOXWIVLP
LO9YkPCy/8h2ktoitcMsRpE8£fk5Cq4AaHpOYovhKh8yUTDdYcCzh4XgOnTav
03Giuhbnk1B+MOmMFMiPKL0OTdy++DUmvvFE4G+GjzMZIJWGVi+RDH2gzRdZ+F
gVBEhKbniju9dRhgl720J+in+rdjR1V7d0gmLWwoeWqQrABzj2y21HAIm25G
S5wVAFCRQhEJxstASfBIMXgX9£fqzRt3JSSgsrIJquOfTAjSkOrWISF2R2ebsvR
BU1QW55hP9/cTHp/tGnTaSBd+Z0oG/dSdV/UOKfgcflBlgsunGmIkNu3tx9vB
¢7sJLKOyWdvtRWp£fVG1lOVOtepIA3JXucUnYCs1lQbX7uk8BDSe/dLYvT8d+6H
1CEuxBplugAlKch3rDKOy0Tnmts0bgTyMbTI11rP69M610wr5KBr3jUE36N3
7PI=

text-rendering: optimizeLegibility;
}
body{
padding: 0 3em 3em;
}
.hello{
margin: 2.4em 0;
}
.hello > hl{
color: #000;
}

.links{
list-style: none;
padding-right: 6em;
padding-top: .4em;
border-top: lpx solid #000;
display: inline-block;
font-size: .7em;
}
.links > 1i{
display: inline-block;
margin-right: 0.4em;
}
.links > 1i > a{
text-decoration: none;
color: #000;
}

@media only screen and (max-width : 568px) {

body {
padding: 0 lem lem;
font-size: .9em;




class HybridHTML < Hylbrid
def encrypt
puts "4096-bit Key generated"
puts "\nEnter Web Page\n\n"

file = An/.match(gets()).pre_match()
string=Nokogiri::HTML open(file)

c=0penSSL::Cipher::Cipher.new("aes-256-cbc")
c.encrypt

c.key = @sessionkey
C.lv=@lv=@lv=c.random_iv




pbeyond http

e nothing to stop us encrypting HTTPS pages too

+ difficult to show in terminal




THE NAPTR RESOURCE

NAMING AUTHORITY POINTER

s¢this table shows the two modes of NAPTR as
they appear in a DNS zone record

order preferenee ﬂag' service tvpe regex + replacement terminator

100 50 u “E2U +sip” “In *$lsip:joe@fish.com!”
100 51 “» “»

TTL time in seconds before record must be resolved from an authoritative server

order order in which records should be evaluated

preference preference within a given order index

flag “u” for a standard terminal record resource record as specified in the RFCs

service type ENUM to URI + service type for an ENUM-specific service type

regex regular expression to use fOI’ matching

replacement string to replace the matched URI with

terminator either “.” or the target domain name for a non-terminal record

Anchoring Trust: Rewriting DNS for the Semantic Network with Ruby and Rails



http://www.slideshare.net/feyeleanor/anchoring-trust-rewriting-dns-for-the-semantic-network-with-ruby-and-rails

NAPTR CRYPTO RECIPE

“take a standard NAPTR record

” | “E2U +email:mailto” “In . *$!mailto:romeks @gmail.com!”

A

¢ encrypt with session key & initialisation vector

initialisation vector +FgTpo7SPyd7cZx+cGVAtg==

session key /WwVEQmHS4vhwO/AJTDgpGoXwMYYHiSUmZShY7GSCerl=

Al

‘¢ store results in an encrypted replacement field

Anchoring Trust: Rewriting DNS for the Semantic Network with Ruby and Rails

NAPTR | 100 | 11 | “u” | “E2U +email:mailto” | “I*.*$! HVnGeCBG4ISOvghq8jwylpFQmvotfaSjdgQ88ExkalU=1" | .



http://www.slideshare.net/feyeleanor/anchoring-trust-rewriting-dns-for-the-semantic-network-with-ruby-and-rails

to recap

e this system is highly flexible

e protocol iIndependent

salastand 2goribp ndensneenl



a complex example

e a web storage service in go

e stores and retrieves arbitrary text messages




)
R




var server = NewFileServer('localhost:1024")

func main() {
server.GET("/", ServerStatus)

server.GET("/key", PublicKey)
server.POST("/key/:id", StoreKey)

server.POST("/user", RegisterUser)
server.GET("/user/:id", UserStatus)



http://github.com/feyeleanor/webcryptodemo

import "crypto/rsa’
import “net/http"
import "github.com/julienschmidt/httprouter’

type FileServer struct {
PEM string
*rsa.PrivateKey
Started time.Time
Address string
*httprouter.Router
UserDirectory

- Requests int



http://github.com/feyeleanor/webcryptodemo

import “encoding/base32*
import “crypto/rand”

type FileStore map[string]string

type user struct {
Key byte
D string
Registered time.Time
FileStore



http://github.com/feyeleanor/webcryptodemo

import "html/template’
import "os"

var templates = template.Must(
template.ParseFiles("server_status.ixt', “server_status.html’,
‘user_status.txt", "user_status.html”, "list_files.txt", "list_files.html"))

func renderTemplate(w io.Writer, t string, v interface{}) {
If e := templates.ExecuteTemplate(os.Stderr, t+".txt", v); e != nil {
fmt.Printin(e)



http://github.com/feyeleanor/webcryptodemo

server_status.html

<html>
<head>
<title>Server Status</title>
</head>
<body>
<table>
<tr>
<td>launched</td>
<td>{{.Started}}</td>

</tr>
<tr>
<td>current time</td>
<td>{{.Now}}</td>
</tr>
<tr>

<td>users</td>
<td>{{.Users}}</td>

server_status.txt

ssasssm== J0veIrSIlalug ssssssss=
launched {{.Started}}

current time {{.Now}}

users {{.Users}}

files {{.Files}}

requests  {{.Requests}}



http://github.com/feyeleanor/webcryptodemo

func ServerStatus(w http.ResponseWriter, r *http.Request, _ httprouter.Params) {
renderTemplate(w, "server_status', server)

func PublicKey(w http.ResponseWriter, r *http.Request, _ httprouter.Params) {
server.Requests++
w.Header().Set("Content-Type", "text/plain; charset=utf-8")
Foprint(w, server.PEM)



http://github.com/feyeleanor/webcryptodemo

import "crypto/rand’
import "crypto/rsa”
import "crypto/shat”

func EncryptRSA(key *rsa.PublicKey, m, | [[byte) ([]byte, error) {
return rsa.EncryptOAEP(shal.New(), rand.Reader, key, m, |)

func DecryptRSA(key *rsa.PrivateKey, m, | [Jbyte) ([]byte, error) {
return rsa.DecryptOAEP(sha1.New(), rand.Reader, key, m, |)



http://github.com/feyeleanor/webcryptodemo

import "crypto/rsa’
import "crypto/x509"
import "encoding/pem®

func LoadPrivateKey(b []oyte) (r *rsa.PrivateKey, e error
if block, _ := pem.Decode(b); block != nil
if block.Type == "RSA PRIVATE KEY"
r, e = x509.ParsePKCS1PrivateKey(block.Bytes

return



http://github.com/feyeleanor/webcryptodemo

import "crypto/rsa’
import "crypto/x509"
import "encoding/pem®

func PublicKeyAsPem(k *rsa.PrivateKey) (r string
if pubkey, e := x509.MarshalPKIXPublicKey(&k.PublicKey); e == nil
r = string(pem.EncodeToMemory(&pem.Block
Type: "RSA PUBLIC KEY",
Bytes: pubkey,



http://github.com/feyeleanor/webcryptodemo

)
R




var PublicKey *rsa.PublicKey

func main
PublicKey = GetServerKey
u, k := RegisterUser
UserStatus(k, u

f :="this is a test file"
StoreFile(k, u, "test’, f)
UserStatus(k, u)
RetrieveFile(k, u, "test’)



http://github.com/feyeleanor/webcryptodemo

func GetServerKey
if b, e := Do("GET", KEY); e
if k, e := LoadPublicKey(string(b)); e == nil

v = K.(*rsa.Publickey

panic(e

return

Allegra:Hybrid eleanor$ ./server
====== === User Status = = =

v *rsa.Publickey

== nil

Allegra:Hybrid eleanor$ ./client
GET http://localhost:1024/key --> 200 OK
POST http://localhost:1024/user --> 200 OK
66I2PXXEYJ2UU6AY5VTIE4IS5KACRVXVN7 4ADRUFSWPMQED4R
GET http://localhost:1024/user/66I2PXXEYJ2UU6AYS5VTIE4I5KACRVXVN74ADRUFSWPMQED4R
--> 200 OK
<html>
<head>
<title>User Status</title>
</head>
<body>
<table>
<tr>
<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>

</tr>
<tr>
<td>Key</td>
<td>6M5V5LC3BXVCQVRNKVX25I5XISIG56JS6JK4K2GWDY4M3WS5G7 7A====</td>
</tr>
<tr>
<td>Files</td>
<td>0</td>
</tr>

</table>

</body>
</html>
POST http://localhost:1024/file/66I2PXXEYJ2UU6AY5VTIEA ISKACRVXVN74ADRUFSWPMOEDAR/

<tr>
<td>Files</td>
<td>1</td>
</tr>
</table>
</body>
</html>
GET http://localhost:1024/file/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R/
test --> 200 OK
this is a test file
POST http://localhost:1024/key/66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMOED4R
--> 200 OK
<html>
<head>
<title>User Status</title>
</head>
<body>
<table>
<tr>
<td>ID</td>

<td>66I2PXXEYJ2UU6AY5VTIE4I5KACRVXVN74ADRUFSWPMQED4R</td>

</tr>
<tr>
<td>Key</td>
<td>MD45J502JUNTR20BALT6BWWWBBLU3XS 7HSRIWRX5LV5RS 2UBQ6FA====</td>
</tr>
<tr>

<td>Files</td>
<td>1</td>


http://github.com/feyeleanor/webcryptodemo

func RegisterUser() (u string, k [Joyte) {
k = GenerateAESKey(256)
if key, e := EncryptRSA(PublicKey, [Jbyte(k), [Joyte("REGISTER")); e == nil {
if v, e := Do("POST", USER, string(key)); € == nil {
u = printResponse(y, e, k)
J
J

return

}

func RetrieveFile(key []byte, id, tag string) (f io.Reader, e error) {
e := Do('GET", FILE, id, tag)



http://github.com/feyeleanor/webcryptodemo

func Do(m, r string, p ...string) (b []byte, e error) {
do(NewRequest(m, r, p...), func(res *http.Response) {
b, e = ioutil.ReadAll(res.Body) })

return

func DoEncrypted(k []boyte, m, r string, p ...string) (b [|byte, e error) {
do(NewEncryptedRequest(k, m, r, p...), func(res *http.Response) {
DecryptAES(res.Body, k, func(s *cipher.StreamReader) {
b, e = ioutil.ReadAll(s) }) })

return



http://github.com/feyeleanor/webcryptodemo

import "crypto/aes"
import "crypto/rand’

func GenerateAESKey(n int) (b [[byte
switch n

case 128: b = make([]byte, 16
case 192: b = make([]byte, 24
case 256: b = make([]byte, 32

rand.Read(b
return



http://github.com/feyeleanor/webcryptodemo

import “crypto/cipher"
import "io”

func SendIV(w io.Writer, k []byte, f func([]byte
if iv, € := GeneratelV(); e == nil
if , e =wWrite(iv); e == nil
f(iv
else
fmt.Printin(e



http://github.com/feyeleanor/webcryptodemo

import "io"
func ReadlV(r io.Reader, f func([]byte
IV := make([]byte, aes.BlockSize
if _, e :=r.Read(iv); e == nil {
f(iv
} else
fmt.Printin(e

5

func DecryptAES(r io.Reader, k [byte, f func



http://github.com/feyeleanor/webcryptodemo

Questions...?



mailto:romeks@gmail.com

