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Wireless Measurement and Experimentation

= |EEE 802.11p Transceiver
= Applications
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Improved SDR Platforms

Hardware GNU Radio
= {B,N}J210 = VOLK
= HackRF = Async. Messages
= BladeRF = OFDM Reference
Design
N J
Y
Standards
* DVB-T é\\\ D\3hs
= | TE I. e
= WiFi W
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SDR in EE and CS

“>GNURadio ...

Electrical Engineering Computer Science

= Signal processing = Network protocols
= Receiver design S— = Network simulation
= Signal propagation = Security / Privacy

Example: Vehicular Networks
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Vision: Vehicular Ad Hoc Networks
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IEEE 802.11p Standard

Standardized in 2011
Dedicated spectrum

Adaption of WiFi

= OFDM

= 64 subcarriers

= 10 MHz bandwidth
Problem:

= Designed for indoor
environments

B Pilots Data

frequency

time
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Current Experimental Platforms

= Prototypes
= Cohda MK2

= Adapted WiFi cards
= Unex DCMA-86P2
= Atheros

Limited Information / Blackbox
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IEEE 802.11p Transceiver

Bastian Bloessl, Michele Segata, Christoph Sommer and Falko Dressler, "Towards an Open Source IEEE 802.11p Stack: A Full SDR-based Transceiver in
GNURadio," Proceedings of 5th IEEE Vehicular Networking Conference (VNC 2013), Boston, MA, December 2013, pp. 143-149.
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Transceiver Design

Layered Desig

Hierarchical B

Extendable
= Wireshark
= Linux TCP/IP

No changes to FPGA
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Application | f
pplication Interrace . . ...
2
3 import socket, struct
4
. 5 msg = "HELLO FOSDEM 2014!"
= Connect to SDR via ‘
7 1llc = struct.pack("8B", @xaa, Oxaa, Ox03, 0x00, 0x00,
TCP/UDP sockets : oo, oxas, oxc)
9
10 wsm = struct.pack("8BH", ©x82, ©x55, 0Ox04, Ox01, ©x40,
11 Ox1@, 0x@1, exec, len(msg))
File Edit View Go Capture Analyze Statistics _Thlz
. . 12 sock = socket.socket(socket.AF_INET, socket.SOCK_DGRAM)
] f ; - -
@P @P ﬁ ﬁ = = ‘ 14  sock.sendto(llc + wsm + msg, ("localhost", 52801))
Filter: [wsmp VI Expression... Clear ~pply
No. Time Protocol Length Info I
51 95.671871 WSMP 77 WAVE Short Message Protocol IEEE P1669.3 ’
52 96.997521 WSMP 77 WAVE Short Message Protocol IEEE P1669.3
53 97.330478 WSMP 77 WAVE Short Message Protocol IEEE P1609.3

> Frame 53: 77 bytes on wire (616 bits), 77 bytes captured (616 bits)
P Radiotap Header v@, Length 17

I IEEE 8@2.11 Data, Flags: ........

b Logical-Link Control

> Wave Short Message Protocol (IEEE P1689.3)

poEe 08 80 11 08 6e B8 0O BO 0O Oc b2 0O 80 0O 2a 17 ssasllasa asassa ¥,
0810 ©1 08 60 2e 00 30 14 43 e6 46 e4 12 34 56 78 90  ..... 8.1 .F..4Vx.
BE20 ab 42 42 42 42 42 42 60 15 aa aa 03 00 00 08 88 .BBBBBE™ ........
8030 dc 82 55 04 01 40 10 @1 ©c 12 00 48 45 4¢ 4c 4f .U..@.. ...HELLO
408 20 46 4f 53 44 45 4d 28 32 38 31 34 21 FOSDEM 2014!
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ile Edit View Go Capture Analyze Statistics Telephony Tools internals Helop

8 a

Interoperability

~ | Expression..

Protacol Length e ~
5261 111558726 e T, fund

5262 111. 571001 Lc 73 u, fund
263 111.

Frane 5363: 73 bytes on wire (584 bits), 73 bytes captured (584 hits) !

Radlolap Header v8, Length 17

IEEE 862.11 005 Data, Flags: .
Type/Sibiype: QoS Date (Gx
Frane Control: xaesd (Normal)

ination address: Broadcast (f1:ff:Af:f1:11:11)

= |EEE 802.11a/g

address: 23:23:23:23:23:23 (23:23:23:23:23:23) 43
BSS 1d: Broadeast (Ff:ff:ff:ff:ff:ff)
SEqUENce NUTber: 4679 &l = 2 o 4 i = N
b s G ol T o
= MacBook Pro '

© 0 1L 06 be 68 83 60 60 13 b2 68 68 68 2a 17 LIS 3
€188 09 06 08 ff ff 1 ff fF ff 23232323 23

23 07 07 01 16 1f 1f 18 fe 25 68 aa aa 63 68 58 # R
6 88 b5 48 63 6c 6c 67 20 4d 61 62 69 43 6f bd Hello MobiCom
7121 21 % 08 B3 o1 56 cc Wi

= |ntel Ultimate N6300
= Air Live X.USB

= |[EEE 802.11p
= Cohda Wireless MK?2

= Unex DCMA-86P2
Atheros-based
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Limitations of GPP-based Platform

Ping

Tun / Tap

[

GNU Radio

\_/

100ms delay
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. icmp_req=504
: icmp_reg=505
: icmp_req=506

: icmp_req=509
. icmp_req=510@
: icmp_req=512
: icmp_req=514

= RTS/CTS

time=110 ms
time=108
time=127
time=106
time=105
time=116
time=106 ms

= Acknowledgments

= Duration Field
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Carrier Sensing and Channel Access

= CSMA on PC has OFDM Frame
too high delay

A 4

32.9us

L

Noise

Power
A

= CSMA on FPGA
is feasible

0 100 200 300 400 500 600
Time (usec)

A. Puschmann, P. Di Francesco, M. A. Kalil, L. A. DaSilva, and A. Mitschele-Thiel, “Enhancing the Performance of Random Access MAC Protocols for Low-cost
SDRs,” in 8th International Workshop on Wireless Network Testbeds Experimental Evaluation and Characterization (WiNTECH 2013). Miami, FL: ACM,
September 2013.
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Applications
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Fuzzing
= Form of penetration testing

= Send random, cluttered, non-standard frames

= See what happens to the device / driver / firmware

[,, If fuzzing doesn’t solve your problem, you‘re not doing enough of it “ ]
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Privacy and Fingerprinting

= EE
= Channel features
= Characteristics of analog HW

= CS

oM
2323

= Traffic patterns (when, where, packet size, ...)

= MAC address / temporary identity

= SDR

= Implementation details of chip / firmware / driver
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Enabling Realistic Simulations ‘/
eins

Vehicles

Measurement results Network simulation
= Coherence bandwidth t: = Frame Error Curves
= Coherence time ;W g . = OFDM interference
= Channel taps R ey
|
. @

>GNURadio
+ gr-ieee802-11 =
channel models -

0 5 10 15 20 25
SNR (dB)
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Conclusion

= SDR-based IEEE 802.11p OFDM transceiver

= Modular and extensible
ml=

= Many applications

= Open Source

x github

SOCIAL CODING

= http://www.ccs-labs.org/projects/wime/
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Other Projects

= gr-rds @R’D'S

= Radio Data Service

= FM Radio

= gr-ieee802-15-4

= ZigBee
= 2.4GHz O-QPSK PHY LigBee
Presentation: CC-BY-SA | Title photo: CC-BY Wikipedia user “Nudelbraut”
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